
Neurocomputing 267 (2017) 572–580 

Contents lists available at ScienceDirect 

Neurocomputing 

journal homepage: www.elsevier.com/locate/neucom 

Sensitivity based robust learning for stacked autoencoder against 

evasion attack 

Patrick P.K. Chan 

a , Zhe Lin 

a , ∗, Xian Hu 

a , Eric C.C. Tsang 

b , Daniel S. Yeung 

c 

a School of Computer Science and Engineering, South China University of Technology, Guangzhou, China 
b Faculty of Information Technology, Macau University of Science and Technology, Macau,China 
c IEEE SMC Society, USA 

a r t i c l e i n f o 

Article history: 

Received 3 April 2017 

Revised 7 June 2017 

Accepted 15 June 2017 

Available online 5 July 2017 

Comunicated by Nianyin Zeng 

Keywords: 

Deep learning 

Adversarial learning 

Robustness 

Evasion attack 

Sensitivity 

a b s t r a c t 

Although deep learning has achieved excellent performance in many applications, some studies indicate 

that deep learning algorithms are vulnerable in an adversarial environment. A small distortion on a sam- 

ple leads to misclassification easily. Until now, the vulnerability issue of stacked autoencoder, which is 

one of the most popular deep learning algorithms, has not been investigated. In this paper, we firstly 

investigate the existing evasion attack to stacked autoencoder in an effort to understand whether, and to 

what extent, they can work efficiently. A robust learning algorithm which minimizes both its error and 

sensitivity is then proposed for stacked autoencoder. The sensitivity is defined as the change of the output 

due to a small fluctuation on the input. As the proposed algorithm considers not only accuracy but also 

stability, a more robust stacked autoencoder against evasion attack is expected. The performance of our 

methods is then evaluated and compared with conventional stacked autoencoder and denoising autoen- 

coder experimentally in terms of accuracy, robustness and time complexity. Moreover, the experimental 

results also suggest that the proposed learning method is more robust than others when a training set is 

contaminated. 

© 2017 Elsevier B.V. All rights reserved. 
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1. Introduction 

Deep learning, which is a powerful machine learning method,

has been successfully applied in many applications [1] , especially

image recognition [2–5] , natural language understanding [6,7] , and

signal recognition [8,9] . Representation learning in deep learning

methods is able to discover important feature representation for

discrimination from raw data in a classification problem. It reduces

the demand on manual design of features. One popular example

is the stacked autoencoder [10] . Its learning process contains two

phases. The unsupervised pre-training phase aims to learn a rep-

resentation by reducing the reconstruction error of an autoencoder

using unlabeled samples one layer at a time. After all hidden lay-

ers are pre-trained, prediction error on a supervised task is then

minimized in the supervised fine-tuning phase. 

Recently, the security problem of machine learning techniques

received increasing attention. Many studies [11,12] have revealed

that conventional machine learning techniques are vulnerable to
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n adversarial environment in which an adversary carefully manip-

lates input samples to mislead decisions of the system. The accu-

acies of these conventional techniques may drop significantly due

o violation of the underlying assumption of data stationarity (i.e.,

raining and test samples follow the same distribution) [13] . Many

tudies have investigated the security issue of machine learning in

ifferent scenarios [14–16] and applications recently [17–19] . 

Although deep learning methods have dramatically improved

he state-of-the-art methods, many studies show that deep learn-

ng methods are sensitive to adversarial attacks, i.e., a sample with

mall distortion can easily mislead the decision of a deep learning

ethod [20] . Most studies on robust deep learning methods focus

n deep conventional neural network. For example, a training set

s perturbed by a small transformation to increase the robustness

f the network [21,22] , and some features are blinded randomly to

ncrease the difficulty of the attack [23,24] . However, to the best

f our knowledge, there is no investigation on the robustness of

he stacked autoencoder, which is one of the most popular deep

earning methods, in an adversarial environment. 

In this paper, we firstly discuss whether and how the stacked

utoencoder is vulnerable to an adversarial attack. A robust learn-

ng algorithm which minimizes not only the error but also the sen-

itivity measure on training samples is then proposed for stacked
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http://www.ScienceDirect.com
http://www.elsevier.com/locate/neucom
http://crossmark.crossref.org/dialog/?doi=10.1016/j.neucom.2017.06.032&domain=pdf
mailto:patrickchan@ieee.org
mailto:chirplam@foxmail.com
mailto:huxian.scut@gmail.com
mailto:cctsang@must.edu.mo
mailto:danyeung@ieee.org
http://dx.doi.org/10.1016/j.neucom.2017.06.032


P.P.K. Chan et al. / Neurocomputing 267 (2017) 572–580 573 

a  

l  

b  

p  

[  

c  

s  

p  

t  

s  

m  

t  

b  

c  

e  

p

 

d  

c  

o  

T  

i  

i  

g

2

 

t  

d

2

 

r  

p  

b  

n  

r  

a

 

l  

t  

i  

(  

[  

t  

c  

a  

a  

m  

f  

c  

p

 

a  

a  

fi  

t  

s  

t  

b  

c

x

Fig. 1. Examples of evasion attacks with L 0 , L 1 and L 2 against a linear classifier. 
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utoencoder. The sensitivity measure is defined as the change of

earner’s outputs when the input has a small fluctuation. It has

een shown that methods with sensitivity measure achieve good

erformances in many applications, for example, classifier training

25] , dynamic fusion [26] and model selection [27] . The algorithm

an be applied to the unsupervised representation learning and the

upervised fine-tuning phase for the stacked autoencoder. As our

roposed algorithm focuses not only on the accuracy but also on

he stability, a more robust stacked autoencoder against the adver-

arial attack using our proposed methods is expected. The perfor-

ance of our proposed methods using evasion attack, which aims

o decease the classification accuracy of a classifier on test samples

y manipulating their features, is evaluated and compared with the

onventional stacked autoencoder and the denoising autoencoder

xperimentally. Moreover, we also show that experimentally, the

roposed learning method is robust with a noisy training set. 

The rest of the paper is organized as follows. Section 2 intro-

uces the related concepts and techniques used in this study, in-

luding deep learning and adversarial learning. Section 3 presents

ur proposed methods and also explains its underlying concept.

he algorithm of Evasion attack used in this paper is introduced

n Section 4 . The experimental evaluation of our proposed and ex-

sting methods is discussed in Section 5 . Finally, the conclusion is

iven in Section 6 . 

. Background 

Concepts and methods used in this study will be introduced in

his section. We will firstly discuss evasion attack, and then intro-

uce the stacked autoencoder. 

.1. Adversarial attack 

Machine learning methods have been applied to many security

elated applications in which an adversary aims to downgrade the

erformance of a system by manipulating the data. In this arm race

etween the attacker and the defender, the attack side proposes

ovel attack strategies [28] and explores vulnerabilities of secu-

ity systems [20] , while robust learning algorithms [22] are devised

nd inputs are carefully selected [23,24] by defenders. 

Three different aspects of an adversarial attack against machine

earning are considered by the taxonomy proposed in [29,30] : at-

ack influence, security violation, and attack specificity. Accord-

ng to attack influence , attack can be separated into poisoning

or causative) and evasion (or exploratory) attack. Poisoning attack

31,32] misleads a system by manipulating training samples while

est samples are contaminated in the exploratory attack [13] . Se-

urity violation can be caused by availability, integrity or privacy

ttack. Availability attack downgrades the overall performance of

 system. Integrity attack only reduces the accuracy on classifying

alicious samples. Privacy attack retrieves protected information

rom a system. Attack specificity mentions whether an attack fo-

uses on specific samples ( i.e., targeted) or a broad range of sam-

les ( i.e., indiscriminate). 

The evasion attack discussed in this paper can be regarded

s an indiscriminate exploratory integrity attack according to the

forementioned taxonomy. An adversary aims to reduce the classi-

cation accuracy of a system by manipulating any test sample in

he attack. The optimal evasion [13] aims to generate an attacked

ample x ∗ ∈ X that evades detection by minimally manipulating

he original sample x ∈ X . The minimal manipulation is measured

y a distance function in the feature space. The optimal evasion

an be formulated as: 

 

∗ = arg min 

x ′ 
d(x , x 

′ ) (1) 
s . t . f (x ) � = f (x 

′ ) (2) 

here f : X �→ C is a classifier which outputs the class of x . d :

 × X �→ R is the distance function which measures the differ-

nce between x and x ′ . Common distance functions in evasion at-

ack are L 0 [28] , L 1 and L 2 [15] , defined as: 

 p (x , x 

′ ) = 

( 

m ∑ 

i =1 

∣∣x i − x ′ i 
∣∣p 

) 

1 
p 

(3) 

here x i is the i th feature of x , m is the number of features, x

nd x ′ are the original and attacked samples. When p = 0 , it is a

pecial case in which L 0 returns the number of features manipu-

ated in an attack sample. Fig. 1 illustrates evasion attacks with L 0 ,

 1 and L 2 against a linear classifier. The solid circles in red and

he hollow circles in blue represent samples in two classes. The

traight line denotes the decision plane of the linear classifier. The

argeted sample ( x ) is the solid red circle on the right hand side.

vasion attack misleads the decision of the classifier on x by ma-

ipulating its features according to different distance constraints.

he attacked sample ( x ∗) with minimum manipulation is denoted

y a green star. There are two green stars in the evasion attack

ith L 0 since the sample can mislead the decision by manipulat-

ng either one feature. 

.2. Deep learning: autoencoder 

Deep neural networks consist of a number of hidden layers. The

raditional learning method for neural networks, i.e., gradient de-

cent, does not work well in a neural network with deep archi-

ecture due to gradient vanishing and gradient explosion [10] . The

rinciple of deep learning is to train the intermediate hidden lay-

rs one at a time. Once a good representation has been obtained,

he network can be used as an initial state for training by using

upervised gradient based optimization [33,34] . 

One of the most popular examples of deep learning is stacked

utoencoder [10] . In the first training phase, i.e., unsupervised rep-

esentation learning, each autoencoder takes the output of its pre-

ious layer as the input and the reconstruction error is minimized

ith an optimization algorithm. The objective function is L (h , ̂  h ) ,

here h and 

ˆ h denote the original input and the reconstructed in-

ut respectively, and L is a loss function which measures the dif-

erence between h and 

ˆ h . A regularization term may be added in

his objective function. For example, a sparsity term which penal-

zes non-zero values is added in the sparse autoencoder. The goal

f autoencoder is to extract an abstract representation of the data

hich preserves most information of x . 

When a discriminative representation is obtained, the whole

etwork including the output layer is re-trained in the supervised

ne-tuning phase. All weights of the network are adjusted in order

o minimize the empirical error of the network on training samples

easured, which is defined as L (y , ̂  y ) , where y represents the real

riginal input, and ˆ y denotes the output of the network. 
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In order to propose robust features, a revised stacked autoen-

coder named as stacked denoising autoencoder (SDA) [35,36] is

proposed. By reconstructing the original input from its corrupted

ones, SDA is able to learn more robust feature and to tolerate noise.

Robust stacked autoencoder (R-SAE) [37] aims to reduce the influ-

ence of noisy samples and outliers on training a stacked autoen-

coder by minimizing the maximum correntropy criterion (MCC).

As R-SAE does not consider the performance of the trained stacked

autoencoder on an attacked sample, it may be vulnerable under

evasion attack. 

3. Proposed robust learning method with sensitivity for 

stacked autoencoder 

In this section, our proposed sensitivity-based robust learning

method for stacked autoencoder against the evasion attack is in-

troduced. We firstly describe the algorithm and the implementa-

tion details on the sensitivity measure. Finally, the explanation on

why the proposed model is more robust in comparison with con-

ventional stacked autoencoder and stacked denoising autoencoder

is given. 

3.1. Algorithm 

Conventional learning algorithm of the stacked autoencoder

mainly focuses on minimizing the reconstruction error in the rep-

resentation learning phase and the mean square error in the fine-

tuning phase. However, a classifier considering only error may be

vulnerable in an adversarial environment [13] . Our proposed learn-

ing algorithm aims to reduce not only the error but also the sen-

sitivity of the stacked autoencoder. By reducing the sensitivity of

the stacked autoencoder, it will make evasion attacks more diffi-

cult since manipulation on a sample causes smaller change on its

output in comparison with conventional stacked autoencoder. most

of them are generated based on a gradient descent method. As a

result, the trained classifier should be accurate and also robust un-

der an adversarial attack. 

Given a training set for the unsupervised representation learn-

ing, D u = { x (1) , x (2) , . . . , x (n u ) } , where n u is the number of sam-

ples in D u and x ( i ) is the i th sample with m feature values, i.e.,

x (i ) = [ x (i, 1) , x (i, 2) , . . . , x (i,m ) ] T . The encoder of a k th layer autoen-

coder is defined as: 

h 

(i ) 
k 

= f en (h 

(i ) 
k −1 

) = a (W 

en 
k h 

(i ) 
k −1 

) , (4)

where h 

(i ) 
k −1 

is the input of the k th layer autoencoder, which is one

of the outputs of the encoder in the previous layer correspond-

ing to x ( i ) . For the first layer, h 

(i ) 
0 

= x (i ) . W 

en 
k 

is a matrix containing

the weights of the encoder of the k th layer autoencoder, and a ()

denotes an activation function. Then the encoded input will be de-

coded according to: 

f de ( f en (h 

(i ) 
k −1 

)) = a 
(
W 

de 
k f en (h 

(i ) 
k −1 

) 
)
, (5)

where w 

de 
k 

denotes the matrix containing the weights of decoder

of k th layer autoencoder. The objective function of our proposed

algorithm for the representation learning is defined as: 

min 

W 

en 
k 

, W 

de 
k 

n u ∑ 

i =1 

(|| h 

(i ) 
k −1 

− f de ( f en (h 

(i ) 
k −1 

)) || 2 + λsen 

(i ) 
k 

)
(6)

The first term in (6) represents the reconstruction error ( i.e., the

difference between the original sample and its reconstruction),

while the second one, sen (i ) 
k 

, is the additional term in our model

for the k -layer autoencoder. λ is the tradeoff parameter. sen (i ) 
k 

mea-

sures the output change of the autoencoder with fluctuated x ( i ) .

The sensitivity measure, defined by (7) , is the mean value of the
quared output of the encoder difference between a sample x and

nseen samples within the Q-neighborhood of x [27,38] . 

en 

(i ) 
k 

= E 
(∣∣∣∣ f en (h 

(i ) 
k −1 

) − f en 

(
h 

(i ) 
k −1 

+ �h 

)∣∣∣∣
2 

)
(7)

here �h = { �h i | i = 1 , 2 , . . . , m } T , and −q ≤ || �h i || ≤ q . h 

(i ) 
k −1 

+
h are the unseen samples in Q-neighborhood of h 

(i ) 
k −1 

. q controls

he size of a Q-neighborhood. A larger region is considered when

 is large. When q = 0 , a Q-neighborhood only contains x ( i ) and

en (i ) 
k 

is equal to 0, i.e., our algorithm is equivalent to the original

tacked autoencoder. 

Similarly, the sensitivity term can also be considered in

he supervised fine-tuning phase. Given a training set with

abels, D s = { (x (1) , y (1) ) , (x (2) , y (2) ) , . . . , (x (n s ) , y (n s ) ) } , where n s =
 D s | . x ( i ) is the i th sample while y ( i ) represents the label of x ( i ) .

or the 2-class problem, y ( i ) contains either −1 or +1 . y (i ) =
 y (i, 1) , y (i, 1) , . . . , y (i,c) ] T for c -class problem. If x ( i ) belongs to the r th

lass, for j � = r , y (i, j) = 0 ; otherwise, y (i, j) = 1 . The objective function

f the fine-tuning is defined as: 

in 

n s ∑ 

i =1 

(|| y (i ) − g(x 

(i ) )) || 2 + λsen 

(i ) ) (8)

here g is the pretrained stacked autoencoder, and λ is the trade-

ff parameter. The first and the second components measure the

rror and the sensitivity, respectively. The definition sen ( i ) is simi-

ar to sen (i ) 
k 

defined in (7) , but sen ( i ) considers the input space: 

en 

(i ) = E 
(∣∣∣∣g(x 

(i ) ) − g(x 

(i ) + �x ) 
∣∣∣∣

2 

)
(9)

here �x = { �x i | i = 1 , 2 , . . . , m } T , and −q ≤ || �x i || ≤ q . When

 = 0 , the algorithm is equivalent to the original stacked autoen-

oder. 

Different from the conventional stacked autoencoder, our pro-

osed methods minimize not only the error but also the sensitiv-

ty. The sensitivity measure penalizes the fluctuation of the classi-

er’s outputs in Q-neighborhoods in which the size is controlled

y q. q provides a geometric interpretation in the input space. As

iscussed before, the algorithms of our proposed methods neglect

he sensitivity term since the Q-neighborhoods are empty when

 = 0 . On the other side, when q increases, larger regions are con-

idered, i.e., the sensitivity of the output is expected to be stable in

arger regions. However, it may not be true since, if true distribu-

ions of the samples of different classes are complicated, outputs of

he classifier should be naturally fluctuated. Any available informa-

ion on the input data distribution may be useful for determining

he size of q . 

The sensitivity measure and the generalization ability are usu-

lly in conflict with each other, i.e., a stable classifier may be less

ccurate than a sensitive one [13,14] . Therefore, λ is considered as

 trade-off parameter between the error and the sensitivity mea-

ure. When λ is small, the training error becomes the dominating

actor in the objective function. The trained model aims to max-

mize its generalization ability and ignore its robustness. On the

ther hand, the importance of the sensitivity measure increases

ith the increase of λ. The output of the model should be more

obust under evasion attack, i.e. more manipulation is required on

 sample for a successful attack. However, the generalization abil-

ty of the classifier may not be good. 

.2. Calculation of sensitivity measure 

Sensitivity measure, shown in (7) and (9) , represents the change

f function’s outputs when the input is perturbed slightly within

he Q-neighborhoods. An artificial dataset containing training sam-

les of three classes, and their Q-neighborhoods are shown in

ig. 2 (a) and (b), respectively. 
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Fig. 2. Example of Q-neighborhoods. 

Fig. 3. A decision boundary (a) considering only the error term, and (b) considering 

only the error term and the sensitivity measure on an artificial dataset with three 

classes. 
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Fig. 4. Example of original and its attacked image generated by evasion attack. 
sen (i ) 
k 

and sen ( i ) can be approximated using Monte Carlo method

39] . To be more specific, we assume that �h and �x follow a

aussian distribution with mean μ = 0 . The standard deviation of

he distribution is controlled by q which is the size of the Q-

eighborhood. Therefore, �h ∼ N m 

(0, q 2 ) and �x ∼ N m 

(0, q 2 ). A

umber of samples are then generated and used to calculate sen (i ) 
k 

nd sen ( i ) . Fig. 3 shows the original dataset with 10 additional sam-

les generated by Monte Carlo method for each training sample. 

According to the Monte Carlo method, a closer estimation is

btained when more points are sampled. However, more sam-

les also yield higher computational cost. The number of samples

hould be carefully determined in consideration of the nature of

he application and the performance issue. 

.3. Why does our method work? 

As discussed in Section 2.1 , evasion attack [13,31] aims to mis-

ead the decision of a classifier on a sample with the minimum

anipulation. The optimal (or sub-optimal) attacked sample is

rafted according to the derivative of the classification function,

.e., change of the output. A feature which, with a small change of

ts value, affects the output of the classifier significantly, is more

referable in an evasion attack. Our proposed methods consider

ot only the error but also the sensitivity measure. The output val-

es around the training samples of a classifier trained with our al-

orithm should be more stable than the traditional classifier, i.e.,

he change of the classifier’s output is more gentle in our meth-

ds. Therefore, the influence on the output of our method caused

y an attacked sample is relatively smaller than the one of the tra-

itional methods. Hence the cost of a successful evasion increases. 

On the other hand, the effectiveness of our model can be dis-

ussed from a geometrical point of view. Fig. 3 (a) shows a decision

oundary which only considers the error function on an artificial

ataset with three classes. As the only objective of learning is to

inimize the error, some samples may be close to the decision

lane, such that, small manipulation may be able to evade the de-

ection. On the contrary, for the decision plane trained by minimiz-

ng the error function and also the sensitivity term, as shown in

ig. 3 (b), the output fluctuation in the Q-neighborhood is relative

mall. As a result, the decision boundary will be located further
way from the samples, i.e., large �x is required for a successful

vasion attack. 

. Evasion attack for multi-class classification problem 

The algorithm of the evasion attack for a multi-class classifica-

ion problem used in this study is discussed in this section. For a

lassification problem with c number of classes, c classifiers ( f i ( x ),

here i = 1 , 2 , . . . , c) are trained to estimate the confidence of

 sample x on classes. x is classified as the class j if f j ( x ) > f i ( x )

here, i � = j . 

The evasion attack strategy used in this study aims to reduce

he accuracy of a classifier on test samples by manipulating their

eatures. The worst scenario of evasion attack in which an adver-

ary has complete knowledge on the targeted system is considered.

vasion attack is implemented using the optimal attack strategy,

hich evades detection with minimum manipulation. As suggested

y Russu et al. [40] , the evasion attack with L 2 is harder for de-

ection than the one with L 1 and L 0 since pixels in the image are

hanged only slightly. L 2 is applied to measure the difference be-

ween an original and the attacked sample in this study. The so-

ution of the optimization problem (1) for a differentiable classi-

cation function is obtained by the gradient descent, as shown in

lgorithm 1 , approximately. The algorithm of an evasion attack re-

uces the estimated confidence of x ( i.e., f y ( x )) on its true class ( y )

teratively by the gradient descent method. The iterative process

tops when x is evaded successful, or the maximum number of

teration or the manipulation reaches their upper bounds, respec-

ively. 

lgorithm 1 Evasion attack. 

nput: x : the original sample; y : the class label of x ; f i (x ) : a clas-

sifier function outputs confidence of sample belongs i class;

max _ iter: maximum number of loop; max _ distortion : maximum

attack manipulation; stepsize : size of modification in each it-

eration 

1: x ′ ← x 

2: iter ← 0 

3: while y = f (x ′ ) and iter ≤ max _ iter do 

4: u ← 

� f y (x ′ ) 
| | � f y (x ′ ) | | 2 

5: x t ← x ′ − stepsize × u 

6: if d(x , x t ) ≥ max _ distortion then 

7: break 

8: end if 

9: x ′ ← x t 

10: end while 

11: return x ′ 

Fig. 4 shows an example of an original and its attacked sam-

le generated by Algorithm 1 . A conventional stacked autoencoder

ontaining two hidden layers with 60 0–40 0 neurons is trained us-

ng MNIST dataset [41] . The left image shows a handwriting digit
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Table 1 

Error rate (%) of models with different training algorithms without attack. 

Settings SA SDA SAP SAF SAPF 

MNIST-60 0-40 0 2.34 2.13 2.52 3.15 3.24 

MNIST-60 0-40 0-20 0 2.35 2.27 2.65 2.46 2.36 

SVHN-90 0-60 0-30 0 15.26 15.50 15.52 17.07 16.54 

SVHN-90 0-80 0-60 0-30 0 14.68 15.20 14.98 15.08 15.50 

Fig. 5. Error rate of models under evasion attack. 

a  

a  

h  

c  

z  

s  

w  

t  

e

5

5

 

t  

T  

i  

c  

S  

t  

t  

w

 

c  

a  

o  

s  

c  

d  
five, which can be correctly classified by the stacked autoencoder.

The original image is then manipulated according to Algorithm 1 ,

and the attacked image is shown on the right hand side. Although

the digital five is still clearly shown in the attacked image, it is

recognized as the digit three by the stacked autoencoder. 

5. Experiment 

In this section, the performance of our proposed methods is

evaluated and compared with existing autoencoders in terms of er-

ror rate, cost of attack, output stability, and time complexity under

the evasion attack. Then, a preliminary investigation on the robust-

ness of our methods using contaminated dataset is also discussed. 

5.1. Experiment settings 

Two datasets, MNIST and SVHN dataset [41] , are used in

our experiments. MNIST contains 70,0 0 0 grayscale images from

10 classes, while the 99,289 color images from 10 classes in

SVHN dataset are firstly converted into grayscale images. All fea-

ture values are firstly normalized to [0, 1] by v n = (v − min v ) /

( ma x v − min v ) , where v and v n denote the original and the nor-

malized values, while max v and min v are the maximum and mini-

mum values of the feature. For each experiment, a dataset is firstly

divided into two sets: 80% for training set and 20% for test set. 20%

of training set is reserved as the validation set to control the stop

of training. 

The experiments are performed on a computer with 32 GB of

memory and two processors: Intel processor with E5-1620U v2

cores at 3.70 GHz and GPU Quadro K20 0 0. For our methods, the

sensitivity measure is considered in the unsupervised representa-

tion learning phase ( SAP ), the supervised fine-tuning phase ( SAF )

and both phases ( SAPF ) of the stacked autoencoder. Existing meth-

ods including the stacked autoencoder( SA ) and the stacked denos-

ing autoencoder( SDA ) are used as benchmarks to compare with our

methods. Architectures of all methods are the same and the only

difference is the learning algorithm. Softmax regression is used in

the output layer for classification. Maximum epochs of iterations is

set as 500 and 2,0 0 0 for MNIST and SVHN dataset, respectively.

Two architectures are used in MINST: one contains two hidden

layers with 600 and 400 neurons (MINST-600-400), and another

one contains three hidden layers with 60 0, 40 0 and 30 0 neurons

(MINST-60 0-40 0-20 0). On the other hand, two more complicated

architectures are chosen for SVHN due to its complexity [41] : three

hidden layers with 90 0, 60 0 and 30 0 neurons (SVHN-90 0-60 0-

300), and four hidden layers with 90 0, 80 0, 60 0, and 30 0 neurons

(SVHN-90 0-80 0-60 0-30 0). 

The parameters of different methods are determined according

to a preliminary evaluation aiming to maximize their average accu-

racies. For the proposed methods, pre-selected values of the trade-

off parameter λ, including 0.1, 0.5, 1 and 5, and the size of the

Q-neighborhood q , including 0.05, 0.1, 0.3 and 0.5, have been eval-

uated in the preliminary evaluation. For the evasion attack, denois-

ing level is set to 0.5 and 0.1 for MNIST and SVHN dataset for SDA,

respectively. λ and q are 1 and 0.3 for MNIST, and 1 and 0.1 for

SVHN dataset in our methods, respectively. To avoid long training

time, three samples are used in the Monte Carlo method. On the

other hand, denoising level is set to 0.1 in SDA in the experiment

on the contaminated training set. Our methods also set λ = 1 ,

q = 0 . 1 and three artificial samples in the Monte Carlo method. All

classifiers are implemented in the python environment by Theano

[42] . Each experiment is executed five times independently. 

The evasion attack is simulated according to Algorithm 1 in

Section 4 . The cost of the evasion attack is represented by attack

strength defined as the Euclidean distance between an original

sample ( x ) and an adversarial sample ( x ′ ) modified from x . The
ttack strength is set as 0, 0.5, 1.0, 1.5, 2.0, 2.5, and 3.0 in MNIST,

nd 0.0, 0.25, 0.5, 0.75, and 1 in SVHN separately. On the other

and, Section 5.3 will also evaluate the robustness of the autoen-

oders in learning a contaminated dataset. Gaussian noise with

ero mean and standard deviations 0.1 and 0.2 are added to all

amples used in training. We assume that all methods are in the

orst scenario in which an adversary has complete knowledge on

he targeted classifier, i.e., the decision function and all its param-

ters are known. 

.2. Experimental result on evasion attack 

.2.1. Error rate 

When there is no attack, the accuracies of all methods are be-

ween 2% and 4% on MNIST and 15–17% on SVHN as shown in

able 1 . Our proposed methods, i.e., SAP, SAF and SAPF , insignif-

cantly perform worse than SA and SDA in MNIST. With a more

omplicated architecture, the errors of SAF and SAPF drop slightly.

imilar results can be observed in SVHN, when a simpler architec-

ure is applied, the error rates of our proposed methods are higher

han the traditional ones. However, all performances are similar

hen the architecture is more complicated. 

The average error of the stacked autoencoder methods with ar-

hitectures under different attack strengths in MINST and SVHN

re shown in Fig. 5 . SA has the worst performance among all meth-

ds under the evasion attack shown in Fig. 5 (a). When the attack

trength increases, the error of SA rises dramatically in both ar-

hitectures. When the attack strength is 1.0, SA makes a wrong

ecision with a 50% chance. However, SDA is more robust than
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Table 2 

Average cost for successful evasion attack over all attack samples. 

Setting SA SDA SAP SAF SAPF 

MNIST-60 0-40 0 1.05 1.34 1.38 2.11 2.37 

MNIST-60 0-40 0-20 0 1.13 1.40 1.39 2.10 2.35 

SVHN-90 0-60 0-30 0 0.28 0.29 0.28 0.60 0.61 

SVHN-90 0-80 0-60 0-30 0 0.30 0.31 0.30 0.58 0.57 
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Table 3 

Average confidence decline (%) after a fixed number of iteration in evasion attack. 

Setting SA SDA SAP SAF SAPF 

MNIST-60 0-40 0 26.20 17.78 21.53 10.21 11.39 

MNIST-60 0-40 0-20 0 23.46 17.13 22.36 9.42 10.45 

SVHN-90 0-60 0-30 0 69.43 68.76 69.05 29.66 29.19 

SVHN-90 0-80 0-60 0-30 0 65.73 65.08 52.37 33.70 33.75 

Table 4 

Average output fluctuation of the models with 60 0–40 0 in MNIST. 

MNIST-60 0-40 0 SA SDA SAP SAF SAPF 

Layer #1 9.11 8.29 3.54 6.94 2.77 

Layer #2 5.23 4.64 2.42 2.85 1.06 

Output layer 0.63 0.53 0.41 0.12 0.08 

Table 5 

Average output fluctuation of the models with 60 0–40 0–20 0 in MNIST. 

MNIST-60 0-40 0-20 0 SA SDA SAP SAF SAPF 

Layer #1 9.13 8.08 3.42 7.66 3.37 

Layer #2 5.20 4.35 2.02 3.48 1.76 

Layer #3 3.88 3.88 1.32 1.68 0.50 

Output layer 0.59 0.47 0.37 0.07 0.07 

Table 6 

Average output fluctuation of the models with 90 0-60 0-30 0 in SVHN. 

SVHN-90 0-60 0-30 0 SA SDA SAP SAF SAPF 

Layer #1 8.26 7.04 7.00 7.82 6.31 

Layer #2 7.60 6.66 6.65 7.05 5.62 

Layer #3 6.50 6.11 6.12 4.41 3.99 

Output layer 0.98 0.90 0.87 0.31 0.31 

Table 7 

Average output fluctuation of the models with 90 0-80 0-60 0-30 0 in SVHN. 

SVHN-90 0-80 0-60 0-30 0 SA SDA SAP SAF SAPF 

Layer #1 8.18 6.93 7.50 8.27 7.74 

Layer #2 7.74 6.51 7.23 8.52 7.50 

Layer #3 7.84 7.05 7.62 7.02 6.38 

Layer #4 5.53 5.38 5.62 2.94 3.38 

Output layer 0.92 0.81 0.94 0.54 0.49 
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A . It indicates that considering noise distortion in the represen-

ation learning increases the robustness. This result is consistent

ith those obtained in [35] . The performance of SDA is similar to

ur SPA since both of them revise the algorithm of the represen-

ation learning. In the architecture 60 0-40 0-20 0, their errors are

early the same in all attack situations. On the other hand, SAF ,

hich adds the sensitivity measure in fine-tuning learning phase,

erforms much more robustly than SPA . For example, when the at-

ack strength is 1.0, the error rate of SAF is less than 20% while

AP is more than 30% in both architectures. This suggests that con-

idering sensitivity measure in the fine-tuning phase is more ef-

ective than the one in the representation learning phase. When

ensitivity measure is applied in both phases, SAPF , has the low-

st error rate among all methods in all attack situations. The error

ate increases gently with the increase in the attack strength. Es-

ecially when attack strength is 1.5 and 2.0, the error rate of SAPF

s only half of the ones of SA, SDA and SPA . Fig. 5 (b) indicates that

ll methods with three hidden layers behave consistently with the

nes with two hidden layers in all situations. 

The performance of the methods in SVHN are shown in Fig. 5 (c)

nd (d). All methods are more vulnerable in SVHN than the ones

n MNIST, i.e., the error rate of a method is higher in SVHN than

he one in MNIST under evasion attack with the same attack

trength. For example, when the attack strength is 1.0, SA is nearly

ompletely wrong in SVHN but in MNIST, its accuracy is more

han 40%. SA, SDA and SPA perform similarly under different at-

ack strength, and these methods suffer from evasion attack sig-

ificantly. In contrast, SAF and SAPF achieves similar performance,

hich is more robust than SA, SDA and SPA . Considering the sensi-

ivity in representation learning cannot improve the robustness of

utoencoder for this dataset. 

.2.2. Robustness 

Hardness of evasion [43,44] is defined as the average cost for

uccessful evasion attack over all attack samples. Euclidean dis-

ance is applied to measure the attack cost. Longer distance means

hat more modification is required for a successful evasion, which

eans a classifier is harder to be evaded. Table 2 shows hardness

f evasion of the methods with different architectures in different

atasets. 

In Table 2 , the cost of successful evasion attack to SAPF is the

argest among all methods in all settings, which means SAPF is the

ost robust. There is a large difference between the cost of the

ethods which consider and those that do not consider sensitivity

n the fine-tuning phase. For example, the cost of SA, SDA and SAP

s 1.05–1.40 in MNIST dataset and 0.28–0.31 in SVHN dataset, while

AF and SAPF require 2.10–2.35 in MNIST and 0.58–0.61 for suc-

essful evasion attack in SVHN. It confirms that fine-tuning phase

ith sensitivity increases the robustness of the autoencoder. In

ddition, the average costs of successful attack of SAPF are more

han the ones of SAF except in SVHN-90 0-80 0-60 0-30 0 in which

he costs are equal. This indicates that considering the sensitivity

n both the representation learning and the fine-tuning phases is

ore secure than the ones only considering the sensitivity in fine-

uning. 

The influence of an evasion attack on the outputs of different

inds of autoencoders is also evaluated. We fix the attack cost
efined as the number of iteration in Algorithm 1 as 10 for MNIST

nd 5 for SVHN. The average decline of the confidence on the real

lass of samples, i.e., the output of a classifier on the real class, is

easured. The average decline is shown in Table 3 . 

The average confidence decline of SAF and SAPF is less than half

f SA and SDA in most cases. For example, SAF and SAPF are less

han 28% while other methods are higher than 70% in SVHN-900-

0 0-30 0. However, the confidence decline on SAP is not signifi-

antly lower than SA , and sometimes even larger than SDA . These

esults are consistent with the previous ones, which only consid-

ring the sensitivity in the presentation learning phase may not

ncrease the robustness significantly. 

Moreover, we investigate how a small change ( �x ) in input fea-

ures will affect the output of a hidden layer and the output layer

f the methods, i.e., dist( f (x ) , f (x + �x )) , where dist is a function

easuring the distance, and f is the function of a hidden layer or

he output layer. We use Euclidean distance as dist in this experi-

ent, and �x is a random variable following the Gaussian distri-

ution with 0 mean and 0.5 standard deviation. 

Average output fluctuation values of different layers of the sev-

ral methods are given in Tables 4 –7 . Unsurprisingly, as SA only

inimizes the error, its output fluctuation of all layers is the high-

st among all models in most cases. It explains why our previous

xperimental results show that SA is vulnerable since the output
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Fig. 6. A successful attacked sample with minimum modification. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 7. Error rate of the models trained by the dataset contaminated by Gaussian 

noise with different standard deviation. 
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of SA may change significantly with a small change in the input.

The fluctuation of SA is reduced by considering noise in training

in SDA . On the other hand, as the sensitivity is minimized in the

representation learning in all hidden layers of SAP , the output fluc-

tuation of hidden layers of SAP is relatively smaller than the ones

of SAF. SAPF , which considers the sensitivity in both representation

learning and fine-tuning phases, achieves the lowest fluctuation in

all layers generally. It explains why SAPF achieves excellent results

against evasion attack. 

A successfully evaded sample with minimum modification for

each method with 60 0–40 0 architecture on MNIST dataset is

shown in Fig. 6 . The images with 28 ∗28 pixels are in the grey scale.

Fig. 6 (a) shows the original sample which is a digit five. Evasion

attack changes a pixel closer to white or black color by modifying

its value in order to mislead a classifier. Obviously, the successfully

evaded sample to SAPF is more difficult to recognize as a digit five

than the evaded samples of other methods, i.e., more manipulation

is required for successfully evasion to SAPF . 

5.2.3. Time complexity 

The time complexity of SA and SDA is in the same big-O, which

is in O ( 
∑ d 

l=1 n k −1 × n k × m × I max,l , where d denotes the number of

layers in a network, n k is the number of neurons in the k th layer,

m is the number of samples ,and I max, l denotes the maximum it-

eration of gradient descent in the k th layer. However, the calcu-

lation of the sensitivity measure increases the complexity of our

proposed methods, such as SAP, SAF and SAPF . The time complexity

of our methods is in O ( 
∑ d 

l=1 n k −1 × n k × m × I max,l × s ) , where s is

the number of artificial samples used in the Monte Carlo method

for sensitivity measure approximation. Although using more arti-

ficial samples improves the accuracy of approximation in general,

the learning process takes longer time. For example, three samples

are used in this experiment. The running times of our methods are

roughly three times than the ones of SA and SDA . As the training

process is often carried out offine, the additional running time re-

quired by our methods may not be critical. 

5.3. Experimental result on contaminated training set 

The performance of our proposed learning algorithm on con-

taminated training set is also evaluated. This preliminary study in-

vestigates the robustness of our methods ( SAP, SAF and SAPF ) and

the existing autoencoders ( SA and SDA ) under random Gaussian

noise attack in MNIST. The experimental results of different attack

strengths, with the standard deviation of Gaussian noise equal to

0.0, 0.1 and 0.2, are shown in Fig. 7 . The range of y -axis is from
.8% to 3.4% in order to have better illustration. The accuracies

f all methods drop slightly with increase of the attack strength,

hich indicates that the stacked autoencoder does not significantly

uffer from a training set contaminated with the Gaussian noise.

owever, the error rates of our methods, i.e., SAP, SAF and SAPF

ncrease more gently than the ones of SA and SDA , especially for

AF and SAPF . When the standard deviation of the Gaussian noise

ncreases from 0.0 to 0.2, the error rates of SAF and SAPF only in-

rease around 0.2%, respectively. The result suggests that SAPF is

he most robust among all these methods when the training set is

ontaminated by the Gaussian noise. 

.4. Discussion 

The criteria including the error rate, the cost of successful eva-

ion, the decline of output confidence, and the fluctuation of out-

ut, which are used in the experiments, indicate consistently that

ur proposed methods are more robust than SA and SDA under

he evasion attack. The results suggest that learning with the sen-

itivity term improves the robustness of the stacked autoencoder

gainst the evasion attack. However, as the results of SAP are only

lightly better than SDA and sometimes worse than SDA , only con-

idering the sensitivity in the representation learning phase does

ot contribute to the robustness effectively. On the other hand,

or the stacked autoencoder with the sensitivity in the fine-tuning

hase, SAF , has more robust performance in comparison with the

raditional methods. When training with the sensitivity in both

epresentation learning and fine-tuning, SAPF is the most robust

mong all methods in all scenarios. It confirms that the sensitivity

s a critical factor to reduce the influence of an evasion attack to

he stacked autoencoder in an adversarial environment. 

The tradeoff of robustness is the time complexity. The running

ime of our methods is larger than SA and SDA due to the calcula-

ion of the additional sensitivity term in the training process. The

onte Carlo method applied in this paper estimates the value of

he sensitivity by using artificial samples, which increases the run-

ing time of our methods. Since the models can be trained offline,

he time complexity is not a critical problem. 

A preliminary study on how a contaminated dataset affects

ur models is also carried out. Our methods, especially SAF and

AFP , are less influenced by the Gaussian noise than the tradi-

ional methods, i.e., the error rates of the proposed methods in-

rease more slowly than the others with the increase of standard

eviation of the Gaussian noise. 

. Conclusion 

In this paper, we proposed a robust learning algorithm which

akes use of the sensitivity measure for the stacked autoencoder

gainst an evasion attack. To the best of our knowledge, there is
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o study on the robust learning for the stacked autoencoder in

n adversarial environment. Our method trains the autoencoder by

inimizing not only the error but also the sensitivity defined as

he change of the output due to a small fluctuation on the input.

ur methods can be applied to the unsupervised representation

earning and the supervised fine-tuning. Besides accuracy, the per-

ormances of our methods are evaluated experimentally based on

he hardness of evasion, the decline of output confidence and the

utput fluctuation caused by an evasion attack. All criteria suggest

hat considering the sensitivity in both the representation learn-

ng and the fine-tuning phases are the most robust in comparison

ith the conventional stacked autoencoder, denoising stacked au-

oencoder, and our methods which only apply the sensitivity in ei-

her the representation learning or the fine-tuning phase, but not

oth. The results show that the importance of considering sensitiv-

ty in robust learning for the stacked autocencoder against evasion

ttack. 

The experiment also indicates that our proposed methods are

ore stable on noisy training samples than the traditional meth-

ds. As a result, influence of attack samples in a training set to

 classifier might be reduced by considering sensitivity measure

n training. A further investigation on the performance of the pro-

osed methods under different kinds of poisoning attacks should

e carried out. 

One drawback of our methods is the time complexity. Longer

raining time is required by our methods than the traditional ones

ince the Monte-Carlo method is time consuming. One possible so-

ution of this limitation is to calculate the sensitivity term by using

athematical approximation with a lower time complexity. How-

ver, the performance of our methods may be scarified due to the

naccurate calculation of sensitivity. Another interesting research

irection is how to determine the size of the Q-neighborhood. One

haracteristic of the Q-neighborhood is its geometric meaning. A

arger size of the Q-neighborhood covers a larger region but has

ots of overlapping. A proper size value should be application de-

endent. The determination of this value will be helpful in a better

nderstanding of the application problem. Data complexity which

easures the difficulty of classification may be an useful tool to

dentify the size of the Q-neighborhood. 

Sensitivity measure is a general concept and it has been ap-

lied to many different applications successfully, e.g. feature selec-

ion and classifier fusion. Our model might also improve the secu-

ity of other deep learning networks in an adversarial environment.

owever, how to measure the change of the output of other deep

eural networks caused by the fluctuation of input should be fur-

her investigated. Moreover, whether and how robustness in learn-

ng affects the generalization ability of other models is another in-

eresting problem that desverves a further investigation. 

To conclude, we believe that this study is the first investigation

n the robustness of the stacked autoencoder under an evasion at-

ack. This study shows that the sensitivity term is helpful in im-

roving the security of the stacked autoencoder. 
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