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of detection accuracy for well known security application 
problems.
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1  Introduction

Machine learning technique has been increasingly applied 
to various security problems, i.e., spam filtering [18, 47], 
intrusion detection [37, 41] and malware detection [2, 35] 
due to their satisfying performances. However, many stud-
ies show that these techniques are vulnerable to adversarial 
attack since they do not consider the existence of an attack 
recently [8, 11–13, 22, 46]. Poisoning attack, sometimes 
called causative attack, is a well known adversarial attack 
which misleads a learning process by manipulating training 
samples [1, 3, 26, 44]. An adversary is able to affect a train-
ing set in security applications. For example, collaborative 
spam filtering updates a classifier based on the feedback 
from end-users [24]. Training samples of some applica-
tions are labeled through an online system, e.g., Amazon’s 
Mechanical Turk [14, 16], in order to reduce the cost and 
time of the labeling process. In this case, an adversary can 
mislead the decision of a system by giving well-crafted 
labels to its training samples.

There are two kinds of methods, i.e., data sanitization 
[15, 17, 31] and robust learning [6–9, 33, 38], to defend 
against poisoning attack. Data sanitization removes con-
taminated samples from a training data set before training 
a classifier while robust learning focuses on increasing the 
robustness of a learning algorithm to reduce the influence 
of contaminated samples. However, previous works mainly 
focused on robust learning. Only a few data sanitization 
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methods have been proposed. Reject on Negative Impact 
(RONI) [3, 36] which removes an contaminated sample 
with significant negative impact on classification accu-
racy iteratively has achieved satisfying performance on 
dictionary attacks in the Spam filter application. For each 
sample x, training and test sets are sampled randomly from 
an untainted dataset. A sample x is said to have a negative 
impact if the accuracy of a classifier trained using the train-
ing set with x is lower than that of the one trained with-
out x on the test set. However, using impact of one sam-
ple on classification accuracy as an evaluation criterion 
may not be efficient in some attacks, e.g., focused attack, 
which mislead a decision boundary by a cluster of con-
taminated samples. In addition, RONI relies on a small 
untainted dataset which may be difficult to obtain [36]. 
Another data sanitization method is micro-model [15]. A 
number of micro-models (i.e., classifiers) are trained using 
a dataset collected in different periods of time. A sample 
is removed if most micro-models classify it wrongly. How-
ever, this method assumes poisoning attack appearing in a 
short period of time, which may not hold in long-lasting 
attack. Furthermore, this method may only be suitable in a 
time series problem in which new samples can be collected 
periodically.

The limitations mentioned above decrease the flexibility 
of the current data sanitization methods. In this paper, simi-
lar to the existing data sanitization methods, we focus on 
label flip attack, which is a kind of poisoning attack. A data 
sanitization method is proposed based on data complexity 
[21], which measures difficulty of classification based on 
a dataset. Since label flip attack misleads learning by flip-
ping the labels of samples, the difficulty of classification 
usually increases by these abrupt label changes. Removing 
a contaminated sample but not an untainted sample should 
reduce the difficulty of a problem. By this observation, we 
examine the influence of a number of samples to geomet-
ric characteristics of a dataset using data complexity meas-
ure. Contaminated and untainted samples of each class are 
clustered into two groups according to their data complex-
ity measures. One advantage of our method is that no clean 
dataset will be required. This is different from RONI and 
micro-model which only evaluate one sample each time, 
and the influence of a number of samples is examined. 
Moreover, our method uses a number of data complexity 
measures to capture the influence of samples on geometric 
characteristics of a dataset. This provides more information 
than RONI and micro-model which only use the classifica-
tion error.

This paper is organized as follows. Section  2 intro-
duces the related work briefly. The proposed method is 
described in Sect. 3. And then in Sect. 4, we first analyzed 
a toy example to illustrate the difference between clean data 
and attacked data on data complexity and then showed the 

experimental result on two applications. Finally, the con-
clusion and future work are given in Sect. 5.

2 � Related work

Related concepts including poisoning attack and data com-
plexity in this paper are introduced briefly in this section.

2.1 � Poisoning attack

A training set is contaminated by introducing feature noise 
[28, 31] or flipping labels [9, 43, 45] to training samples 
in a poisoning attack. The contaminated data is carefully 
crafted based on a target classifier which an attacker intends 
to attack. We focus on label flip attack in this study. Current 
studies focus on the worst scenario in which an adversary 
obtains complete knowledge of the targeted classifier, i.e., 
the most efficient attack strategy can be proposed.

Most poisoning attacks focus on SVM at present. Near-
est-first and furthest-first attacks are two intuitive label flip 
attacks. Nearest(furthest)-first attack reverses the labels of 
samples which are closest (furthest) to the decision hyper-
plane of support vector machines (SVM) trained on the 
untainted dataset. Generally, nearest-first attack slightly 
changes a class boundary. One of the strength of the near-
est-first attack is that it is difficult to detect its contaminated 
samples without additional information besides the training 
set as they are located near the boundary. However, due to 
the same reason, the influence of nearest-first attack to a 
class boundary is also small. On the other hand, although 
the furthest-first attack usually changes a boundary sig-
nificantly, the contaminated samples are easier to detect in 
comparison with nearest-first attack since the samples are 
surrounded by samples from other classes.

An advanced adversarial label flip attack is proposed 
for SVMs in [9]. The samples, which are located furthest 
to both the hyperplane trained by the untainted training 
set and the hyperplane generated randomly, are attacked. 
Different from the furthest-first attack, this adversarial 
label flip attack considers an artificial hyperplane in order 
to cause the rotation of the original hyperplane. Another 
adversarial label flip attack [43] aims to maximize classi-
fication error of a SVM trained using tainted data on the 
untainted data. That is, this method generates attack sam-
ples in order to yield the maximal classification error on the 
untainted data. As both methods formulate label flip attack 
as an optimization problem which maximizes the error 
under some constraint, their performance is usually better 
than nearest- and furthest-first attacks [43, 45]. However, 
the time complexity is relatively high. Instead of manipu-
lating the feature or label of the samples in the training set, 
a poisoning attack by inserting crafted attack samples is 
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proposed to maximize the classification error of SVM on a 
validation dataset [10].

Alfeld et al. formulated poisoning attack against autore-
gressive models by a mathematical framework [1]. Another 
poisoning attack against collaborative filtering systems is 
proposed in [26]. It manipulates the training data based on 
the attacker’s malicious objectives while mimicking the 
behavior of a legitimate user so as not to arouse suspicion.

2.2 � Data complexity

Data complexity indicates the difficulty of a classification 
problem by measuring its geometrical characteristics. Pre-
vious studies showed that the data complexity measures 
had superior performances to describe the difficulty of a 
classification problem [5, 20, 29, 34]. Different measures 
[21, 39], listed in Table  1, describe the difficulty of clas-
sification in different aspects. “↑” (“↓”) in the third col-
umn indicates that a higher (lower) data complexity value 
denotes a more difficult classification problem. According 
to the taxonomy proposed in [21], data complexity meas-
ures are divided into three categories: measures of overlap 
of individual feature values, measures of separability of 
classes and measures of geometry, topology, and density of 
manifolds.

Measures of overlap of individual feature values 
describe the difficulty of a classification problem accord-
ing to overlapping between different classes. Fisher’s dis-
criminant ratio (F1) applies the ratio of the square of the 
difference between the centers of two classes to the sum-
mation of the variance of each class. A large F1 means 
samples of different classes are well-separated. Directional-
vector Fisher’s discriminant ratio (F1v) is an extension of 
F1, which calculates the two-class Fisher’s discriminant 
ratio after the instances are projected. Volume of overlap-
ping region (F2) calculates the product of ratio between 

the width of overlapping region and the range of values 
spanned by both classes for each feature. A dataset with 
a large value of F2 indicates that the overlapping area of 
classes is large, i.e., a more difficult classification problem. 
The maximum separating ability of a feature is considered 
by Maximum (individual) feature efficiency (F3). The larg-
est fraction of points lying outside the overlapping region 
for each individual feature is calculated. Large value of F3 
indicates that at least one feature is able to discriminate 
samples. Different from F3, collective feature efficiency 
(F4) calculates the discriminative power of all attributes 
instead of the maximum one.

Measures of separability of classes calculate the linear 
separability (L1 and L2) and the complexity of class bound-
ary (N1, N2 and N3) of a dataset. Minimized error by linear 
programming (L1) is the sum of distances of error points 
to the separating hyperplane of a linear classifier, i.e., the 
value of the objective function in a linear programming for-
mulation [40]. Similarly, error rate of linear classifier by 
linear programming (L2) calculates the training error rate 
of the linear classifier defined in L1. Fraction of points on 
class boundary (N1) relies on construction of a minimum 
spanning tree (MST) connecting all samples regardless of a 
class label. N1 is the ratio of samples connected to samples 
of other classes in MST to the total number of samples in 
the dataset. A large value of N1 indicates that many sam-
ples are located near the class boundary and the shape of 
the class boundary is complicated. Ratio of average intra/
inter class NN distance (N2) is the ratio of the total distance 
between all samples and their nearest samples within the 
same class to the total distance between all samples and 
their nearest samples of other classes. Large N2 shows sam-
ples are closer to other classes than their own class, i.e., a 
more difficult classification problem. Error rate of 1-NN 
classifier (N3) is the error rate of the nearest-neighbor 
classifier estimated by leave-one-out cross validation. N3 

Table 1   13 data complexity 
measures adopted in this paper

Measure Description Tendency

F1 Fisher’s discriminant ratio ↓

F1v Directional-vector Fisher’s discriminant ratio ↓

F2 Volume of overlapping region ↑

F3 Maximum (individual) feature efficiency ↓

F4 Collective feature efficiency ↓

L1 Minimized error by linear programming ↑

L2 Error rate of linear classifier by linear programming ↑

L3 Nonlinearity of linear classifier by linear programming ↑

N1 Fraction of points on class boundary ↑

N2 Ratio of average intra/inter class NN distance ↑

N3 Error rate of 1-NN classifier ↑

N4 Nonlinearity of the one-nearest neighbor classifier ↑

T1 Fraction of maximum covering spheres ↑
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describes how many samples are closer to the sample from 
other class than the one from the same class. A large value 
of N3 means samples from different classes are highly 
interleaved.

Measures of geometry, topology, and density of mani-
folds assume that a class is constructed by a single or mul-
tiple manifolds. These measures describe the class sepa-
rability indirectly according to the shape, position, and 
interconnectedness of manifolds. Nonlinearity of linear 
classifier by linear programming (L3) and nonlinearity of 
1NN classifier (N4) is the error rate of a linear classifier 
and nearest-neighbor classifier trained on an original data-
set and tested on an artificial dataset generated by linear 
interpolation with random coefficients between two sam-
ples randomly drawn from the same class. L3 and N4 are 
large when the classes are interleaved. Fraction of maxi-
mum covering spheres (T1) measures the shape of class 
manifolds with adherence subsets. An adherence subset 
is a hyper-sphere centered at each training sample and 
expanded until it touches a sample from another class. T1 
counts the number of hyper-spheres required to cover each 
class after removing the redundant hyper-spheres lying 
completely in other hyper-spheres. A large value of T1 rep-
resents the samples of different classes are close to each 
other, i.e., the shape of decision boundary is complicated.

3 � Data complexity based data sanitization

Our data complexity based data sanitization approach is 
presented in this section. The underlying rationale of our 
proposed method is to distinguish contaminated samples 
from legitimate ones based on their influences on data 
complexity measures which can well capture the geometric 
characteristics of a dataset.

Given a training set D = {(x1, ŷ1), (x2, ŷ2), ..., (xn, ŷn)} 
which may potentially be contaminated by label flip attack 
of a binary classification problem, where n is the number of 
training samples, xi is the feature vector and ŷi ∈ {+1,−1} 
is the given class label of the sample i. Let yi be the true 
label of the sample i. If the sample i is untainted, ŷi = yi; 
otherwise, ŷi = −yi. The aim of a data sanitization method 
is to identify contaminated samples (i.e., {xi |̂yi ≠ yi and 
xi ∈ D}).

The distribution of samples is changed by label flip 
attack since the attack aims to mislead the learning of a 
system in order to increase its classification error by flip-
ping labels of training samples. The abrupt label flip 
changes complication of a classification problem which is 
captured by data complexity measures in our model. We 
define a data complexity vector (Ms) consisting of p chosen 
data complexity measures of a dataset d as:

(1)Md = {m1,m2,… ,mp}

where mi denotes the ith data complexity measure value of 
a dataset d. Let Ki be the set of samples containing xi and 
its k nearest-neighborhoods. The influence score (Si) which 
represents the influence of removing xi on the geometric 
characteristics of a dataset D is defined as:

where M(D−Kj)
 denotes the data complexity vector on D 

after removing xj and its k nearest samples. 
�[M(D−Kj)

|xi ∈ Kj] denotes the conditional expected value 
on data complexity vectors on a dataset without xi. As a 
result, the influence score is the difference between the 
expected vector and the data complexity vector of the origi-
nal D. All data complexity measures are linearly normal-
ized by a�

i
= (ai −min(a))∕(max(a) −min(a)), where ai and 

a′
i
 are the original and normalized value of the ith element 

of the feature a. max(a) and min(a) denotes the maximum 
and minimum value of the feature a.

We assume that any class in D can be contaminated. 
Training samples of each class in D are then clustered into 
two groups, denoted as C+

1
 and C+

2
 ( C−

1
 and C−

2
) for class +1 

(−1), based on S, i.e., the influence score of removing the 
sample, by k-means separately. As the influence of an 
untainted and contaminated sample to a dataset is different, 
untainted and contaminated samples are expected to be 
separated into two groups for each class. Then, clusters 
containing contaminated samples are identified according 
to accuracy of a classifier trained with samples in a cluster 
of each class, i.e., C+

i
∪ C−

j
 where i, j ∈ {1, 2}. Let Erri,j be 

the classification error of the classifier trained using 
C+
i
∪ C−

j
 on D. For example, if Err1,l > Err2,l where 

l ∈ {1, 2}, the samples in cluster C+
1
 have negative impact 

on the classification accuracy in comparison with the ones 
in C+

2
. Thus, the samples in cluster C+

1
 are more likely to be 

contaminated than those in C+
2
. If the classification errors of 

both cluster 1 and 2 are the same, no contaminated cluster 
is determined. Similarly, the contaminated cluster for C−

1
 

and C−
2
 can be identified. Finally, all samples in contami-

nated cluster(s) are removed. The detailed procedure and 
the architecture of the proposed method are described in 
Algorithm 1 and Fig. 1.

One of the advantages of the proposed method is that 
the impact of a sample and its nearest neighbors to a train-
ing set is measured in comparison with RONI. The influ-
ence of a single contaminated sample to a training set may 
not be measurable. However, a number of contaminated 
samples may significantly affect a decision boundary [43, 
45]. In addition, the classification error is used as a selec-
tion criterion in both RONI and micro-model. Classifica-
tion error may be insensitive to the change of a decision 
boundary, i.e., a movement of decision boundary may not 
affect its accuracy. In contrast, our method uses a number 
of data complexity measures, which capture the geometric 

(2)Si = �[M(D−Kj)
|xi ∈ Kj] −MD
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characteristics of a dataset in different angles. A contami-
nated sample may be more easily identified by our method 
than RONI or micro-model. Therefore, our method may 
identify contaminated samples more accurately.

4 � Experiment

In this section, the performance of data complexity based 
data sanitization is evaluated and also compared with RONI 

which is the most popular data sanitization method. Our 
experiment does not consider micro-model method because 
our method makes no assumption that samples are col-
lected in accordance with the time series and attack appears 
in a short period of time. Since most of the existing label 
flip attacks focus on a SVM classifier, SVMs with the lin-
ear kernel and the RBF kernel are chosen as the classifiers 
in this study. We focus on four poisoning label flip attacks 
including the furthest-first attack (furthest), the nearest-
first attack (nearest), the one maximizing classification 
error (maxErr) [43], and the one maximizing the rotation 
degree (far-rotate) [9] to a SVM classifier. Attack strength 
is defined as the percentage of samples contaminated in a 
dataset. Therefore, the valid range of attack strength is from 
0 to 100%.

A toy dataset with two dimensional features is firstly 
applied to visualize the decision boundary of classifiers 
trained by the contaminated dataset and the dataset after 
sanitizing by RONI and our method. Experimental evalu-
ation of the methods in two real applications, i.e., spam fil-
tering and letter recognition, is reported. Finally, we offer 
an explanation why data complexity measures are useful in 
data sanitization by analyzing the feature values of legiti-
mate and contaminated samples in our method.

4.1 � Visualization of classifiers on contaminated dataset 
after data sanitization

This section aims to illustrate the performance of our 
method and RONI by visualizing classifiers trained by the 
contaminated dataset with and without data sanitization. 
An artificial two-dimensional dataset with two classes is 
constructed. 100 samples are randomly generated for each 
class following a Gaussian distribution with different mean 
values ((−1, 0) for “+” class and (1, 0) for “−” class) and 
the same covariance matrix [0.2 0; 0 0.2].

The untainted dataset and the SVM trained on this data-
set are shown in Fig.  2. Red “+” and green “*” denote 

D

Cluster into two groups based on impact 
of each sample to the data complexity

f11

f12

f21

f22

Train four 
classifiers

Err11

Err12

Err21

Err22

Calculate the 
classifica�on error on D

Err11>Err21
Err12>Err22

D+1

D-1

Remove contaminated samples 
based on four rules 

Err21>Err11
Err22>Err12

Err11>Err12
Err21>Err22

Err12>Err11
Err22>Err21

Remove 

Remove 

Remove 

Remove 

Fig. 1   The architecture of the proposed method
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samples of “+” class and “−” class respectively. The deci-
sion hyperplane denoted by a black solid line accurately 
separates samples from the two classes.

Figures 3a–d show the datasets contaminated by differ-
ent label flip attacks with 10% attack strength, and also the 
classifiers trained with these datasets. The contaminated 
samples are highlighted with blue circles. In maxErr attack, 
the attack samples concentrate on the left-bottom corners. 
In both furthest and far-rotate attacks, the samples far from 
the decision hyperplane are attacked, while the nearest 
attack flips the labels of samples which are near the deci-
sion hyperplane. The decision hyperplanes trained with 
the contaminated dataset are different from the one trained 
with the untainted dataset, especially in maxErr and far-
rotate attack, i.e., the label flip attacks mislead the learning 
process.

The third (e–h) and the fourth (i–l) row of Fig. 3 show 
the contaminated samples sanitized by RONI and the pro-
posed method. The classifiers are trained on the dataset 
after removing the suspected samples identified by the 
data santization methods. The suspected samples are high-
lighted by blue circles.

The recall rates, i.e., the number of contaminated sam-
ples detected divided by the total number of existing con-
taminated samples, of our method are higher than the ones 
of RONI for all attacks. Almost all the contaminated sam-
ples of furthest, far-rotate and maxErr attacks are success-
fully detected by the proposed method. In contrast, RONI 
misses some contaminated samples which are located as a 
cluster. Even worse, the legitimate samples around the con-
taminated samples are identified as suspected samples by 
RONI in the dataset under furthest attack. This indicates 
that only the influence of one sample to a learning pro-
cess may not provide sufficient information to determine 
whether the sample is contaminated.

4.2 � Performance in real security‑related applications

Two real applications, i.e., spam filtering and letter recog-
nition, are considered in this section in order to evaluate 
the performance of RONI and our data sanitization method. 
In each experiment, a training set is contaminated by four 
kinds of label flip attacks (i.e., nearest, furthest, far-rotate 
and maxErr attack) with different attack strengths (5, 10, 
15 and 20%), respectively. SVM with the linear kernel is 
trained using the contaminated dataset after the suspected 
samples identified by the data sanitization methods are 
removed. The performance of the data sanitization meth-
ods are evaluated by 1) test accuracy of the SVM on the 
untainted test sets, and 2) detection rate of contaminated 
samples in terms of precision rate (P), recall rate (R) and 
F-score (F1). P is the fraction of detected instances that 
are contaminated, while R is the fraction of contaminated 
instances that are detected. F1 is defined as the harmonic 
mean of precision and recall: 2 ∗ (P ∗ R)∕(P + R).

The parameters of RONI are set according to [4], while 
the k parameter of the proposed method is set to 5 deter-
mined by a 5-fold cross-validation on the training set 
to minimize the classification error. Additional samples 
are prepared for RONI besides the training set, while our 
method only identifies contaminated samples according to 
the training set. Therefore, more prior knowledge have been 
assumed by RONI. Each experiment is executed 10 times 
independently.

4.2.1 � Spam filtering

Spam filtering is one of the most popular application exam-
ples considered in adversarial learning [19, 23, 25, 31, 32, 
42]. We use the spam dataset from UCI machine learn-
ing repository [27]. This dataset contains two classes, i.e., 
spam and legitimate emails, with 57 features. Most of the 
features describe the percentage of some sensitive words in 
the e-mail. The first 1000 spam emails and 1000 legitimate 
emails are selected from the dataset for this experiment. 
500 training and 500 test samples are randomly selected 
from the dataset. The rest of the samples are reserved for 
RONI as the additional candidate training set and the cali-
bration set.

Table  2 shows the average accuracies with standard 
deviations of the linear SVMs trained on the training set 
contaminated by label flip attacks without data sanitization 
(denoted by No Sanitization), sanitizing by RONI and the 
proposed method. If no sanitization is applied, the accu-
racies sharply drop when the training set is contaminated 
by label flip attacks even though the attack ratio is small. 
For example, the accuracy of the SVM without sanitization 
deceases from 92.20 to 85.00% due to Far-rotate attack with 
5% attack ratio. It indicates that traditional classification 

−2 −1.5 −1 −0.5 0 0.5 1 1.5 2
−2

−1.5

−1

−0.5

0

0.5

1

1.5

2

Untainted

Fig. 2   The artificial dataset
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methods are sensitive to poisoning attacks since their accu-
racy can significantly decrease by a few contaminated sam-
ples. Furthermore, nearest attack is the least effective label 
flip attack method in this study. All attacks except the near-
est attack reduce the accuracies of the SVMs to less than 87 
and 69% with 5 and 20% attack ratio respectively.

Experimental results of using the SVMs with the RBF 
kernel, shown in Table 3, are similar to those obtained with 
the linear one. MaxErr and nearest is the most and least 
efficient attack among the label flip attacks. Compared with 
the linear SVMs, the SVMs with the RBF kernel are more 
robust to label flip attacks, i.e., accuracies of the nonlinear 
SVMs are higher than the linear ones without sanitization 
in all cases. The reason is that a simpler classifier can be 

misled more easily by label flip attack with the same attack 
strength.

The results also indicate that both RONI and our pro-
posed method are able to reduce the attack effect. The 
performance of the SVMs trained on the sanitized data-
set is better than the one without sanitization in general. 
Our method is 3.76% (2.32%) more accurate than RONI 
under furthest, far-rotate and maxErr attacks in average for 
the linear (nonlinear) SVMs. In some cases, our method 
achieves 5% better than RONI, for example, in far-rotate 
attack against the linear SVM with 15% attack ratio. Fur-
thermore, the proposed method is better than RONI with 
a statistical significance at 95% levels in most of the cases. 
The superiority of our method increases with larger attack 

(a) (b) (c) (d)

(e) (f) (g) (h)

(i) (j) (k) (l)

Fig. 3   Contaminated datasets by label flip attacks (i.e., nearest, fur-
thest, far-rotate and maxErr attacks), and detected samples by RONI 
and our proposed method. The first row a–d shows the contaminated 
datasets and SVMs trained on these dataset. The contaminated sam-

ples are marked by blue circles. The second row e–h and the third 
row i–l show the contaminated datasets sanitized by RONI and our 
proposed method, and also SVMs trained on these dataset. The sus-
pected samples are marked by blue circles
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ratio in comparison with RONI. However, RONI and our 
method do not perform satisfactorily under nearest attack. 
As the contaminated samples of nearest attack locate near 
to the class boundary, removing these samples may have 
little impact on the performance of a classifier. It explains 
why RONI does not achieve higher accuracy than no sani-
tization. Similarly, as removing the contaminated samples 
near to the class boundary also affects the data complexity 
measures only slightly, our proposed method also does not 
achieve a satisfying performance.

The performance of the proposed method is slightly 
lower than those without using any defence and RONI 
when there is no attack in a training set. The reason might 
be that samples overlapping with another class may also be 
removed by our method, which affects the learning process.

Tables  4 and 5 show recall rate, precision rate and 
F-score of RONI and our method under different label flip 
attack against linear and nonlinear SVMs respectively. The 
results show that the difficulty of contaminated sample 
identification increases with the increase of the attack ratio. 
As more contaminated samples form a cluster, it is difficult 
to determine whether the cluster is generated by an attack. 
Recall rates of the proposed method are much higher than 
that of RONI, which indicates that more contaminated sam-
ples can be detected by our method. On the other hand, 
more clean samples are removed by our method (i.e., lower 
precision rates) than that of RONI. These removed samples 
may not be helpful in improving the generalization abil-
ity of the classifier since the accuracies of our method are 
higher than the one of RONI. In data sanitization, recall 
rate may be a more important indicator than precision rate. 
It is because a dataset containing a contaminated sample 
affects more significantly on learning than the one without 
a clean sample. Furthermore, in most of the cases, the pro-
posed method achieves higher F-score than RONI, which 
means the sanitization results using our method is generally 
more satisfying than that of RONI.

4.2.2 � Letter recognition

A well-known dataset, i.e., letter recognition, from the 
Statlog collection [30], which contains 20,000 samples, 
26 classes and 16 features, is used in this section. These 
features are the primitive numerical attributes, i.e., statis-
tical moments and edge count, which are integers from 0 
to 15. Two similar classes, “E” and “F”, contain 768 and 
775 samples respectively. Similar to the experimental set-
ting previously, 500 training and 500 test samples are ran-
domly selected from the dataset, and the rest of the dataset 
is reserved for RONI.

The results on the letter recognition dataset shown in 
Tables  6 and 7 are consistent with the ones on the spam 
dataset. Linear and nolinear SVMs achieve 97.73 and 

Table 2   Accuracy (%) of SVM with the linear kernel trained on the 
spam datasets under different label flip attacks with attack strength 
(0.05, 0.1, 0.15 and 0.2) without sanitization, sanitized by RONI and 
the proposed method

aThe proposed method outperforms the corresponding method with a 
statistical significance at 95% levels

Attack method Attack ratio No sanitization RONI Our method

No attack 0 92.20 92.07 90.90
Nearest 0.05 91.56 91.60 89.90

0.1 90.96 90.98 90.16
0.15 89.76 90.06 88.14
0.2 89.12 89.25 86.88

Furthest 0.05 85.76a 87.72a 89.92
0.1 80.46a 84.63a 87.52
0.15 74.26a 79.98a 85.02
0.2 67.62a 74.24a 81.46

Far-rotate 0.05 85.00a 87.45a 90.02
0.1 80.16a 84.39a 87.58
0.15 73.82a 79.34a 84.38
0.2 68.04a 73.38a 79.46

MaxErr 0.05 86.52a 87.56 88.74
0.1 78.52a 82.44a 85.66
0.15 74.48a 75.02a 79.62
0.2 67.90a 71.59 73.44

Table 3   Accuracy (%) of SVM with the RBF kernel trained on the 
spam datasets under different label flip attacks with attack strength 
(0.05, 0.1, 0.15 and 0.2) without sanitization, sanitized by RONI and 
the proposed method

aThe proposed method outperforms the corresponding method with a 
statistical significance at 95% levels

Attack method Attack ratio No sanitization RONI Our method

No attack 0 92.52 92.42 90.82
Nearest 0.05 91.72 91.66 90.92

0.1 90.98 91.20 90.44
0.15 90.74 90.84 90.04
0.2 89.40 89.75 87.40

Furthest 0.05 87.72a 89.32 90.60
0.1 83.68a 85.68a 89.36
0.15 78.84a 81.67a 85.44
0.2 73.46a 77.34 79.48

Far-rotate 0.05 87.76a 88.63 89.92
0.1 83.26a 85.50a 87.72
0.15 78.62a 81.75 83.22
0.2 72.32a 76.94a 79.92

MaxErr 0.05 87.58a 88.92 89.60
0.1 82.68a 83.76a 87.14
0.15 77.44a 79.61 81.88
0.2 72.00a 74.60a 77.28
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99.56% accuracies without attack. However, the accura-
cies drop dramatically under the label-flip attacks, espe-
cially the advanced attack strategies, i.e., far-rotate and 
maxErr attack. In most cases of furthest, far-rotate and 
maxErr attack, SVMs trained by the dataset sanitized by 
our method achieve more accurate prediction with a statis-
tical significance at 95% levels than the ones without san-
itization and with RONI. However, with the same reason 
discussed in Sect.  4.2.1, the performance of our method 
is slightly worse than RONI under no attack and nearest 
attack.

Tables  8 and 9 show recall rate, precision rate and 
F-score of RONI and the proposed method under differ-
ent label flip attacks against SVMs with the linear kernel 
and the RBF kernel. Recall rate and F-score of the pro-
posed method are always much higher than those of RONI. 
In furthest attack with 0.05 and 0.1 attack ratio and max-
Err attack with 0.05 attack ratio, the recall rates are 100%, 
which means that all the contaminated samples are iden-
tified by our method as shown in Table 8. In most of the 
cases, the precision rates of the proposed method are also 
higher than those of RONI. Thus, the proposed method 

Table 4   Recall rate (R), 
precision rate (P) and F-score 
(F1) of RONI and the proposed 
method under different label 
flip attacks with attack strength 
(0.05, 0.1, 0.15 and 0.2) on 
spam filtering against SVM 
with the linear kernel

Attack method Attack ratio RONI (%) Our method (%)

R P F1 R P F1

Nearest 0.05 6.01 18.25 9.04 25.41 23.28 24.30
0.1 7.31 39.72 12.35 8.80 73.08 15.71
0.15 7.35 56.20 13.01 16.27 81.81 27.14
0.2 6.02 57.58 10.90 14.50 84.16 24.74

Furthest 0.05 36.48 53.14 43.26 87.20 34.15 49.08
0.1 36.12 71.11 47.91 73.80 45.97 56.65
0.15 29.73 74.84 42.56 69.47 49.96 58.12
0.2 25.58 79.23 38.67 66.00 48.85 56.14

Far-rotate 0.05 29.12 53.48 37.71 88.00 33.41 48.43
0.1 31.36 66.09 42.54 81.20 40.71 54.23
0.15 29.28 73.54 41.88 72.27 45.69 55.98
0.2 29.50 80.68 43.20 65.40 46.64 54.45

MaxErr 0.05 36.88 50.35 42.57 73.60 25.52 37.90
0.1 30.12 69.39 42.01 64.00 43.82 52.02
0.15 31.55 74.36 44.30 38.80 39.73 39.26
0.2 27.10 79.52 40.42 43.30 39.22 41.16

Table 5   Recall rate (R), 
precision rate (P) and F-score 
(F1) of RONI and the proposed 
method under different 
label flip attacks with attack 
strength (0.05, 0.1, 0.15 and 
0.2) on spam filtering against 
SVM with the RBF kernel

Attack method Attack ratio RONI (%) Our method (%)

R P F1 R P F1

Nearest 0.05 4.80 39.67 8.56 11.60 19.25 14.48
0.1 4.12 45.56 7.56 14.20 73.96 23.83
0.15 3.95 55.30 7.37 9.87 86.75 17.72
0.2 4.82 43.75 8.68 10.70 87.00 19.06

Furthest 0.05 7.92 36.65 13.03 91.60 35.37 51.04
0.1 7.28 48.10 12.65 88.40 47.91 62.14
0.15 5.39 51.45 9.75 76.80 50.56 60.98
0.2 4.30 48.05 7.89 55.10 47.85 51.22

Far-rotate 0.05 5.36 26.25 8.90 90.80 35.55 51.10
0.1 4.72 36.43 8.36 80.60 45.41 58.09
0.15 2.64 40.84 4.96 60.80 43.44 50.68
0.2 4.46 50.32 8.19 59.80 46.44 52.28

MaxErr 0.05 7.12 29.53 11.47 78.00 39.83 52.73
0.1 6.64 33.81 11.10 70.40 41.20 51.98
0.15 7.60 47.37 13.10 47.33 41.19 44.05
0.2 6.12 50.41 10.91 43.20 60.24 50.32
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detects contaminated samples more efficiently than RONI 
in this letter recognition dataset.

4.3 � Discriminant ability of data complexity measure 
on label flip attacks

This section analyzes the values of features in our proposed 
method in order to explain why data complexity is useful in 
data sanitization. Our method calculates the average change 
of data complexity measures (Si) of the dataset caused by 
removing the sample xi. Si has been used to separate the 
legitimate samples from the contaminated ones by the clus-
tering method. We discuss the values of Si for legitimate 
and contaminated samples of the Spam filtering and letter 
recognition datasets used in previous sections.

The values of 13 data complexity measures in Si of legit-
imate and contaminated samples are displayed in box plot 
in Figs. 4 and 5. The horizontal and the vertical axis denote 
the complexity measure and the normalized value of data 
complexity measure. The 25th and 75th percentiles of val-
ues are denoted by the box, while the line inside the box 
indicates the median. The range of values is represented by 
the dotted line. The figures in blue and red represent the 
legitimate and contaminated samples respectively.

Discriminant ability of a data complexity relies on the 
overlapping between the values of contaminated and legiti-
mate samples. Large overlapping region indicates that the 
data complexity cannot separate the two classes accurately. 
Figures  4 and 5 show that the discriminant ability of the 
data complexity measure varies in applications and label 
flip attacks. For example, although contaminated and legiti-
mate samples can be separated by F1 in most of the cases, 
the samples in Spam dataset under nearest dataset are not 
separated well. Although there is no best data complexity 
measure for all scenarios, some of them offer satisfying 
discriminant ability in each case. These data complexity 
may be complement to each other in order to increase the 
accuracy of distinguishing contaminated from legitimate 
samples. The results also suggest that considering only one 
measurement may not be able to detect contaminated sam-
ples successfully. This may explain why the performance of 
our method is much better than RONI in previous sections.

5 � Conclusion and future work

Many studies show that label flip attack can dramatically 
decrease the accuracy of a classification system. Data sani-
tization is an important technique to defend against the poi-
soning attack. However, current methods may not perform 
well due to their inappropriate assumptions. Data complex-
ity based data sanitization method against label flip attacks 
has been proposed in this study. The influence of a sample 

Table 6   Accuracy (%) of SVM with the linear kernel trained on the 
letter recognition datasets under different label flip attacks with attack 
strength (0.05, 0.1, 0.15 and 0.2) without sanitization, sanitized by 
RONI and the proposed method

aThe proposed method outperforms the corresponding method with a 
statistical significance at 95% levels

Attack method Attack ratio No sanitization RONI Our method

No attack 0 97.73 97.71 96.70
Nearest 0.05 97.16 97.07 96.04

0.1 95.30 96.20 94.80
0.15 95.30 95.43 94.08
0.2 93.84 94.02 91.64

Furthest 0.05 96.12 96.33 96.18
0.1 91.32a 92.88a 95.24
0.15 81.86a 85.02a 93.80
0.2 76.40a 79.85a 92.14

Far-rotate 0.05 94.92a 95.67 96.42
0.1 84.72a 87.25a 93.74
0.15 78.90a 82.27a 92.66
0.2 68.16a 75.28a 85.58

MaxErr 0.05 93.50a 93.65a 96.04
0.1 84.40a 86.05a 94.00
0.15 78.76 80.69 85.64
0.2 74.72a 78.01a 84.90

Table 7   Accuracy (%) of nonlinear SVM with the RBF kernel 
trained on the letter recognition datasets under different label flip 
attacks with attack strength (0.05, 0.1, 0.15 and 0.2) without sanitiza-
tion, sanitized by RONI and the proposed method

aThe proposed method outperforms the corresponding method with a 
statistical significance at 95% levels

Attack method Attack ratio No sanitization RONI Our method

No attack 0 99.56 99.55 96.70
Nearest 0.05 97.34 97.46 95.18

0.1 95.82 96.01 94.58
0.15 93.86 94.20 94.36
0.2 91.16 91.68 92.20

Furthest 0.05 99.06 99.27 96.38
0.1 96.40 96.92 96.18
0.15 92.52a 93.57 96.24
0.2 84.88a 85.82a 92.38

Far-rotate 0.05 96.12 96.43 95.20
0.1 91.66a 92.06a 95.60
0.15 87.40a 87.66a 94.74
0.2 81.38a 82.14a 89.70

MaxErr 0.05 95.96 96.04 95.16
0.1 90.58 90.98 91.46
0.15 85.32a 86.04a 90.94
0.2 79.44 80.16 84.36
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to a dataset is measured by considering the change of the 
data complexity measures of the dataset after removing 
the sample point and its nearest samples. Legitimate and 
contaminated samples are then separated by a clustering 
method based on different influences of removing a legiti-
mate sample and a contaminated one.

A number of experiments were carried to evaluate the 
performance of the proposed data sanitization method 
using artificial and security-related datasets under four well 
known label flip attacks. Our method achieves superior per-
formance in reducing the influence of furthest, far-rotate 

and maxErr attack to a learning process in comparison with 
RONI. Both RONI and our method cannot detect the con-
taminated samples by nearest attack efficiently. The reason 
might be that the contaminated samples of nearest attack 
are similar to the untainted samples located near the class 
boundary if there is an overlap between different classes.

Thus, the performances of RONI and no sanitization are 
similar. The experimental results indicate that the accuracy 
of the proposed method against the nearest attack is lower 
than RONI and no sanitization. The reason might be that 
the sanitization is counter-productive in the nearest attack 

Table 8   Recall rate (R), 
precision rate (P) and F-score 
(F1) of RONI and the proposed 
method under different label flip 
attacks against linear SVM with 
attack strength ​(0.05, 0.1, 0.15 
and 0.2) on letter recognition

Attack method Attack ratio RONI (%) Our method (%)

R P F1 R P F1

Nearest 0.05 3.60 40.99 6.62 19.60 28.04 23.07
0.1 2.88 29.95 5.25 44.20 37.76 40.73
0.15 4.03 60.30 7.55 24.53 79.46 37.49
0.2 5.96 63.17 10.89 24.30 71.58 36.28

Furthest 0.05 16.16 49.51 24.37 100.00 57.83 73.28
0.1 13.16 61.13 21.66 100.00 63.41 77.61
0.15 13.71 53.02 21.78 92.80 72.37 81.32
0.2 13.36 53.66 21.39 78.50 76.98 77.73

Far-rotate 0.05 14.40 34.30 20.28 97.20 66.15 78.72
0.1 17.04 51.57 25.62 96.80 67.45 79.50
0.15 17.15 74.73 27.89 80.00 70.06 74.70
0.2 14.50 60.59 23.40 54.40 58.49 56.37

MaxErr 0.05 20.68 43.86 28.11 100.00 41.92 59.08
0.1 25.36 52.49 34.20 79.60 69.14 74.00
0.15 19.31 64.05 29.67 33.60 53.82 41.37
0.2 21.02 63.63 31.60 51.70 53.08 52.38

Table 9   Recall rate (R), 
precision rate (P) and F-score 
(F1) of RONI and the proposed 
method under different label 
flip attacks against nonlinear 
SVM with attack strength ​(0.05, 
0.1, 0.15 and 0.2) on letter 
recognition

Attack method Attack ratio RONI (%) Our method (%)

R P F1 R P F1

Nearest 0.05 4.80 39.67 8.56 52.00 28.51 36.83
0.1 4.12 45.56 7.56 67.00 54.31 59.99
0.15 3.95 55.30 7.37 62.00 81.76 70.52
0.2 4.82 43.75 8.68 50.00 88.47 63.89

Furthest 0.05 7.92 36.65 13.03 93.60 49.45 64.72
0.1 7.28 48.10 12.65 81.20 73.17 76.97
0.15 5.39 51.45 9.75 97.20 74.35 84.25
0.2 4.30 48.05 7.89 81.70 70.55 75.72

Far-rotate 0.05 5.36 26.25 8.90 94.00 41.11 57.20
0.1 4.72 36.43 8.36 85.60 70.45 77.29
0.15 2.64 40.84 4.96 93.73 66.51 77.81
0.2 4.46 50.32 8.19 85.70 68.54 76.16

MaxErr 0.05 7.12 29.53 11.47 44.40 52.90 48.28
0.1 6.64 33.81 11.10 73.80 57.04 64.35
0.15 7.60 47.37 13.10 68.27 61.34 64.62
0.2 6.12 50.41 10.91 56.30 58.97 57.61
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if the contaminated samples of one class is detected while 
the contaminated samples of the other class is not as shown 
in Fig.  3(i). Furthermore, the discriminant ability of data 
complexity measures used in our method is illustrated, and 
the parameter selection is also discussed experimentally.

One of the advantages of our method is that no untainted 
dataset is required. Obtaining a small untainted dataset may 
be difficult or even unrealistic in some applications. Moreo-
ver, different from RONI and micro-model method which 
rely on classification error only, a number of data complex-
ity measures are used in our method. As data complexity 
measure captures different geometric characteristics of the 
dataset, influence of a sample can be evaluated more com-
pletely. A cluster effect is also considered. A single sam-
ple may not affect a learning process, while a number of 
samples around this sample considered as a whole may 
significantly influence a classification system. Our method 
does not only consider one sample each time, but also its 
k nearest neighbors. However, our method demands for 
an increased computational complexity due to the data 

complexity calculation for each sample. This may not be 
a critical issue, since data sanitization is often carried out 
offline. Improving the efficiency of our method remains 
an open issue to be investigated. A possible solution to 
overcome this limitation is to apply less data complexity 
measures to our method. Feature selection methods can be 
applied to choose a subset of data complexity according to 
their contribution on contaminated sample identification. 
However, it may decrease the general performance on dif-
ferent kinds of label flip attacks.

Evaluating whether data complexity is useful to sanitize 
a contaminated dataset by feature noise attack is another 
interesting extension. Feature noise attack, which mis-
leads a learning process by manipulating feature values, 
is another kind of poisoning attack. This attack usually 
aims to contaminate a particular set of features, and may 
not cause a significant change on the decision boundary. 
It increases the difficulty of the detection of contaminated 
samples. Our experiment indicates that the performance of 
our method relies on the influence degree of contaminated 

(a) (b)

(c) (d)

Fig. 4   Difference of data complexity measures between removing untainted (in red) and contaminated (in blue) samples by label flip attack on 
Spam filtering
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samples to geometric characteristics of a dataset. Specifi-
cally, the accuracy of our method on nearest attack which 
has less influence on the distribution of a dataset is the low-
est among other attacks. Rather than directly applying our 
proposed method to feature noise attack, it may be better to 
capture the sensitivity of the data complexity of a dataset 
by moving a sample. If the values of the data complexity 
change significantly with a small movement on a sample, 
the sample may be suspected to be contaminated.
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