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Abstract
Although collaborative filtering achieves satisfying performance in recommender systems, many studies suggest that it is 
vulnerable by shilling attack aimed to manipulate the recommending frequency of a target item by injecting malicious user 
profiles. The existing attack methods usually generate malicious profiles by rating the item selected randomly. However, as 
these rating patterns are different from the real users, who have their own preferences on items, these attack methods can 
be easily detected by shilling attack detection, which significantly reduces the attack ability. Although some attack methods 
consider disguise ability, these methods require too much information from real users. This study proposes a shilling attack 
which generates malicious samples with strong attack ability and similarity to real users. To imitate the rating behavior of 
genuine users, our attack model considers both rated item correlation and item popularity when choosing items to rate. The 
profiles generated by our attack model is expected to be more similar to real user profiles, which increases the disguise abil-
ity. We also investigate whether and how rated item correlation of real user profiles is different from the ones generated by 
our method and the existing shilling attack. The experimental results confirm that our method achieves the highest attack 
ability after removing the suspected profiles identified by PCA-based and SVM-based shilling attack detection. The study 
confirms the correlation of rated item is a critical factor of the robustness of recommender systems.

Keywords  Recommender systems · Collaborative filtering · Shilling attack · Rated item correlation

1  Introduction

Making suitable recommendations to users is a challeng-
ing problem, especially in the era of big data. Collabora-
tive filtering (CF) is a popular recommender system which 
makes recommendation to a user, by analyzing the prefer-
ences of other users similar to the target user in a database 
[1, 2]. Although CF achieves satisfying results in many 

applications [3–5], some studies [6, 7] indicate that CF is 
vulnerable in an adversarial environment, in which an adver-
sary misleads recommendation suggested by a system on 
purpose by manipulating user profiles.

Shilling attack [8] is a common attack strategy against 
the recommender systems. The attack aims to increase (push 
attack) or decrease (nuke attack) the frequency of recom-
mending a target item by injecting well-crafted user profiles 
to a database [8, 9]. Since the traditional CF does not con-
sider the existence of an adversary, decisions of CF com-
pletely rely on user profiles in a database. Any change on 
the database may influence the recommendations [10]. The 
malicious sample generation in shilling attack can be sepa-
rated into two steps. For each malicious sample, a number of 
items are firstly selected for rating, and the rating values are 
assigned to these selected items. Most shilling attack models 
[11–13] select rated items randomly or based on the item’s 
popularity (i.e., the rating frequency). This rating behavior 
is different from a real user who has his/her own preference 
on rating items. Therefore, the malicious profiles generated 
by the attack models can be detected easily [14, 15], which 
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reduces their attack ability significantly. Although a few 
number of attack [11, 16] considers additional information 
when selecting rated items, the requirement on the knowl-
edge of the database used in the target recommender system 
makes the methods impractical. For example, the exact user 
profiles are required [17, 18].

This study aims to propose a shilling attack with high 
attack and disguise ability when no complete knowledge of 
the recommender system is obtained. The rating behavior of 
real users quantified by using the correlation of rated items 
is considered in our model. As a user rates items according 
to his/her preference, some items are rated together with 
higher chances than others. For example, a person who likes 
iPhone may also like iPad but may be less interested in a 
smartphone with Android. However, the correlation of rated 
items in malicious profiles of the existing shilling attack 
methods should be different from the ones in real profiles 
since the random rating strategy is usually applied to the 
attack methods. The rating patterns of real users and the 
existing shilling attack models are investigated in Sect. 3.

A shilling attack method which utilizes not only the popu-
larity but also the correlation of rated items is proposed in 
Sect. 4. A rated item of a malicious profile in our model is 
chosen according to its popularity and correlation with other 
rated items. It reduces the difference between the malicious 
and the real profiles explicitly, hence it increases the dif-
ficulty of attack detection. One advantage of the model is 
that the information of both the popularity and the rated item 
correlation can be approximated through the interaction with 
the target recommender system. The performance on the 
proposed attack method in different scenarios is evaluated 
and compared with other existing shilling attack methods 
experimentally in Sect. 5. The conclusion and future work 
are discussed in Sect. 6.

2 � Background

The concepts related to the study are briefly introduced in 
this section. We firstly introduce the CF used in this study 
and its formulation. The shilling attack and its countermeas-
ures are then discussed in Sects. 2.2 and 2.3.

2.1 � Collaborative filter (CF)

CF is one of the most widely used technologies in the field 
of recommender systems. It predicts the interests of a user 
according to the preferences of other users similar to the 
target user in a database, represented by � . A row of � rep-
resents a profile of a user, denoted by ui where i = 1, 2,… n 
and n is the number of users in � . ui = [ri1, ri2 … , rim] , where 
m is the number of items considered in the system, and rij 
represents the score of the item j given by the user i. For a 

memory-based method, given a target user ut , the similarity 
between ut and other users are measured by Pearson cor-
relation coefficient [19]. The k most similar users are used 
to predict the preference of ut . Items are recommended to ut 
according to predicted rating, defined as follow:

where put ,j is the predicted rating of the item j for ut , ru 
denotes the average rating value of all rated items of user u, 
Uk is a set of k most similar users to ut , and w(i, ut) denotes 
the correlation coefficient between users ut and i.

2.2 � Shilling attack methods

Shilling attack misleads the decision of CF by injecting 
a number of malicious user profiles [9]. According to the 
objectives, the attack can be separated into two types, such 
as the frequency of recommending a target item increases 
(decreases) by push attack (nuke attack). Two parameters, 
attack size (As) and filler size (Fs), control the attack abil-
ity. As means the ratio of the number of malicious profiles 
injected to a system and the total legitimate profile number, 
while Fs means the proportion of items which are rated in 
a malicious profile. An attack method with larger Fs or As 
yields higher attack cost.

The existing methods follow the same model which sepa-
rates a user profile into four partitions: the item targeted by 
attack ( it ), selected items ( Is ), filler items ( If ), and unrated 
items ( Iu ). The target item is the item chosen for adversar-
ial attack. it is rated with the maximum value in the push 
attack and minimum value in the nuke attack. Is contains a 
set of items which increase the similarity between the mali-
cious and the genuine profiles. The items in If are randomly 
selected to increase the number of rated items in profiles, 
while the rest of unrated items are grouped as Iu.

Both random attack and average attack do not consider 
Is but only If in the malicious profiles, which means all the 
rated items are selected randomly. Random attack rates all 
items in If randomly according to the normal distribution 
with the mean and standard deviation calculated from all 
items in � , while the rating of items in average attack are 
randomly assigned according to the normal distribution of 
each item. These two attack methods only require the mean 
and variance of rating of all and each item accordingly. Both 
If  and Is are considered in Bandwagon attack [20, 21]. If is 
rated randomly according to the normal distribution of all 
items, while Is is rated with the maximum value. All the 
rated items are randomly selected from the x% of the most 
popular items in Average over Popular (AoP) x% attack 
[22, 23]. It rates the selected items according to the normal 

(1)put ,j = rut +

∑
i∈Uk

w(i, ut)(rij − ri)
∑

i∈Uk
w(i, ut)
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distribution of each item. In addition to the mean and vari-
ance of rating of items, Bandwagon attack and AoP x% need 
the information on the item popularity. The summary of the 
existing attack strategies is shown in Table 1.

2.3 � Shilling attack countermeasures

Countermeasures of shilling attack identify malicious 
profiles by measuring their differences with real profiles. 
Several studies formulate the shilling attack detection as a 
supervised learning problem, i.e., classification. A number 
of features named as generic attributes are proposed to cap-
ture the statistical distinction between real and malicious 
profiles in the following aspects: the values of rating [24], 
the popularity of rated items [23, 25], and the similarity of 
a user profile and its N nearest neighbors [26]. A classifier, 
e.g., support vector machines (SVM), kNN or C4.5 [27, 28], 
is applied to distinguish the malicious from real profiles. 
In addition, semi-supervised learning methods [29, 30] are 
also used in order to reduce the number of labeled samples.

One disadvantage of the supervised or semi-supervised 
learning method is that the label information is required. The 
type of the attack should be known in advance. Unsuper-
vised learning techniques, including K-means [31], princi-
ple component analysis (PCA) [32], and probabilistic latent 
semantics analysis (PLSA) [33], focus on the different char-
acteristics of user profiles [34, 35]. The minority is identified 
as malicious profiles.

3 � Rated item correlation analysis

It is expected to observe the correlation of rated items from 
real user profiles since the items are rated according to user 
preferences. However, malicious profiles of most shilling 
attack methods randomly select items. Therefore, the cor-
relation of rated items of malicious profiles is different from 
the one of real users. This section firstly introduces a meas-
ure of correlation of the rated items for user profiles.

Cosine association (CA), which is an association rule in 
data mining [36], is applied to measure the correlation of 

each rated item pair. Given two items i and j, CA indicates 
the degree of a person who is interested in i also in j. Previ-
ous research work confirms that CA measures the correlation 
between item pair without a rating value effectively [37, 38]. 
For the items i and j, CA is defined as:

where |Ui,j| is the number of users who rate both i and j, 
while |Ui| denotes the number of users who rate i. CA is a 
symmetric function which indicates the possibility of a user 
to rate i and j at the same time. When CA tends to 1, |Ui| 
and |Uj| are close to |Ui,j| , which means nearly all users who 
rate i also rate j. On the other hand, when CA tends to 0, a 
few users rate both i and j, i.e.,  |Ui,j| is small. Assume |Ui,j| 
= |Um,n| . i but not j is a popular item (i.e.,  |Ui| >> |Uj| ), 
while the popularity of m and n is similar (i.e.,  |Um| ≃ |Uj| ). 
CA(m, n) is larger than CA(i, j) since a user who rates i is less 
likely to rate j. This mechanism reduces the influence of the 
imbalance rating users.

MovieLens 100K dataset1 is used as an example to illus-
trate the difference between real and malicious users gen-
erated by shilling attacks in terms of the CA of the rated 
items. The detailed description of MovieLens can be found 
in Sect. 5.1. CA of all item pairs in MovieLens is shown in 
Fig. 1. The x- and y-axis of Fig. 1a represent the movies 
sorted according to the rated times in ascending order. Each 
point in the graph denotes a value of CA of a movie pair rep-
resented by a color. A smaller (larger) value is represented 
by a color closer to blue (red). The white color indicates 
no user rates the item pair at the same time. As CA(i, i) is 
always equal to 1, the diagnosis is in red color. The figure is 
symmetric. On the other hand, the distribution of CA of real 
profiles is illustrated in Fig. 1b. X-axis denotes the value of 
CA from 0 to 1 while y-axis represents the value of distri-
bution, which indicates the frequency of the corresponding 

(2)CA(i, j) =

√
|Ui,j|2

|Ui||Uj|

Table 1   Strategies of the existing shilling attack models

Attack model Selected items ( Is) Filler items ( If ) Knowledge on �

Random ∅ Rate according to the normal distribution 
of all items

Mean and variance of rating of all items

Average ∅ Rate according to the normal distribution 
of an item

Mean and variance of rating of each item

Bandwagon Popular items, rated with the max value Rate according to the normal distribution 
of all items

set of popular items, and mean and variance 
of rating of all items

AOP x% x% popular items, according to the 
normal distribution of an item

∅ Top x% popular items, and mean and vari-
ance of rating of each x% popular item

1  https​://group​lens.org/datas​ets/movie​lens/.

https://grouplens.org/datasets/movielens/
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CA value. Be noted that CA = 0 is not included in order to 
illustrate the distribution of other values clearly.

Figure 1a shows that CA of most item pairs is around 
0.1 (i.e., in blue color). Small regions with yellow and red 
can be observed at the left bottom and right top corners. It 
means some items with large or small popularity contain 
large CA values with other items. Moreover, less popular 
items may not co-rated with others, i.e., white regions are 
found when items are less popular. As less users rate the 
unpopular items, the chance of no rating on unpopular 
items and another item is higher. The distribution of CA 
is similar to a F-distribution shown in Fig. 1b. The prob-
ability of CA = 0.1 is the largest. It decreases slightly with 

the increase of CA, and reaches 0 at CA = 0.7. It indicates 
that only small item pairs are highly correlated for real 
user profiles.

In order to compare the untainted user profiles with the 
attacked ones, we generate a dataset containing only one 
kind of malicious user profile based on MovieLens. The 
common shilling attack methods including random, aver-
age, bandwagon and AoP 40% attack are considered. 10% 
of most popular items are used as the selected item set for 
bandwagon attack. The same number of malicious users as 
in MovieLens are generated according to different attack 
methods. The number of rated items in a malicious user pro-
file is the same as the one in a real user profile.

Fig. 1   CA of real user profiles 
in MovieLens. a Item pair. b 
Distribution

Fig. 2   CA of item pairs of different shilling attack models. a Random attack. b Average attack. c Bandwagon attack. d AoP 40% attack

Fig. 3   Distribution of CA of different shilling attack models. a Random attack. b Average attack. c Bandwagon attack. d AoP 40% attack
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Figures 2a–d and 3a–d show the pairwise values and dis-
tributions of CA on the user profiles generated by different 
attacks respectively. The setting of those figures are the same 
as the ones in Fig. 1. As rated items are randomly selected 
in random and average attack, both Fig. 2a, b are similar 
and show that the values of CA are similar for all item pairs. 
Due to the same reason, the distributions of CA of these two 
attack methods follows a normal distribution illustrated in 
Fig. 3a. In bandwagon attack, 10% of the rated items are ran-
domly chosen from only the popular items, while the rest of 
items are selected randomly from all items. As a result, the 
chance of selecting popular items is higher than unpopular 
items. It explains why CA of popular items is slightly larger 
than the ones of unpopular items in Fig. 2c. As the selection 
method of the rest of the rated items is the same as the one 
used in random and average attack, the CA values of the 
unpopular item pairs in Fig. 2c are similar with the ones in 
Fig. 2a, b. In addition, CA of all attack methods follows a 
normal distribution. AoP attack only randomly selects 40% 
most popular items. Therefore, no unpopular item is rated, 
i.e., no CA can be calculated for unpopular items in Fig. 2d. 
As only popular items are chosen, the chance of rating an 
item pair is high, which causes the values of CA to be larger 
as shown in Fig. 3d.

Figures 1, 2 and 3 show the dramatic difference between 
the untainted and attacked user profile datasets. The distribu-
tions of CA of malicious profiles follow a normal distribu-
tion while the real one follows a F-distribution. Moreover, 
some unpopular items are not co-rated with other items for 
real users. But CA of nearly all item pairs is non-zero for all 
attack methods expect AoP 40% due to random selection. 
CA of all unpopular item is zero in AoP 40% which is dra-
matically different from the real one. This may explain the 
reasons the existing shilling attack may be accurately identi-
fied by shilling attack detection methods [23]. This observa-
tion inspires us to investigate how secure the current shilling 
attack detection methods are in facing the attack which not 
only consider popularity of items but also the correlation.

4 � Rated item correlation based attack 
model

A proposed shilling attack model which considers not only 
the popularity but also correlation of rated items is intro-
duced in this section. The filled items are not selected ran-
domly but according to rated item correlation of real users 
measured by CA in Eq. (2). Stronger disguise ability is 
expected since the malicious user profile generated by our 
proposed attack model is similar to the real ones in terms of 
rating correlation.

Our model assumes that partial knowledge on popularity 
and correlation of rated items of real user profiles is known. 

More complete knowledge increases the performance of our 
model. The proposed attack model generates a set of mali-
cious profiles �A =

[
uA
1
, uA

2
,… , uA

As

]
 based on a given matrix 

� containing n real user profiles with m items, where As is 
the number of malicious profiles and uA

i
 is the ith malicious 

user profile. Each malicious user profile is generated indi-
vidually in our model. Rated items of a profile are selected 
in order to maximize the popularity of rated item as well as 
the rated item correlation. It is formulated as follows:

where RC(�) and P(�) are the functions measuring the cor-
relation of rated items and the popularity of the selected 
items respectively. � = {�1, �2,… , �m} is a binary-valued 
vector representing whether an item has been selected for 
a malicious profile, where m is the total number of items in 
the dataset. When the i-th item is selected, �i = 1 ; otherwise, 
�i = 0 . Fs denotes the filler size, which is the proportion 
of rated items. The number of the rated items of a mali-
cious profile is constrained by ⌊Fs × m⌋ in Eq. (4). In order to 
increase the diversity of malicious profiles, a binary-valued 
vector �0 = {�0

1
, �0

2
,… , �0

m
} is used as the initial state of 

a profile. l =
∑m

k=1
�
0
k
 denotes the number of 1s randomly 

assigned to �0 , where 0 ≤ l ≤ ⌊Fs × m⌋ . When l is close 
to Fs, the diversity of malicious profiles increases but the 
attack ability decreases since most rated items are selected 
randomly. On the other hand, rated items of each malicious 
profile are similar when l is near to 0. Equation (5) forces all 
selected items in �0 also to be in � . �⋆ is the optimal solution. 
Rated item of a malicious profile in our attack method has 
high popularity and also similar rated item correlation with 
the real profiles.

RC(�) measures the average CA of selected item � accord-
ing to the given user profile dataset � , and is defined as:

where CA is calculated according to � by Eq. (2). P(�) cal-
culates the popularity of � as follows:

where RT(i) counts the number of rating on the item i in 
� . Larger RT(i) indicates that the item i is more popular. 

(3)�
⋆ = argmax

�
(RC(𝜃),P(𝜃)),

(4)s.t.

m�

k=1

�k = ⌊Fs × m⌋,

(5)�k ≥ �
0
k

for 1 ≤ k ≤ m

(6)RC(�) =
1

2
�∑m

k=1
�k

�
!

m�

i=1

m�

j=1

�i�jCA(i, j)

(7)P(�) =
1∑m

k=1
�k

m�

i=1

�iRT(i)
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All the selected items are then rated as the average value of 
each item.

The multi-objective function shown in Eq. (3) is a NP-
hard problem. A practical solution is also proposed in this 
section. In order to reduce the time complexity, the attack 
model is formulated as a single-objective function as 
follows:

where � is a tradeoff parameter to control the influence of 
rated item correlation and popularity on the item selection, 
and 0 ≤ � ≤ 1 . This single-objective function is also con-
strained by Eqs. (4) and (5). A greedy algorithm is then 
applied to find the sub-optimal solution. It is a simple variant 
of the popular forward selection algorithm, which iteratively 
adds an item from the current candidate set starting from 
an empty set [39]. The time complexity is O(As × m2) . The 
implementation of the proposed shilling attack method is 
given as Algorithm 1.

5 � Experiment

The proposed shilling attack method is evaluated and com-
pared with other attack methods in different scenarios exper-
imentally. The experimental results and discussion are given 
after introducing the experimental setting.

5.1 � Setting

A benchmark dataset, MovieLens 100K dataset is used 
in our experiment. MovieLens is collected through the 

(8)�
⋆ = argmax

�
(1 − 𝜆)RC(𝜃) + 𝜆P(𝜃)

MovieLens website2 in the 7-month period from September 
1997 to April 1998. It contains 100,000 ratings provided 
by 943 users on 1682 movies. Each user rates at least 20 
movies. The range of rating value is 1–5, and the degree of 
preference increases with the increase of the score.

For each experiment, 200 out of 943 user profile rates 
are randomly selected as the training set for the supervised 
shilling detection method. The rest of the profiles are used 
as the dataset � for a recommender system. The user-based 
weighted algorithm (UBW) [15], which is one of the com-
mon recommender systems, is used. UBW calculates the 
similarity of user profiles according to Pearson correlation 
coefficient with a significant weighting of n / 50, where n is 
the number of common rated items. The preferences of 50 
users closest to a target user are recommended.

The common shilling attack methods including random, 
average, bandwagon, and AoP 40% methods are imple-
mented and compared with our method. All attacks aim to 
increase frequency of recommending a randomly selected 
target item by injecting malicious user profiles to � , i.e., 
push attack. For our method, 5% of the rated items are cho-
sen randomly as the initial set �0 . As the same as the setting 
used in Sect. 3, 10% of most popular items are used as the 
selected item set for bandwagon attack while 40% of the 
most popular items are considered in AoP 40% attack. The 
number of malicious profiles (As) is set as 10% of the size 
of the database (n), while the filler size (Fs) which means 
the proportion of the rated number in each malicious profile 
is set within the range of 5%, 10%, 15% and 20% of the total 
items (m).

Both complete and partial knowledge scenarios are 
considered in our method. The exact popularity and rated 
item correlation are provided in the complete knowledge 
scenario, while ± 10% and ± 20% random noise is added to 
both information in the partial knowledge scenario in order 
to simulate the situation when the information used in our 
model is different from the real one. We assume complete 
knowledge can be obtained in other attack methods.

100 items are randomly selected to evaluate the effective-
ness of the attack methods in terms of average prediction 
shift (APS) [40] and hit ratio (HR) [41]. APS measures the 
average change of the predicted rating of the target items 
before and after the malicious profiles are injected into 
� . The positive (negative) APS value indicates an attack 
method increases (decreases) the frequency of recommend-
ing a target item. HR examines whether the target item is 
listed as the top N of a user. Larger HR is better in push 
attack.

PCA-based and SVM-based methods are selected as the 
representative for unsupervised and supervised detection 

2  http://movie​lens.umn.edu.

http://movielens.umn.edu
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method respectively. PCA calculates the principal compo-
nents of the covariance matrix of � . k users with the smallest 
coefficient are identified as malicious users. In this study, 
k is set as As in order to increase the difficulty of evasion. 
For the supervised detection method, the generic attribute 
used in SVM includes: Rating Deviation from Mean Agree-
ment, Weighted Deviation from Mean Agreement, Weighted 
Degree of Agreement, Degree of Similarity with Top Neigh-
bors [27], Mean of User Popularity Degree , Range of User 
Popularity Degree and Quantile of User Popularity Degree 
[23, 25]. To increase the attack difficulty, we assume that 
the shilling attack method is known, i.e., malicious profiles 
in the training set are generated by using the same attack 
method as the one in the test set. A target item of malicious 
profiles is selected randomly as the real one is unknown. 
As a result, the training set contains 200 real user profiles 
randomly selected from � , and also 200 malicious profiles. 
The filler size of each profile is randomly chosen from 3%, 
5%, 10%, 15%, and 20%.

F-measure [42] shown in Eq. (9) is used to evaluate the 
performance of shilling attack detection due to the imbal-
ance problem. Both precision and recall are considered in 
F-measure. The value of F-measure is small when either 
precision or recall is low. Higher F-measure indicates accu-
rate prediction on both classes. All results are obtained by 
calculating the average values of the experiments repeated 
ten times individually.

5.2 � Results and discussion

The proposed and other attack methods are evaluated and 
compared in different scenarios. The influence of the param-
eters of our proposed model is discussed in Sect. 5.2.1. The 
comparison between our proposed shilling attack method 
and other methods are discussed in terms of attack ability 
(Sect. 5.2.2), hardness of detection (Sect. 5.2.3), and attack 

(9)F-measure =
2 ⋅ Precision ⋅ Recall

Precision + Recall

ability after detection (Sect. 5.2.4). Finally, the running time 
of malicious profile generation of each method is discussed.

5.2.1 � Parameter analysis of our proposed model

� is the tradeoff parameter which adjusts the influence of 
popularity and correlation of rated items on item selection in 
our model. We assume that complete knowledge on popular-
ity and rated item correlation is obtained in this discussion. 
When � decreases, our model tends to consider rated item 
correlation but not popularity, and vise versa. This section 
investigates how � affects the performance of our model in 
terms of average PS and HR.

The attack ability of our model with different � and Fs are 
shown in Fig. 4. Y-axis represents the average values of PS 
and HR, while � is shown in X-axis. The lines in different 
blue colors represent Fs (i.e., 0.05, 0.10, 0.15 and 0.20), and 
the red line indicates the average of the results with different 
Fs. The figures confirm that malicious profiles with larger 
filler size yield more influences on chance of recommend-
ing the target items in terms of both average PS and HR. 
However, the attack cost also increases since more items 
are rated in a profile.

Average PS and HR of our method with different filler 
sizes is similar when different � s are used, i.e., both values 
increase with � . Popularity of item will dominate in selec-
tion process when � tends to 1. Therefore, many popular 
items are selected in a malicious user profile. As the same as 
the finding in previous studies [15], malicious profiles with 
more popular items usually have larger attack ability. This 
is because rating on popular items increases the similarity 
between malicious and real users in a recommender system.

Although larger � yields bigger attack ability in our 
model, selection on � should also consider its evasion abil-
ity. The results of the shilling attack detection methods on 
our proposed method are shown in Fig. 5. Similar to the 
attack ability discussion, our model with Fs (i.e., 0.05, 
0.10, 0.15 and 0.20) represented by lines in different blue 
colors are also evaluated. Their average results are shown by 
using the red line. The trend of the blue lines are similar in 

Fig. 4   Attack ability of our 
model with different � in terms 
of average prediction shift and 
average hit ratio. a Average 
prediction shift. b Hit ratio
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both PCA-based and SVM-based detection methods, which 
means they perform consistently on our models with dif-
ferent Fs.

Figure 5a, b show F-measure of PCA-based and SVM-
based detection methods respectively. For PCA-based 
method, popularity increases the evasion ability of our 
model, i.e., the detection accuracy drops with the increase 
of � . When 𝜆 > 0.5 , the detection method cannot identify 
any malicious profile. This is because selecting more popular 
items in malicious profiles increases the covariance between 
them and other user profiles. This makes malicious and real 
users difficult to be separated by PCA. These results are 
consistent with previous studies [22].

On the other hand, SVM-based method accurately detects 
the shilling attack considering popularity of item [25]. When 
� = 0.3 , F-measure of the detection reaches its valley bot-
tom (i.e., near to 0.32 in average). It may be because � = 0.3 
is the best ratio between popularity and item correlation in 
order to camouflage malicious user profiles. When � is close 
to 0, the detection rate is higher because more unpopular 
items were selected, which is different from the rated item 

distribution of a genuine user. When � is close to 1, the 
detection rate is close to 1, which means nearly all malicious 
profiles are identified successfully. As any defense method 
can be used in reality, � = 0.4 is selected for our model by 
considering both attack and evasion ability.

Item correlation of our proposed model is further dis-
cussed. Similar to the setting used in Sect. 3, CA of all item 
pairs of a dataset containing only malicious user profiles 
generated by our method with different � based on Mov-
ieLens 100K dataset is illustrated in Figs. 6 and 7.

Figure 6 gives CA values of each item pair of malicious 
profiles generated by our method. When � increases, less 
unpopular items are selected and CA of their item pairs are 
undefined. It causes the size of the white region at the left 
bottom corner increases as most rated items are the most 
popular items. On the other hand, items with higher CA 
are preferred when � is small. Therefore, items with less 
popularity may also be selected. Different from other attack 
methods illustrated in Figs. 3, 7 indicate that all distributions 
of CA in our method with different � follow F-distribution, 
which is as the same as the real one. In addition, the area 

Fig. 5   Evasion Ability of our 
model with different � in terms 
of F-measure of PCA-based and 
SMV-based detection methods. 
a PCA-based method. b SVM-
based method

Fig. 6   CA of item pairs of the proposed shilling attack model with different � . a � = 0 . b � = 0.2 . c � = 0.4 . d � = 0.6 . e � = 0.8 . f � = 1

Fig. 7   Distribution of CA of the proposed shilling attack model with different � . a � = 0 . b � = 0.2 . c � = 0.4 . d � = 0.6 . e � = 0.8 . f � = 1
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under the curve decreases when � increases. The item with-
out rating yields its CA equal to 0. When � tends to 0, CA 
of our attack method is closer to the real one as only CA is 
optimized in the item selection process.

When � is around 0.5, its evasion ability is the highest. 
This suggests that it is necessary to consider both popular-
ity and the correlation of rated items in an item selection 
process. In the rest of the experiment, � = 0.4 is chosen for 
our method. Although the attack ability of our method with 
� = 0.4 is not the most desirable among all the settings, it 
has the highest evasion ability. This is important in practice 
as a defense mechanism may be used.

5.2.2 � Attack ability

The performance of our proposed method with � = 0.4 
is evaluated with the existing shilling attack methods in 
terms of attack ability in this section. The attack ability of 
the attack methods evaluated by APS and HR is shown in 
Fig. 8a, b respectively. X-axis represents filler sizes, while 
the Y-axis denotes APS and HR in Fig. 8a and Fig. 8a 
respectively. Performances of different attack models are 
shown in different colors.

The performances of attack methods are consistent 
in terms of both evaluation methods. The attack abil-
ity of random attack is the lowest among all methods as 
all items of its malicious profiles are selected randomly. 
Average and Bandwagon methods have the similar attack 
ability, but Average attack is slightly higher than Band-
wagon method because the average rating increases the 
similarity more efficiently. The difference of attack ability 
of our method with different levels of knowledge on real 
users (i.e., noise = 0%, ± 10% and ± 20% ) is insignificant 
in both evaluations. In general, our method influences 
more the recommendation on target items than Random, 
Average and Bandwagon but not AoP 40%, which is the 
most efficient attack method in the experiment. Although 
our method is slightly better than AoP 40% when Fs = 
0.05. However, when Fs increases, AoP 40% method per-
forms better than ours significantly. This is because AoP 
attack selects a large proportion of popular items, which 
increases the similarity to the real users efficiently in a 
recommender system.

Fig. 8   Attack ability of the shilling attack methods in terms of average prediction shift and average hit ratio. a Average prediction shift. b Aver-
age hit ratio

Fig. 9   Evasion ability of the existing attack models in terms of F-measure of PCA-based and SVM-based detection methods. a PCA-based 
method. b SVM-based method
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5.2.3 � Evasion ability

Evasion ability of the shilling attack models are compared 
in this section. F-measure of PCA-based and SVM-based 
detection methods on the user profiles contaminated by dif-
ferent attack models are shown in Fig. 9. Figure 9a shows 
that PCA-based method successfully detects malicious pro-
files generated by Random, Average and Bandwagon attacks, 
i.e., F-measure is larger than 0.95 for Random and Average 
attacks, and larger than 0.78 for Bandwagon attack. Detec-
tion rate on our method with different levels of knowledge 
is similar. F-measure is slightly higher than 0 when Fs is 
small, and when Fs ≥ 0.15 , F-measure is close to 0 for all 
cases. Similarly, AoP 40% evades the detection by PCA-
based method in all cases except Fs = 0.05. More popular 
items chosen in malicious profiles increase their covariance 
with real user profiles considered in PCA. This explains why 
PCA has satisfying detection accuracy on Random, Average 
and Bandwagon attack but not AoP 40% and our method.

In general, SVM-based detection method achieves better 
performance than PCA-based method in terms of F-measure. 
Figure 9b illustrates that except our method, SVM-based 
detection distinguishes the malicious profiles generated by 
all attacks from legitimate ones accurately. All F-measure 
values for Random, Average, Bandwagon and AoP 40% are 
higher than 0.85. The distributions of rated items in mali-
cious user profiles generated by Random, Average, Band-
wagon and AoP 40% attack are different from the real one 
since their rated items are selected randomly. The difference 
of the distributions can be captured by the features used in 
the SVM model. On the other hand, F-measure of the detec-
tion on our method is significantly lower than other attack 
methods. Disguise ability decreases with less knowledge on 
the real users, i.e., lower F-measure when the noise on popu-
larity and rated item correlation is smaller. Different from 
PCA-based method, the evasion ability increases when Fs 
is large. This is because when Fs is larger, the character-
istics of the malicious profiles are much different than the 

real profiles captured by the features used in the SVM-based 
method. For example, the features Rating Deviation from 
Mean Agreement, Weighted Deviation from Mean Agree-
ment, and Weighted Degree of Agreement measure the aver-
age rating deviation per item. Larger Fs increases the differ-
ence between malicious and real user profiles.

5.2.4 � Attack ability after data sanitization

In practice, a shilling attack detection method may be 
applied to sanitize the collected user profiles. All suspected 
user profiles will not be used when making recommenda-
tion. The attack ability of a shilling attack method with weak 
evasion ability may downgrade significantly. This section 
investigates the attack ability after sanitization. All profiles 
classified as a malicious class by a detection method in the 
contaminated database will be removed. The attack ability is 
measured based on the recommendation on the target items 
using the sanitized database.

The attack ability of the attack methods after sanitization 
according to PCA-based and SVM-based detection methods 
is shown in Fig. 10. As nearly all malicious profiles of Ran-
dom and Average methods are correctly identified, there is 
no influence on the chance of recommending target items 
after sanitization. The mechanism successfully defenses the 
attack. Although Bandwagon still affects the recommenda-
tion when filler size is large, its influence is reduced dramati-
cally after sanitization. However, sanitization by PCA-based 
detection method does not reduce the influence of AoP 40% 
and our method to the recommender system. As a result, 
the attack ability of AoP 40% is still higher than our method 
with any attack knowledge.

Differently, when suspected profiles are identified 
according to SVM-based detection method, the attack 
ability of all methods except our proposed one drops dra-
matically, shown in Fig. 11a, b. This is because SVM-
based method detects malicious profiles more accu-
rately than PCA one. The malicious profiles of Random, 

Fig. 10   Attack ability of shilling attack methods after sanitization. a PCA-based method + average prediction shift. b PCA-based method + 
average hit ratio
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Average, Bandwagon and AoP 40% are identified suc-
cessfully and their attack ability is reduced dramatically 
after sanitization. On the other hand, as most of profiles 
generated by our proposed method evades SVM-based 
detection, its attack ability is still reasonable after sani-
tization. These results confirm that the current attack 
methods can be easily detected by SVM-based method. 
However, when an adversary considers correlation of 
rated items, the malicious profiles are able to evade the 
detection and influences the recommendation of the sys-
tem successfully. With more accurate information on real 
users, more efficient malicious profiles can be generated 
by our method. This is because the generated profiles 
are more similar to real profiles, i.e., the malicious pro-
files are more difficult to be detected. Although different 
unsupervised and supervised methods may perform dif-
ferently, the mechanisms of their detection are similar. 
As our proposed shilling attack can successfully evade 
both PCA-based and SVM-based detection, which are 
the most effective unsupervised and supervised method 
respectively, it provides confidence that the proposed 
attack strategy will achieve the similar performance on 
other detection methods.

5.2.5 � Running time

The running time of the attack methods is also evalu-
ated. As all attack methods except ours select rated item 
randomly from all items or popular items for malicious 
profiles, their average running time of generating a mali-
cious user profile with Fs = 0.05 is around 0.12 s. How-
ever, since a profile is generated according to Eq. (3) in 
our method, its average running time is 155.80 s for each 
sample. Although the computational complexity increases, 
malicious profile generation is often carried out offline. 
The additional running time required by our method may 
not be critical.

6 � Conclusion and future work

In order to maintain recommendation with good quality, 
the security of recommender systems is a critical issue to 
reduce the damage of an adversarial attack. Although mali-
cious user profiles generated by most shilling attack methods 
can be identified by recent shilling attack detection methods 
accurately, the rating pattern of these attack methods is dif-
ferent from real users. When an attack method increases the 
similarity of its malicious profiles to real users, the current 
shilling attack methods may not be able to defend the attack 
efficiently.

This study measures the rating pattern of real users in 
terms of correlation of rated items. We show the difference 
between the rated item correlation of real profiles and the 
existing shilling attack methods. It may explain why these 
methods are easily detected by the existing attack detection 
methods. We also demonstrate the loophole of current shil-
ling attack detection methods by proposing a shilling attack 
which considers not only popularity but also correlation of 
related items. With incomplete knowledge of the real users, 
the attack ability measured by hit ratio and prediction shift 
of our proposed method still remains in high level in com-
parison with other attack methods after removing suspected 
profiles identified by the attack detection methods. It is 
because detection accuracy on the malicious profiles gener-
ated by the proposed method is low. The results suggest that 
considering rating pattern of real users increases disguise 
ability of shilling attack effectively.

One limitation of our method is the increased compu-
tational complexity with respect to other existing shilling 
attack methods which select items randomly. It may not be 
a critical issue since the malicious profiles are usually gen-
erated offline. One possible solution is to prepare two sets 
of items with highest popularity and rated item correlation. 
Items are randomly selected from these two item sets for 
each malicious profile. However, the attack and disguise 
ability of generated profiles may be lower than the method 

Fig. 11   Attack ability of shilling attack methods after sanitization. a SVM-based method + average prediction shift. b SVM-based method + 
average hit ratio
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discussed in this paper. Another possible extension of this 
study is to adopt rated item correlation to attack detection in 
order to improve the security of the recommender systems. 
Rated item correlation can be used as a feature in attack 
detection with supervised learning. A user profile may be 
identified as the malicious class if its rated item correlation 
is different from the real ones.
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