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ABSTRACT

Security problems of deep reinforcement learning draw much at-
tention recently. Previous works on adversary attack mainly focus
on preventing the targeted agent from choosing the most desir-
able action at each step, which may not reduce the cumulative
reward effectively. In this paper, we first investigate how chang-
ing features affect the cumulative reward achieved by an agent.
The static reward impact map is introduced to quantify the influ-
ence on the reward of each feature experimentally. By focusing
on tasks with the static reward impact map, an adversarial attack
method against deep reinforcement learning aiming to minimize
the cumulative reward is proposed. Features with the large reward
impact are perturbed in crafting an adversarial sample. Deep Q-
network is selected to demonstrate the performance of our attack
method in the experiments. The results indicate that our proposed
method achieves better performance than the existing one-time
attack method and the random attack in terms of the cumulative
reward and the successful attack rate under both white-box and
black-box settings.
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1 INTRODUCTION

The great success of Deep Neural Networks (DNNs) has been
demonstrated in reinforcement learning [13, 14] as well as super-
vised [3, 9] and unsupervised learning [12]. In Deep Reinforcement
Learning (Deep RL), DNNs serve as the function approximator to
handle various sequential decision-making tasks. Although DNNs
based Deep RL models achieve excellent performance in various
applications, e.g., Go [19], Atari games [14], autonomous driving
[24] and robot manipulation [11], they inherit the vulnerability of
DNN s in the adversarial environments where data are perturbed
by an adversary in order to mislead the outputs of DNNs [4, 21].
Reinforcement learning models are usually used as the control poli-
cies of the mechanical equipment (e.g., vehicles and robots), and
disrupting such control policies may cause serious damage, espe-
cially in safety-critical applications. Thus, security leakage of Deep
RL is an important topic.

Current adversarial attacks against Deep RL [1, 7] mainly follow
the idea of the ones in supervised learning, in which each sample is
crafted independently in order to increase the generalization error
of a classifier [6, 16, 21]. However, different from supervised learn-
ing, the ultimate goal of a RL agent is to maximize the cumulative
reward, which is influenced by a sequence of decisions on actions.
Current attacks against Deep RL only prevent a targeted agent from
choosing the most desirable action at each step, which may not
cause the lowest cumulative reward achieved by the agent in the
long run. In addition, the feature correlation is not considered in
crafting an adversarial sample. As a result, the current adversarial
attacks may not attack Deep RL effectively.

In a decision-making process, a person usually focuses his atten-
tion on parts of the visual space [23], e.g., regions near to the car are
usually more important than ones far away from it while driving.
This mechanism indicates that some features are inherently more
important than the others, i.e., these features provide more critical
information in decision making. Any change on these features is
more likely to lead to a bad decision which significantly reduces
the cumulative reward of a targeted agent. By this observation, this
study first proposes a measurement named the reward impact map
to quantify the influence of changing a feature on the cumulative
reward. A feature with a larger reward impact value indicates that
the cumulative reward is reduced more significantly by perturbing
this feature. A sliding-window method is applied to estimate the
influence experimentally. The influence correlation of features in
each attack window on the cumulative reward is considered. In
this preliminary study, we focus on the tasks with a static reward
impact map, i.e., the importance of features is the same (or slightly
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different) in any state. Our experimental results indicate that a static
reward impact map does not depend on the agents but mainly relies
on a task.

An adversarial attack based on the static reward impact map
against Deep RL is then proposed. Features with the largest re-
ward impact are perturbed according to the gradient function of
the targeted agent. It should be noted that our method attacks the
same features with different amounts of perturbation for all adver-
sarial samples. It is different from other attack methods in which
attack features are chosen differently and independently for each
adversarial sample. One advantage of our method is the low time
complexity of crafting adversarial samples in real time since the at-
tack features are pre-selected. Deep Q-network (DQN) [14], which
is a well-known Deep RL algorithm, is used as the targeted agent to
demonstrate the performance of our model. The proposed method
is evaluated, and compared with existing one-time attack meth-
ods and the random attack method experimentally by using Atari
games, i.e., Freeway, Pong, Breakout, FishingDerby, Spacelnvaders
and BattleZone. White-box and black-box attack scenarios [7] indi-
cating different knowledge levels of an adversary are investigated.
Finally, the conclusion and the future work are discussed.

The main contributions of this work are summarized as follows:

o This study introduces an attack method aiming to reduce the
cumulative reward achieved by the targeted Deep RL agent,
which is different from the existing attack methods focusing
on the short-term influence.

o The static reward impact map is introduced to quantify the
influence of slight change to input features on the cumulative
reward in the tasks in which the importance of features is
similar in any state. Experimental evaluation indicates that
the map mainly relies on a task instead of an agent.

e An adversarial attack with the static reward impact map aim-
ing to reduce the cumulative reward against Deep RL agent
is proposed. An adversarial sample is crafted by perturbing
the features with the largest reward impact according to the
gradient function.

e The proposed model is evaluated and compared with the
existing one-time attack method and the random method by
Atari games. The experimental results consistently suggest
effectiveness and efficiency of our model in both white-box
and black-box attack settings.

2 RELATED WORK

In this section, the related concepts of Deep RL is first described,
and then the adversarial attack method is discussed.

2.1 Reinforcement Learning

In reinforcement learning (RL), there usually contains an agent and
an environment, where the agent interacts with the environment.
The internal state of the environment ¢ is represented by states
s. The agent learns to take actions to maximize the cumulative
reward [20]. The RL agent is usually defined as a deterministic
policy function (i.e., 7g(s) = a), which maps a state s to an action
a, where a € A, s € S and 0 is the parameter of the agent. The
agent learns from the environment ¢ by considering the instant
reward r after taking a in s. More specifically, at the timestep ¢, an
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agent takes action a; based on policy 7y and current state s;, the
environment ¢ will return the instant reward r; and also the next
state s;+1. & can be modelled as a stochastic finite state machine,
ie, &(st,ar) = (rt,st+1). The cumulative reward R is defined as
the summation of r; in an episode, i.e., R = };cp 1¢, where P is
a set of episodes. That is, the agent aims to maximize R by taking
reasonable actions under a series of states.

Q-Learning algorithm [22] is one of the classic reinforcement
learning algorithms. It learns the policy iteratively according to
samples generated by the interaction between an agent and the
environment. Q(s¢, ar), which is the expected reward obtained by
taking action a; at current state s;, is updated in each iteration. The
agent usually selects the highest-weighted action in a; as the most
desirable action. Due to the satisfying performance of convolutional
neural networks (CNNs) in many applications, especially for image-
based applications, CNNs have been used as the approximator of
Q [14], named Deep Q-learning Network (DQN). DON achieves
breakthroughs in many domains, e.g., autonomous driving [8], and
robot manipulation [10], and it becomes one of the most popular
reinforcement learning algorithms nowadays.

Proximal Policy Optimization (PPO) [18] is an off-policy RL al-
gorithm, in which training samples generated by both current and
old policies. The samples are weighted according to the difference
between their policies and the current one measured by KL diver-
gence. PPO uses multiple epochs of stochastic gradient descent
aiming to maximize the reward by selecting proper actions. The
policy update and sample collection are alternately processed until
convergence.

This paper mainly focus on image-based RL applications, i.e., an
observation from the environment is an image. For example, video
game and autonomous driver. Given such a RL application, the
screenshot is defined as the observation o with the size oy € Z X Z,
which is a matrix of raw pixel values representing the current
screen. A state s; consists of latest i observations [14], since the
reinforcement learning problem is modeled as a finite Markov deci-
sion process (MDP). s; is defined as ¢(0;_(;_1), .-+, 0¢-1, 0¢), where
¢() is a function which preprocesses the observations.

2.2 Adversarial Attack Method

Under adversarial attacks, the attacker (i.e., the adversary) manip-
ulates the testing data in a specific way (e.g., by adding noise) in
order to mislead the outputs of model. An adversarial sample is the
well-designed version of the clean sample which is intentionally
perturbed to mislead the model, while adversarial perturbation is
the noise that is added to the clean sample (i.e., § = s + 7).

DNNs have been proved to be vulnerable to adversarial attacks
[21], and DNNs based Deep reinforcement learning models inherit
such vulnerability. Reinforcement learning models are mainly used
as control policies of the mechanical equipment (e.g., vehicles and
robots), and attacks may cause serious damage (e.g., traffic acci-
dents).

Most of existing adversarial attacks against Deep RL mainly
follow the idea of the ones against supervised learning, which
aim to change the decision of a classifier on each sample with the
minimum perturbation. The adversarial attack methods, such as
Fast Gradient Sign Method (FGSM) [6] and Jacobian-based Saliency
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Map Attack (JSMA) [16], proposed against DNNs-based supervised
learning are applied to attack Deep RL [1, 7, 17].

Adversarial attacks are divided into two categories, one-time
attacks and iterative attacks, according to their computation cost.
One-time attacks craft an adversarial sample through a single step
of computation, e.g., computing the gradient of the model function
once, while iterative attacks perform such computation iteratively
for one adversarial sample. Usually, iterative attacks are more com-
putational expensive than one-time attacks. In this paper, only one-
time attacks considered due to the short response time requirement
of crafting adversarial samples in RL.

FGSM is one of the one-time attacks and is famous for its low
time complexity. It is also the most common adversarial crafting
algorithm in computer vision and Deep RL. For a sample s, J(6, s, a)
denotes the cross-entropy loss between all actions a and the distri-
bution that places all weight on the highest-weighted action. And
V¢ J(0,s, a) denotes the gradient of the loss function with respect
to feature f, which measures the sensitivity to the change of the
loss with respect to a change in features. Larger V¢ (0, s, a) indi-
cates that changing of a feature has more influence on the output.
In order to prevent the agent from choosing the most desirable
action, FGSM perturbed features with the largest |Vf J(6,s,a)| by
a * sign(Vf](O,s, a)), where « is the maximum perturbation on
each feature.

3 STATIC REWARD IMPACT MAP BASED
ATTACK MODEL

Existing attack methods against Deep RL aim to prevent an agent
from choosing the most desirable action in each step. However,
as the cumulative reward relies on a sequence of decisions, not
choosing the most desirable actions may not reduce the cumulative
reward efficiently. Therefore, an adversarial sample crafting method
aiming to minimize the cumulative reward of a Deep RL agent is
proposed in this section.

Our method measures the importance of a feature in selecting
suitable actions by the proposed reward impact map. It is calculated
by the influence of slight change to input features on the cumulative
reward in one episode. Our study focuses on the tasks in which
the importance of features is static for all states. An adversarial
attack based on the static reward impact map against Deep RL is
proposed. An adversarial sample is crafted by perturbing features
with the largest reward impact according to the gradient function
of the targeted agent in our method. Our method is expected to
reduce the cumulative reward effectively since the features with
the largest reward impact value are perturbed.

In this section, the adversarial setting is first introduced. We will
then describe the static nature, the proposed static reward impact
map and attack method with the static reward impact map.

3.1 Adversarial Setting

In this section, we describe the adversarial setting of our attack
model in terms of the attack framework defined in [2].
Adversary’s Goal. Our attack model aims to minimize the cumu-
lative reward of the targeted agent.
Adversary’s Knowledge. We consider two different attack sce-
narios: the white-box and the black-box attack. All information of
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the targeted agent (1y) is obtained in the white-box attack. On the
other hand, only the information of the input and output spaces
is obtained in the black-box attacker. The standard procedure of
the black-box attack [15] is applied to our study. A surrogate agent
is required to approximate. Therefore, a surrogate agent is trained
to serve as the targeted agent in the attack. As no knowledge of
the network structure and the parameters of the targeted agent is
obtained, the surrogate agent is usually different from the targeted
one.

Adversary’s Capability. Similar to other attack strategies, we as-
sume that the adversary is capable of changing the value of each
feature and the attack budget of any feature are the same. This
setting is reasonable for RL applications in which all features repre-
sent the same type of information, i.e., a pixel of observation. The
perturbation is limited by the maximum number of manipulated
features and the maximum amount of change on all the features.

3.2 Static Nature

A static nature of the reward impact map means that the impor-
tance of features is the same (or slightly different) in any state. Our
proposed static reward map can be applied to applications in which
influence on the reward of a feature is similar in different states, for
example, the ones with first-person vision, e.g., autonomous driving
and shooting games, and the fixed moving path of the main charac-
ter, e.g., Atari game Freeway and the robotic grasping. Atari game
BattleZone and Freeway shown in the left and middle subfigure in
Figure 1 are the examples of the applications with the first-person
vision and the fixed moving path. The screen of BattleZone is from
the angle of the tank, and the yellow chick always walks across the
street along the same path indicated by the red arrow.

In these applications, the information provided by the regions
near the character generally affects the decisions more significantly
in some applications. The importance of a feature mainly depends
on its distance to the main character. This observation is consis-
tent with the attention mechanism [23] which indicates that some
features are inherently more important to a task than the others.
Since some features provide more critical information in decision
making in a RL task, changing these features is more likely to affect
the decisions of an agent. Differently, the importance of features
in some applications are not static. The right subfigure of Figure 1
shows the screenshot of Atari game Boxing. As the boxer is free
to walk around inside the boxing ring, the importance of features
changes dynamically.

Figure 1: Left: BattleZone with first-person vision; Middle:
a fixed walking trajectory in Freeway; Right: two possible
walking trajectories in Boxing
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3.3 Static Reward Impact Map

The static reward impact map is introduced to quantify the influence
of slight change to input features on the cumulative reward in an
image-based RL task in which the importance of features is similar
in any state. A feature with a larger reward impact value indicates
that the changing on this feature will influence the cumulative
reward more significantly, i.e., the effective attacks will tend to
perturb this feature more. A sliding-window method is applied to
estimate the influence experimentally. The influence correlation of
features on the cumulative reward is considered, since features in
the same window are perturbed simultaneously.

Given an image-based application, an observation o is a screen-
shot. The latest i observations are concatenated to form a state at
t, ie, s; = ¢(ot_(,-_1), ...,0t—1, 0t ), where o is the observation at
the timestep k. Our study focuses on the image-based applications
(i.e., the first-person vision and the fixed movement path of the
characters) in which the features at the same coordinate of different
observations have the same influence on the cumulative reward.
Let f{(x,y) be a pixel at the coordinate (x, y) of an observation. Static
reward impact is defined to quantify the importance of f(, ;) in
the decision making of an agent. To be more specific, the influence
of slight changing on all features in f{y, ) on cumulative reward
achieved by a targeted agent is measured simultaneously. That is, a
larger reward impact value indicates that the changing on features
in f(x,y) will influence the cumulative reward more significantly.

An experimental approach is proposed to estimate the static
reward impact map with sliding-window. The attack window W
with the size of wy € Z X Z is defined as a region in an observation,
where ws < 0s. The reward impact of attack window RI(W) is
defined as follows:

RI(W) = R-R(W) (1)

where R and R(W) are defined as the cumulative reward without
attack and under attack on W respectively. The calculation of R(W)
in one episode is illustrated in Figure 2. For one episode, W covers
the same region in all the observations in a state, as shown by the
blue rectangles in Figure 2. At the timestep t, any feature in the
attack window of all observations of a state is attacked at the same
time. s; is attacked by

];(k = fk + a xsign(Vex  J(0,s¢,ar)) 2)

xy) ~ J(xy) few

where « is the maximum perturbation on each feature,
Vf(fc y)](@, st, ay) is the gradient of the cross-entropy loss with re-

spect to f(’;’y), (x,y) e W, f(];’y) is f(x,y) of op,and k =t — (i +
1),...,t — 1,t. Reward impact of all features in a sliding-window
rather than a single feature is calculated simultaneously in order to
consider the correlation among adjacent features.

W slides along x- and y-axis with dy and dy, respectively until the
end of an observation is reached, as shown in Figure 3. Especially,
attack window at the beginning of the observation is defined as
Winit, likewise, attack window at the end of the observation is
defined as W;j,.

Finally, RI( f(x,y)) is calculated as follows:

RI(fix,y)) = E(IRIW)|(x,y) € W, W € W]) ®)
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where W is a set containing all sliding windows W. The detailed
implementation is shown in Algorithm 1. Experiments can be run
M times independently to obtain an average cumulative reward.

Algorithm 1 Algorithm on RI(f{y, )

Input: ws: attack window size; dy., dy: the stride in x- and y-axis;
a: upper bound on perturbation; g: the targeted agent; £: RL
environment; R: the cumulative reward without attack.

Output: RI(f{y,)): reward impact of f(, ,).

1: Set W = Wjpir with wg;

2: SetW =g

3: repeat

4: Set W =WuU W;

5 Set R(W) = 0;

6 for each t in the episode do
7: Craft s3;

8 Set a; = my(sy)

9: Set (r¢,s¢+1) = Eag, st);
10: Set R(W)+ =Tt

11: end for

12: Set RI(W) = R — R(W);

13: Slide W by (dx, dy);

14 until W = Wy,

15: for each (x,y) in an observation do
Set RI(f(x,y)) = E(RIW)|(x,y) € W, W € W]);
17: end for

The shape and the size of W affect which features are considered
together in the reward map calculation. Generally, when the size
is larger, the dependency of more features is considered, but the
contribution of each feature to RI(W) is smaller (i.e., the estimation
is less precise for a feature); and vice versa. Therefore, the size is a
tradeoff between the precision and the feature dependency. On the
other hand, the shape of W, including the square, horizontal and
vertical rectangle, depends on the characteristics of the applications,
e.g., the path of the character and enemies. For example, a verti-
cal rectangle may be suitable for Freeway since the player moves
vertically. The setting of the shape and size of W depends on the
application. One practical method to determine a suitable setting
of W for an application is to consider a variety of settings. Each
setting is evaluated according to its performance in a preliminary
experiment, and the best one is chosen.

The effectiveness of the estimation on the static reward impact
map will affect the attack ability of SRIMA. The effectiveness is
proportional to M and inversely proportional to d, and dy. However,
larger M, or smaller dy or dy;, will also increases the time complexity
of the static reward impact map estimation linearly. As a result, M,
dx and dy should be determined accordingly to the cost of attack.

3.4 Static Reward Impact Map based Attack
(SRIMA)

SRIMA aims to reduce the cumulative reward achieved by the tar-
geted agent with the minimum perturbation on the input. The
estimation of the static reward impact map is first carried out to
measure the vulnerability of the agent in a task. It is expected that
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manipulating a feature with higher reward impact reduces the cu-
mulative reward more significantly. As a result, the features with
the largest reward impact RI(f{y, )) is selected to form a target fea-
ture set F4 in our attack method. The cardinality of F4 depends on
the attack cost. This process can be considered as a feature selection
method before the attack, which is different from other existing
attack methods in which the attack features are selected differently
in crafting a sample.

The selected feature f € F4 of each observation in a state is
perturbed by a small value according to the maximum perturbation
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(a) and the gradient function of the targeted agent, i.e., f(; w =
f(;’y) +a * sign(Vf(;’y)](H,st, at)), where f is the attacked f.

Since the attack features are selected according to the reward
map, SRIMA only requires to calculate the gradient of features in
F4. This is different from the other existing attack methods which
calculate the gradient for all features in each attack. The time com-
plexity of crafting adversarial samples by SRIMA is lower than that
by other existing methods in real-time. Although the computational
complexity increases due to the static reward impact map estima-
tion in SRIMA, it can be carried out offline, i.e., , the calculation of
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the reward impact map can be done before the attack. For adver-
sarial attacks, the time complexity of crafting adversarial samples
in real-time is more significant than the offline one. Therefore, the
time complexity of our method may not be a critical factor.

4 EXPERIMENT

The proposed method is evaluated experimentally using DQN and
PPO on six Atari games, i.e., Freeway, Pong, Breakout, FishingDerby,
Spacelnvaders and BattleZone. We first introduce the experimental
settings. Experimental results of the static reward impact analysis,
the performance of the methods in both white-box and black-box
attack are then discussed.

4.1 Experimental Setting

ALL the experiments are performed on a server whose GPU is
GTX 1080 with 8GB of memory and 1607 MHz base clock. The
same pre-processing in [14] is used in all the Atari games. Each
observation is concerted from RGB to luminance and is resized to
84 x 84. The last four observations are concatenated as an input
state, i.e, st = $(0;—(j—1)» ---» 0¢—1,0¢). All input values are linearly
normalized to [0, 1].

The network structures of all agents used in this paper are shown
in Table 1. DQNj, with the same architecture and training process
as [14], is used as the targeted agent due to its popularity. Five
surrogate agents are considered in the black-box attack setting in
different experiments. The learning model of three surrogate agents
(sDQN;, where i = 2, 3, and4) is as the same as the one used by the
targeted model, while other two agent is based on PPO [18], i.e.,
sPPO;, where i = 3,4. i indicates the number of layers used in the
model. One should be noted that although the structures of DQN5
and sDQN; are the same, the agents will not be identical due to the
random initialization. The detail of the settings of each model is
shown in Table 1.

conv_1 conv_2 conv_3 conv_4 full
sDQON, 32,8,4 64,4,1 / / 512
sDON;, DON; 32,84 6442 6431 / 512
sDQN, 64,164 64,84 128,4,2 512,3,1 1024
sPPOs3 32,8,4 64,4,2 64,3,1 / 512
sPPO4 64,164 64,84 128,4,2 512,3,1 1024

Table 1: The network structure of different RL agents.
“conv_i” and “full” denote the i-th convolutional layer and
the fully-connect layer respectively. (I, m, n) in each cell rep-
resents the layer convolves [ number of m x m filters with
stride n. “/” denotes this layer does not exist.

In our method, a static reward impact map is estimated first on
the targeted or the surrogate agent. The preliminary evaluation is
carried out to tune the parameters, aiming to minimize the cumula-
tive reward, for (dy, dy) € {(1,1),(3,3),(5,5)}, M € {5,10,15} and
ws € {(34,34), (16,72), (72, 16), (30, 30), (14, 63), (63, 14), (24, 24),
(12,50), (50, 12)}, which represent different sizes and shapes. The
preliminary results indicate that the performance of our method is
more sensitive to ws than (dy, dy) and M. A preliminary experiment
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is carried out to evaluate the candidates of (dx, dy), M and ws. The
candidates yields the best results is selected. According to the re-
sults of the preliminary experiments, wg = (63, 14), (72, 16), (34, 34),
(30, 30), (34, 34), and (24, 24) are set for Freeway, Pong, Breakout,
FishingDerby, SpaceInvaders and BattleZone respectively. The ver-
tical rectangles are chosen in Freeway and Pong. It may be because
of the vertical movement of the players. Since the fishing line is
swayed inside a square region in FishingDerby and the enemies are
similar to squares in BattleZone, the squared windows are chosen.
Although the paddle in Breakout and the rocket in Spacelnvaders
moves horizontally, the windows with the square shape are se-
lected in order to take rebound of the ball in Breakout and the forts
in Spacelnvaders into consideration. The window sizes of Pong,
Breakout and Spacelnvaders are larger than that of Freeway and
FishingDerby. It may due to the size of the main character, i.e., the
characters in Pong, Breakout, and Spacelnvaders are larger than
the ones in Freeway, FishingDerby and BattleZone. (dx, dy) = (3,3)
and M = 10 are set for all tasks. Each attack result is carried out on
ten episodes independently.

Only one-time attack (FGSM) and the random method (RND),
are considered in our experiments since the short response time
requirement of crafting samples in RL. The {1-norm restricted FGSM
is used since it has stronger attack ability than {3-norm and {c-
norm restricted ones [7]. For each sample s, J(6, s, a) denotes the
cross-entropy loss between all actions a and the distribution that
places all weight on the highest-weighted action. £1-norm restricted
FGSM perturbs the features f* with highest [V J(6,s,a)|. On the
other hand, the attack features are selected randomly by RND. The
only difference between the attack methods in our setting is the set
of the attack features. The attack features selected by all methods
are all perturbed according to the gradient of the loss function by
the value of «, i.e., f =f+ax sign(Vf](Q,s, a)), where f is the
attacked f.

For an adversarial sample, £1-norm [5] is used to measure the
extent of the perturbation (i.e., attack strength ¢). This constraint
accounts for the total variation of the adversarial noise. The attack
strength ¢ is defined as follows:

©

s - 3l <
E=I|IS—S = % —
1 N

where @ is the maximum perturbation on each feature, c is the
number of attack features and N is the total number of features.

Two evaluation metrics are applied to measure the influence of
an attack method to an agent. The drop of the cumulative reward
[7] is one metric which quantifies the quality of the decisions of
an agent affected by the attack. The other one is the percentage of
successfully misled actions [1], which quantifies the ability of the
attack in misleading actions of the targeted agent.

4.2 Static Reward Impact Map Analysis

This section discusses the information provided by our proposed
static reward impact map. Static reward impact maps of different
targeted agents on each game are shown in Figure 4. The figures
from left to right are the screenshot of the game, and the reward im-
pact maps of sSDQN,, DON3, sDQNy, sPPO3, and sPPO4. All values
of reward impact are normalized to [0, 1] linearly. The color of a
pixel indicates its value of reward impact as shown by the color-bar.
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Some regions provide more important information in decision
making than others in games. For example, the features near to
the route of the chicken in Freeway, the vertical region near to
the movable paddles in Pong, the features near to the horizontal
region close to the paddle in Breakout, the features near to the
fisherman and his fishing line in FishingDerby, the vertical region
of the rocket’s moving path in Spacelnvaders, and the features
near to the tank in BattleZone. This is because when a vehicle near
to the chicken in Freeway, the ball near to the paddles in Pong
and Breakout, the fish near to the fishing line in FishingDerby,
the bullets near to the rocket in Spacelnvaders, and the enemies
near to the tank in BattleZone, an agent may not have enough
time for recovering from a wrong decision and causes a serious
punishment. When an adversarial attack perturbs the features in
these important regions, the cumulative reward of an agent can
be reduced dramatically. It explains the reason why the regions
with high static reward impact are consistent with the important
regions.

Moreover, reward impact maps of different agents in a game are
highly similar to each other as shown in Figure 4. Since a static
reward impact map indicates how sensitive of changing features
to the cumulative reward, the maps for a game are expected to
be similar by assuming the agents make decisions reasonably. It
suggests a static reward impact map does not depend on an agent
but a game. This characteristic allows an adversary to effectively
attack an agent without its knowledge.

sDQN, SsDQN, sPPO, SPPO,

DQN,
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Figure 4: Static reward impact maps of different agents.

From left to right: the screen shot of the game, the maps of
sDQN,, DQN;, sDOQN,, sPPO3; and sPPOy.

4.3 Attack Ability

The attack ability of SRIMA, FGSM and RND with different attack
strength (¢) in both white and black-box attack are shown in Figures
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5 and 6 in terms of the cumulative reward and the successful attack
rate (SAR), i.e., the percentage of actions misled in an episode. The
level of attack strength (¢) is represented by the x-axis in the figures.
The results in red, green and blue represent SRIMA, FGSM and
RND respectively. The figures in a line from top to bottom are the
results of the white-box attack, the black-box attack with sDQN
as surrogate, and the black-box attack with sPPO3 as surrogate
respectively

Figure 5 shows that the cumulative reward of the targeted agent
drops significantly under our attack even with small attack strength
under the white-box attack setting. The red line drops sharply from
294to0ate=5x10"%in Freeway, from 21 to -21 at e = 7 X 1074
in Pong, from 490 to 15 at e = 1 X 10™* in Breakout, from 7.2 to -65
at e = 5x 107 in FishingDerby, from 2132 to 260 at ¢ = 4x 107> in
Spacelnvaders, and from 23200 to 5000 at ¢ = 1.3 X 10~% in Battle-
Zone. After the drop, the reward remains constantly around a small
value when the attack strength increases. These results suggest that
SRIMA is able to choose the most effective attack features to down-
grade the targeted agents with small attack strength. Differently,
the rewards of the agents under FGSM and RND drop more slowly
than SRIMA. In the black-box attack setting, the difference between
the surrogate and the targeted agents reduces the influence of the
attacks. The performance of all attack methods is worse in com-
parison with the ones under the white-box setting. However, our
method still achieves the best performance, i.e., the reward is the
lowest, among all methods. The results indicate that our method
is more effective than FGSM and RND in reducing the cumulative
reward of the targeted agent under both white-box and black-box
attack settings.

Generally, SAR of SRIMA is higher than FGSM and RND with
the same level of attack strength under both white-box and black-
box attack settings. It may be because that SRIMA considers the
dependency of features in the attack windows when calculating
the reward impact map, while FGSM and RND do not. SARs of all
methods are reduced in the black-box attack setting in comparison
to the ones in the white-box attack setting respectively. For example,
SRIMA achieves to 100% at ¢ = 0.002 in both Freeway and Pong,
around 40% at ¢ = 4 x 107> in FishingDerby, and around 90% at
£ = 5% 107> in BattleZone with large attack strength under the
white-box attack setting, but the rates drop to 40% in Freeway,to
80% in Pong, to 20% in FishingDerby, and to 60% in BattleZone
under the black-box attack.

It should be noted that SARs of SRIMA and FGSM are similar in
some cases, e.g., Pong and Spacelnvaders, under the both white-box
and black-box attack settings. However, the cumulative reward of
the targeted agent under the attack of SRIMA is lower than the
one under the attack of FGSM in these cases. One possible reason
is that SRIMA misleads the agents in the critical states affecting
the cumulative reward more frequently than FGSM. In addition, in
some cases in Breakout, the reduction of the reward is similar under
both SRIMA and FGSM while SAR under SRIMA is larger than that
under FGSM. One possible reason is that the ball may rebound from
the bricks or between the walls and bricks in Breakout. Any action
in this scenario has less influence on the reward.

SRIMA achieves excellent performance in comparison with FGSM
and RND in Freeway. It may be because tracks of objects in Freeway
are relatively fixed comparing with the ones in other games, e.g., the
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Figure 5: Cumulative reward attacked by SRIMA (red), FGSM (green), RND (blue) with different attack strength under the
white-box (top) and the black-box attack with sDQN, as surrogate (middle) and black-box attack with sPPO3; as surrogate

(bottom).
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Figure 6: SARs attacked by SRIMA (red), FGSM (green), RND (blue) with different attack strength under the white-box (top)
and the black-box attack with sDQN, as surrogate (middle) and balck-box attack with sPPO3 as surrogate (bottom).

cars move horizontally in lanes in Freeway but the ball can be moved
in any direction in Pong and Breakout. The similar situations to
Pong and Breakout can be observed in FishingDerby, SpaceInvaders
and BattleZone. As the attack features are fixed in SRIMA, it may
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have better performance on the games containing objects with less
complicated movement.

To demonstrate the influence of a surrogate agent on the attack in
the black-box attack setting, five surrogate agents including sDQN,,
sDQN3, sDQN,, sPPO3, and sPPOy are trained to indicate different
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Figure 7: Cumulative reward (left) and SARs (right) attacked
by SRIMA with different attack strength under the black-
box attack with sDQN, (yellow), sDQNj; (red), sDQN, (green),
sPPOs (blue), and sPPO4 (purple) as surrogate respectively,
in Atari game Freeway.

levels of knowledge obtained by the adversary. The most knowledge
is obtained in sSDQNj as the surrogate agent has the same structure
and learning algorithm as the targeted agent, while only the learn-
ing algorithm is the same in SDQN, and sDQNj,. Both sPPO3; and
sPPOy use different learning algorithm from the targeted agent. The
structure of sPPOjs is as the same as the targeted one. One should
be noted that although the structures of sSDQN; and the targeted
agent are the same, these two model are still different caused by
random initialization. SDQN,, sDQN; and sDQN, are trained for
50 million steps as [14], while sPPO3 and sPPOy are trained for
40 million steps as [18]. All these surrogate agents achieve similar
performance as the targeted agent, such as, the cumulative rewards
of the targeted agent, sDQN,, sDQN;, sDQN,, sPPO3, and sPPO4
are 29.7, 29.3, 29.4, 30.7, 29.0 and 30.1 respectively.

Figure 7 shows the performance of SRIMA with different attack
strength against different surrogate agents in terms of the cumu-
lative reward (left) and SARs (right) in Freeway. Unsurprisingly, a
surrogate agent more similar to the targeted one achieves higher at-
tack ability. The cumulative reward drops significantly to 4.5 under
black-box attack with sDQNj at ¢ = 3 X 10~4, while the rewards
of sDQN,, sDQN,, sPPO3 and sPPOy4 only drop to 17, 20, 22 and
29,5 respectively. Moreover, the attack performance of sPPO3 and
sPPOy is worse than others. This suggests that the knowledge of
the learning algorithm is more important than the network archi-
tecture in terms of the influence to attack. The worst performance is
achieved by sPPOy as it has the least knowledge about the targeted
agent.

4.4 Time Complexity

The time complexity of an attack can be separated into two parts
including the preparation and the crafting phases. As an adversarial
sample is crafted in real time, the time complexity of the crafting
phase is more critical than the one of the preparation phase. The
average running time of calculating static reward impact maps of
our method for Freeway, Pong, Breakout, FishingDerby, Spaceln-
vaders and BattleZone is 16.70 hour, while no preparation is needed
by FGSM and RND.

The average running times (in ms) of crafting an adversarial
sample with different numbers of attack feature are showed in Ta-
ble 2. The running time of each perturbation relies on the attack
feature selection and the feature value perturbation. When more
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features are attacked, more features should be selected and per-
turbed. Therefore, the running time is proportional to the number
of attack features. As all attack features are selected according to
the static reward impact map, the running time of SRIMA is the
smallest among all methods. The time required by RND is slightly
longer than the one of SRIMA due to the random feature selection
process. However, FGSM needs the longest time on crafting an ad-
versarial sample since the attack features are selected in real time.
It nearly takes ten times of SRIMA and RND.

1% 5% 10% 20% 50%
SRIMA 037 129 251 4.91 12.70
FGSM  6.18 1443 2532 4549 105.80
RND 0.46 2.01 4.06 8.01 19.38

Table 2: The average running times (ms) of crafting an adver-
sarial sample according to different methods with different
numbers of attack feature in the white-box attack setting.

5 CONCLUSION AND FUTURE WORK

Current attack methods against Deep RL are not designed specif-
ically to prevent an agent from achieving its ultimate goal, i.e.,
maximizing its cumulative reward. This study proposes an attack
method aiming to reduce the cumulative reward achieved by the
targeted agent directly. We first investigate the influence of feature
change on the cumulative reward in order to understand which re-
gions of the input space are more important in the decision-making.
By focusing on the tasks in which the importance of features is
similar in any state, the static reward impact map is then introduced
to quantify the influence on the reward for each feature using the
sliding-window method experimentally. The influence correlation
of features in each window on the reward is considered. The fea-
tures with the largest reward impact are perturbed according to
the gradient function of the targeted agent when crafting an adver-
sarial sample. The experimental results confirm that the proposed
attack model outperforms FGSM and the random attack method
in Freeway, Pong, Breakout, FishingDerby, Spacelnvaders and Bat-
tleZone in terms of effectiveness and efficiency. The results of this
study provide a foundation for devising a more advanced attack
strategy against RL in various applications, for understanding the
potential vulnerabilities of RL, and for developing more secure RL
algorithms.

One limitation of our method is the time complexity of the static
reward impact map estimation, although it, as the same as other
attack methods, can be carried out offline. We will try to propose
a more effective algorithm to go through the features rather than
sliding-windows in order to reduce the time complexity. Another
future work may relax the static assumption on changing features
to the reward since this assumption may not be valid, especially for
complicated tasks. A possible solution is the dynamic reward impact
map which measures the influence on the reward of feature change
for different states. However, time complexity is a concern. A robust
Deep RL method by reducing the variance of reward impact values
on all features in order to increase the attack difficulty can also be
further investigated.
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