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Abstract:

Backdoor attacks have become a serious security concern be-
cause of the rising popularity of unverified third party machine
learning resources such as datasets, pretrained models, and pro-
cessors. Pre-trained models and shared datasets have become
popular due to the high training requirement of deep learning.
This raises a serious security concern since the shared models and
datasets may be modified intentionally in order to reduce system
efficacy. A backdoor attack is difficult to detect since the em-
bedded adversarial decision rule will only be triggered by a pre-
chosen pattern, and the contaminated model behaves normally
on benign samples. This paper devises a backdoor attack detec-
tion method to identify whether a sample is attacked for image-
related applications. The information consistence provided by
an image without each segment is considered. The absence of
the segment containing a trigger strongly affects the consistence
since the trigger dominates the decision. Our proposed method
is evaluated empirically to confirm the effectiveness in various
settings. As there is no restrictive assumption on the trigger of
backdoor attacks, we expect our proposed model is generaliz-
able and can defend against a wider range of modern attacks.
Keywords:

Machine learning; Backdoor attack; Deep neural networks;
Segmentation; Adversarial machine learning

1. Introduction

Nowadays deep learning techniques can be found in almost
all aspects of everyday life, for example, self driving cars [1],
movie recommendations [2], and natural disaster forecasting
[3] because of its excellent generalization ability. Although a
deep learning model has a large demand on the computational
requirements and training data, collecting a large dataset is dif-
ficult in some applications, e.g.medical diagnosis, and training
a complicated model is time consuming. This explains the need
for dataset or pre-trained model repositories i.e., Kaggle [4] and
ModelZoo [5].

978-1-6654-1943-7/20/$31.00 ©2020 IEEE

Third party repositories allow the user convenience and ef-
ficiency, but also open the door to adversaries. A backdoor
attack [6], which creates a security hole on a model by manip-
ulated training samples in order to add an adversarial decision
rule, may be injected to shared datasets and pre-trained mod-
els. Since the contaminated model behaves normally on all
samples, except those stamped with the attacker’s secret trig-
ger, the detection ons of backdoor attacks are difficult. A num-
ber of backdoor attack detection methods are proposed to iden-
tify whether an image is contaminated. However, the current
methods may not efficiently detect advanced backdoor attacks,
e.g.generalized [7] or dynamic attacks [8] since they heavily
rely on assumptions such as static trigger position, size, and
color [9] [10] [11].

This study aims to devise a detection method with fewer
assumptions on the trigger for an image-related application.
Our proposed method measures the information consistence
provided by segments of an input image. An image is first
partitioned into different segments according to the quickshift
method [12]. The output of the model on the input with ob-
scuring each segment is obtained iteratively. For a poisoned
image, the absence of the segment containing a trigger strongly
affects the consistence since the trigger dominates the decision.
On the other hand, removing a segment will not change the
output of a clean image dramatically. The distribution infor-
mation of the outputs, i.e.maximum, minimum, mean and vari-
ance, are calculated and fed into a classifier for detection. A
Support Vector Machine (SVM) is chosen in this study due to
its simplicity and excellent performance in many applications.
Generalization ability is one advantage of our method since no
restrictive assumptions on the trigger type is required. Only
the obvious contrast between the trigger and its background is
assumed. In the experiments, the generalization ability of our
method is evaluated and confirmed.

The rest of the paper is organized as follows. The back-
ground of this research is discussed in Section 2. Section 3
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outlines our defense method, and experimental results are given
and discussed in 4. Section 5 concludes this study.

2. Background

The related concepts used in our study are introduced briefly
in this section, including the background of backdoor attacks
and its countermeasures.

2.1. Backdoor Attack

Machine learning has been widely applied in daily life, and
its success attracts adversarial attacks. The backdoor attack
[6] is a type of adversarial attack [13] which opens a secu-
rity hole in the system by contaminating its training set. The
system works normally all the time until a sample contains a
pre-selected trigger. The threat of backdoor attacks increases
dramatically with the increase of the training complexity of
advanced machine learning models, especially deep learning
ones. Pre-trained models and datasets shared in unverified
repositories may be contaminated.

An attacker gains access to a small subset of training data,
say 10% but possibly as little as 1%. The backdoor trigger type
should be determined in advance, and can be simple, e.g.a small
white square in a static position [6], or more complex, e.g.a ran-
domized pattern and position [8]. The trigger is then added to
an image at a fixed [6] or random [8] position. The ground truth
label of these contaminated samples is then changed to the tar-
get label. When a model is trained with the poisoned dataset,
a strong correlation between the trigger and the target label is
learned. Additionally, some advanced methods [14] modify the
training process in order to enhance the attack efficacy and con-
cealability. As aresult, the model will work normally on a sam-
ple without a trigger, but classifies an attacked sample as the tar-
get class. Although the implementation of backdoor attacks is
simple, it reduces the performance of the model significantly []
in many scenarios.

2.2. Backdoor Attack Countermeasures

Two popular techniques for data-based defense strategies in-
clude clustering [15] [16] and STRIP [9]. Clustering as a de-
fense mechanism has been a popular choice in identifying data
poisoning because of its simplicity and applicability, with the
most notable examples using outlier detection [16] or activa-
tion clustering [15]. However, these kinds of methods may
also wrongly identify clean minority samples as adversarial
samples, especially for sparse applications. Another bench-
mark data-based defense method is STRIP [9], which stands for

(b) Triangle

(a) Square (c) L-shape

FIGURE 1. Three types of triggers considered in this study

STRong Intentional Perturbation. A test sample is perturbed by
overlaying another randomly selected sample on top in STRIP.
Conceptually, the perturbation should cause some uncertainty
the classifier’s decision on clean data, and a confident predic-
tion of class would indicate a poisoned sample since a trigger
dominates the decision. However, this method may be sensitive
to similar overlapping of pixels to the trigger.

Current defenses struggle to keep up with the advancement
of more complex trigger types [7] [8] [17], which highlights
the urgent need to develop more generic defense algorithms to
detect and mitigate a wider range of backdoor attacks.

3. Our method

In this paper, we devise a new more general defense method
against a wider range of backdoor attacks. Current defense
methods are too specific and assume the trigger has a static pat-
tern, shape, and location. Our method first partitions the image
into its main visual features, and then finds the influence of
each feature on the probability vector output of the model. The
influences of each visual feature in the image is then summa-
rized by taking the maximum, minimum, average, and variance
and then fed into an SVM to determine whether or not the sam-
ple contains a trigger. The diagram of the proposed method is
shown in Figure 2.

Given an image x = {1, Z2, ..., T, } containing m number
of pixels, and a trained classification system ¢ : X — R™}
where X denotes the domain of x and m denotes the num-
ber of classes. Each R represents the confidence level of x
belonging to a class. The aim of our proposed backdoor de-
tection method f is to discern whether x is contaminated or
not, f : X +— {0,1}, where 0 and 1 represent the clean and
contaminated classes respectively.

Quickshift [12] is applied to partition x into k£ number of seg-

k

ments, S = {51,59,..., 5%, }, and |J S; = x. A sub-image
i=1

xg- of x without each segment S; is generated and fed into ¢

in order to obtain the output vector c¢(xg-). The of distribu-
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FIGURE 2. Flowchart of our defense method

tion characteristics of those output vectors are then captured by
maximum, minimum, average, and variance functions, denoted
by max, min, avg and var. In our study, an SVM is used as the
backdoor detection method f to distinguish the clean images
from the contaminated ones according to these four features of
a sample.

4. Experiments

4.1. Experimental settings

Experiments are written in Pytorch and carried out on an per-
sonal computer with AMD Ryzen 7 3700U CPU. The CIFAR-
10 dataset [18] is considered due to its higher complexity and
full color spectrum compared to the MNIST dataset tradition-
ally used in backdoor experiments [6].

50,000 and 10,000 images are randomly selected as training
and test sets. The poison ratio is set as 10%, i.e.10% sam-
ples randomly selected from the training sets are contaminated.
Three kinds of triggers, including square, triangle and L-shape,
with different colors are considered in the experiment, shown
in Figure 1. The trigger is injected to the bottom right corner of
each contaminated sample.

TABLE 1. Poisoned model architecture

Layer Neurons
Convolutional 2D (3,6,5)
Pooling 2D 2,2)
Convolutional 2D (6,16, 5)
Fully connected (16 *5 * 5, 120)
Fully connected (120, 84)
Fully connected (84, 10)

A convolutional neural network (CNN) with architecture
shown in Table 1 is used as the targeted classifier in our exper-
iment. Three models, including M-Squ, M-Tri, and M-L, are
trained by using the poisoned datasets with the white square,
green triangular, and pink L-shaped triggers shown in Figures
1(a), 1(b) and 1(c) respectively. The sklearn library SVC with
a linear kernel is used to discern clean samples and poisoned
samples with the square trigger. 50,000 images randomly se-
lected from CIFAR-10 serve as clean samples, and are injected
the square trigger as contaminated samples. Finally, evenly dis-
tributed dataset consisting of 100,000 samples are used as the
training set of the SVM. Our model is then used to detect the
contaminated samples with different triggers.

For each image, the segmentation kernel parameter starts at
5, and is iteratively decremented by 1 until at least 5 megapix-
els are found or the kernel size reaches 3. Too few segments
may cause the algorithm to obscure several independent fea-
tures, while too many segments fail to capture entire features.
On average, 10 segments are found in each 32x32 image in
CIFAR-10.

4.2. Results and Discussion

Two samples, a truck and a horse, are randomly chosen as
examples of segmentation are discussed. The original image
and its segmentation of the clean and contaminated image for
each sample are shown in Figure 3. Color of pixels indicates
segments. The triggers in the contaminated samples are identi-
fied in a segment, indicated in green. The characteristics of the
segment with the trigger is expected to be different from the
ones without the trigger.

The detection accuracy of our model trained with the white
square trigger on backdoor attack samples with the white
square, green triangular, and pink L-shaped triggers are shown
in Table 2. The backdoor attack success rate for each contami-
nated model is 100%. Although our detection model is trained
by using the attack samples with the white square trigger, the

300

Authorized licensed use limited to: SOUTH CHINA UNIVERSITY OF TECHNOLOGY. Downloaded on July 29,2026 at 12:58:08 UTC from IEEE Xplore. Restrictions apply.



Proceedings of the 2020 International Conference on Machine Learning and Cybernetics, 4 December, 2020

(c) Horse: Clean image

(d) Horse: Poisoned image

FIGURE 3. Two examples of segmentation on both clean and poisoned images

TABLE 2. Detection accuracy of our model trained with the white square
trigger on the attack sample with different triggers

Overall | Clean | Poisoned
White Square | 77.63% | 89.66% | 65.61%
Green Triangle | 74.35% | 97.62% | 51.08%
Pink L-shape | 92.95% | 87.1% 98.8%

detection performance on the samples with the pink L-shaped
trigger are the best among all methods. The detection rate of
the green triangular trigger is the lowest on average. This may
be because the pink L-shaped trigger can be more easily seg-
mented compared to the white square, green triangular trigger.
The characteristics of a trigger do not significantly affect the
training of the classifier.

5. Conclusion

A backdoor attack detection method using segmentation is
provided. Recent backdoor defense methods usually make a
strong assumption on the trigger, and may fail to generalize
to more complex trigger types. Our method identifies the poi-
soned samples according to the output difference of a model
with and without certain segments. The experimental results
indicate that our method achieves satisfying performance when
the triggers used in training and testing are different. The per-
formance of our detection method on dynamic triggers can be
evaluated in future. Although the trigger may be changed dy-

namically, its influence to the segment outputs may be similar,
which are useful features for detection.
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