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Abstract

A causative attack which manipulates training samples to mislead learning is a common attack scenario. Current counter-
measures reduce the influence of the attack to a classifier with the loss of generalization ability. Therefore, the collected
samples should be analyzed carefully. Most countermeasures of current causative attack focus on data sanitization and
robust classifier design. To our best knowledge, there is no work to determinate whether a given dataset is contaminated
by a causative attack. In this study, we formulate a causative attack detection as a 2-class classification problem in which a
sample represents a dataset quantified by data complexity measures, which describe the geometrical characteristics of data.
As geometrical natures of a dataset are changed by a causative attack, we believe data complexity measures provide useful
information for causative attack detection. Furthermore, a two-step secure classification model is proposed to demonstrate
how the proposed causative attack detection improves the robustness of learning. Either a robust or traditional learning
method is used according to the existence of causative attack. Experimental results illustrate that data complexity measures
separate untainted datasets from attacked ones clearly, and confirm the promising performance of the proposed methods in
terms of accuracy and robustness. The results consistently suggest that data complexity measures provide the crucial infor-
mation to detect causative attack, and are useful to increase the robustness of learning.

Keywords Adversarial learning - Causative attack detection - Label flip attack - Data complexity

1 Introduction intrusion detection system [38, 58] to distinguish the legiti-

mate from the malicious samples. Different from conven-

Pattern classification techniques have been widely applied
to many security applications like spam filtering [49, 53],
malware detection [57], biometric authentication [31] and
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tional classification problems, the data in security problems
may be manipulated by an adaptive and intelligent adversary
to mislead the decision of a classification system [5, 13, 19,
68]. Unfortunately, the assumption of samples being sta-
tionary so that the training and test data follow the same
distribution made in the conventional pattern classification
researches is violated in an adversarial environment due to
the manipulation by an adversary [26]. The performance of
the conventional classification methods may be downgraded
significantly. Current researches show that many state-of-
the-art classifiers including support vector machine, deep
neural networks and ensemble classifiers are vulnerable to
adversarial attack [14, 37, 46, 59].

A causative attack, also named a poisoning attack, is one
of common adversarial attack scenarios in which the training
samples are manipulated by injecting well-crafted label [12,
27, 63] or feature noise [40, 45] in order to mislead a learn-
ing process. For example, in a worm detection problem, an
adversary will contact a node to perform some suspicious
actions, e.g., scanning the network to attract the attention
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from the automatic signature generation (ASG) system [24].
Then, any traffic sent from the suspicious node, including the
legitimate traffic, will be labeled as a malicious pattern in the
ASG system. As a result, the dataset for worm detection is
manipulated by the adversary. In addition, when the size of
the dataset is huge, for instance, in natural language process-
ing applications, labels of the samples may come from unre-
liable sources, e.g., Amazon’s Mechanical Turk [18, 62]). A
label flip attack can be conducted by any adversarial labeler.
Data sanitization and robust learning are common coun-
termeasures against causative attack. Data sanitization is
a pre-processing technique which removes contaminated
samples from a training data set before training a classifier
[20, 30], while robust learning focuses enhances the robust-
ness of a particular learning algorithm, for example, Support
Vector Machines [12, 28], Multiple Classifier Systems [10],
Deep Autoencoder [42] and Deep Neural Network [66]. The
countermeasures usually sacrifice the generalization abil-
ity of a classifier to gain the security [36, 44]. For exam-
ple, accuracy of SVM with robust learning can be 25% less
than the one with standard training [12]. However, in real
applications, we do not know whether a collected dataset is
contaminated or not. The cleanness of the dataset should be
verified before using the countermeasure methods.
Although the causative attack detection is an essential
problem of the defence against causative attacks [4], it has
not been thoroughly investigated. A naive causative attack
detection which requires some untainted samples is reported
in [4]. However, its assumption may not be practical since it
is difficult to determine whether a sample is untainted or not.
Some techniques identify the patterns which are different
from the prototypical data. For example, anomaly detection
[21] finds out the samples different from the samples in the
majority, while concept drift detection [29] produces an alert
when the newly arrived samples in the data stream are dif-
ferent from the original ones. These techniques focus on the
difference between newly arrived samples and existing ones
in real time. However, in causative attack, contaminated
samples are mixed with untainted samples in a collected
dataset, i.e., there is no prior knowledge on untainted data.
Causative attack modifies a dataset according to a particu-
lar algorithm in order to increase the generalization error of
a classifier. Geometrical natures of the dataset are changed
due to manipulation of the samples. This observation leads
us to propose a causative attack detection method based on
the geometrical characteristics quantified by the data com-
plexity measures [35]. In this study, we firstly investigate
whether and which current data complexity measures are
able to capture the difference between untainted and tainted
datasets efficiently in Sect. 5. By learning the different geo-
metrical characteristics of untainted and tainted datasets,
a dataset containing a causative attack can be detected. In
our model, the causative attack detection is formulated as
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a 2-class classification problem in which a dataset is rep-
resented in the feature space formed by the data complex-
ity measures in Sect. 6.1. Furthermore, a two-step secure
classification model against causative label flip attack is
proposed (Sect. 6.2) to verify that the proposed causative
attack detection is able to improve the robustness of learn-
ing. For an application, a dataset is firstly examined by our
causative attack detection. A traditional learning method,
which only maximizes the generalization ability, is applied
if a dataset is classified as a untainted class. Otherwise, a
robust learning which considers generalization ability and
also robustness is used.

In the experiments (Sect. 7), we consider five well-known
causative label flip attacks including random label flip, near-
est-first label flip, furthest-first label flip, Far-rotate label
flip and the advanced adversarial label flip attack [12, 63,
65]. Eleven proposed data complexity measures have been
used in our model to quantify the geometric characteristic
of a dataset. Ensembles of Decision Trees (EDTSs) is used
to classify a dataset being attacked or not due to EDTs’ sat-
isfying performance in a 2-class problem and independent
to monotonic scaling of features [60]. The performance of
the proposed two-step secure system is verified under the
advanced adversarial label flip attack in the perfect knowl-
edge scenario in which a defender has full information of the
attack, i.e., the type and the strength. EDTs firstly determines
whether a dataset is contaminated. If so, the robust SVM is
applied; otherwise, the traditional SVM is used. Datasets
of the five security-related applications are used. The result
shows the satisfying performance of the proposed two-step
secure system in comparison with the traditional and robust
SVMs. Besides, we also conduct the experiments to analyze
the discriminating ability of different data complexity meas-
ures for causative attack detection. Finally, the conclusion
and future work are discussed in Sect. 8.

2 Notation

In this study, geometrical characteristic of a data set Z is
quantified by a number of data complexity measures and
regarded as a sample x” € 2, where 2 is the input space
composed by data complexity measures. A class label
yP € %, = {—1,+1} is assigned to each xP. If x? contains
the causative attack, y? = +1; otherwise, y? = —1. Let
D = {(xP,yP)}"_, be the training set with n samples drawn
independently and identically distributed from a joint dis-
tribution P y5.5 . D" and D]’ denote the untainted training
and test dataset. DZJ and Dﬁ}. denote the contaminated
training and test datasets separately according to the attack
m with j% attack strength.
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3 Adversarial learning and causative attack

Pattern classification technique has been applied to many
security applications in which an adversary aims to down-
grade the performance of the system by manipulating the
data. It becomes the arms race between the attacker and
the defender countering each other’s strategies [9, 15, 50].
The attacker explores the vulnerabilities of security sys-
tems and devises novel attacks [5, 36], while the defender
enhances the security of systems by carefully selecting the
inputs (e.g., data sanitization [25, 30, 45]) and implement-
ing robust learning algorithms [12, 28, 51, 55]. As the
black-box adversarial attack requires no knowledge on the
details of the target system such as its parameters [7, 47],
it is more practical than the white-box attack.

A taxonomy of adversarial attacks against machine
learning is described in [4, 5]. It considers adversarial
attack from different aspects, including attack influence,
security violation, and attack specificity. Attack can be
divided into causative and exploratory attack based on its
influence on the data. Causative attack misleads a train-
ing process by manipulating training samples [39, 64, 65]
while test samples are directly modified to cause misclas-
sification in an exploratory attack [14, 67]. According to
security violation, the attack can be divided into avail-
ability, integrity and privacy attack. Availability attack
decreases the overall classification accuracy in order to
cause a denial of service, while integrity attack only tar-
gets on malicious samples. Privacy attack explores sen-
sitive information from a security system. Targeted and
Indiscriminate attacks are defined based on attack speci-
ficity. Targeted attack focuses on one or a specific set of
samples while indiscriminate attack involves a broad range
of samples. According to the taxonomy, the adversarial
attack considered in this paper is causative-availability-
indiscriminate attack.

Many causative label flip attacks are proposed in recent
years [12, 63, 65]. These methods assume that the train-
ing set has been exposed to by an adversary. They aim to
decrease classification accuracy of a classifier by injecting
well-crafted label noise to training samples to mislead learn-
ing. Their attack strength is limited by the percentage of
training samples being attacked. Several simple label flip
attacks including random label flip (rand), nearest-first label
flip (near) and furthest-first label flip (far), are mentioned
in [12, 63]. In rand attack, samples in an untainted data-
set are randomly chosen and their labels are flipped to the
opposite class. It can be regarded as random noise to labels.
Near attack reverses labels of samples closest to a decision
hyperplane trained on an untainted dataset. This attack com-
plicates the decision boundary. Differently, samples furthest
away from a decision hyperplane are attacked in far attack.

An advanced adversarial label flip attack (far-rotate) is
proposed for Support Vector Machines (SVMs) in [12].
Samples locating furthest to both hyperplanes obtained by
using an untainted training set and generated randomly are
attacked. Different from far attack, far-rotate attack considers
an artificial hyperplane in order to cause the rotation of the
original hyperplane easily. The detail process is described in
Algorithm 1.

Algorithm 1 Adversarial label flip of far-rotate

Input: the untainted dataset 2 = {(x;,y;)}/_;: the number of label
flips L; the number of iterations R; the penalty parameter C of the
error term in SVM; the trade-off parameters A; and A;.

Output: the tainted dataset 2'.

1: train an SVM on the untainted dataset & and get o and b;
2: caleulate s; = yi(¥}_ y; ;K (X, X;) +b) for each sample in & and
make a normalization s; = s;/ max(si, ..., S, );

3: fork=1,...,Rdo

4:  train arandom SVM and get its and apg prnd

5:  caleulate ¢; = y; (X y; oc]de (xj,Xi) +bmd) for each sample
in 2 and make a normalization g; = g;/ max(qi,...,qn);

6:  calculate the weight for each sample in 2: v; = o;/C — Ays; —
Mg

7:  Aflip the label of L samples which have the L lowest weights and
generate a new tainted dataset Z;;

8: train an SVM on 9,1 and estimate the error rate (ex) on the un-
tainted dataset Z;
9: end for

10: return 2, which yields the maximum ey;

Another advanced adversarial label flip attack (max-
Err) [63, 65] aims to maximize the classification error of
the SVM trained on tainted data (7 = { (xi,y;)}l’f:l) and
tested on untainted data (2 = {(x;,y;)}"_,) . To simplify
the algorithm, the expanded representation U = {(X;, ;) 12;“1
of & is constructed by duplicating each sample in D with
a flipped label where (x;,y,) € ¥ wheni=1,...,n, and
X, =X;_,,¥; = =y, wheni=n+1,...,2n. The near-opti-
mal problem is formulated as follows:

2n
. 1 2 4
min  =[w[[*+C (& — &
qQwéb 2 [Iwil l:zl 9,(&; 6, )

sty(wW'x,+b)>1-¢&, £>0, i=1,...,2n,

2n (])
Z q; <L,
i=n+1
q;+qu,,=1 i=1..,n,
qie{o’l}s i=1,...,2n,

where w, &, b and C are the weight vector, slack variable,
bias and penalty parameter of the SVM trained on the tainted
dataset respectively. é? =max(0, 1 —y,f5(x;)) denotes the
hinge loss of sample (x;,y;) resulting from the classifier
trained with untainted data (f,). q is a binary vector con-
trolling the labels of which samples are flipped. ¢; + g,,, = 1
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makes sure that only one label can be chosen for the sample
x;. L represents the number of label flips. Eq. (1) can be
solved by optimizing a linear programming and a quadratic
programming iteratively. The vector q is obtained to deter-
mine which samples are attacked. Causative attacks are also
designed against online Learning where training samples
arrive in a streaming manner [61].

4 Data complexity

Data complexity measures [35] quantify the difficulty of a
classification problem by measuring the geometrical char-
acteristics of data. They have been applied to many applica-
tions with satisfying performances. For example, they can
indicate whether a type of classifiers is suitable for a clas-
sification problem before the training process [54], measure
the domains of competence of an individual [6, 41] and a
combined classifier [17, 34], decrease the information leaks
during web browsing [33], sanitize the samples contami-
nated by causative attack [20] and predict whether a noise
filter should be used [52].

Twelve data complexity measures [35] are briefly intro-
duced in this section. Only eleven of them are investigated
in this paper as T2 is not suitable for attack detection. It is
because 72 calculates the ratio of the number of samples
and features which remain the same after the attack. Data
complexity measures are categorized into three types [35]:
overlap of individual feature values, separability of classes,
and geometry, topology and density of manifolds.

4.1 Measures of overlap of feature values

Discriminative power of features defined as the overlaps
among different classes is described. A classification prob-
lem is difficult if there exists large overlap between different
classes.

Fisher’s discriminant ratio (F1) represents the separa-
bility by the most discriminating feature. The ratio of the
square of the difference between the centers of two classes
to the summation of the variance of each class is calculated
for each feature. F1 is defined as the maximum value among
all features. A large value of F1 indicates that at least one
feature can well separate different classes, and is defined as:

F1 =max’ f, (@)

where d is the number of input features, and f; is the discri-
mant ratio of each feature.

Volume of overlapping region (F2) calculates the overlap-
ping region based on the product of the ratio between the
width of overlapping region and the range of values spanned
by both classes for each feature. F2 is defined as:

@ Springer

4 min ( max(x](.+)),max(xj(._))) — max ( min((x](.+))),min(xj(._)))
F2 = -

=1 max ( max()§5+)),max(x/(._))) — min ( min(x/(.+)),min(x/(._)))
3)
where x](.+) and xj(._) are the jth feature of class + and — respec-
tively, and d denotes the dimensionality of the feature space.
A dataset with a large value of F2 indicates that the overlap-
ping area of classes is large, i.e., a more difficult classifica-
tion problem.

Maximum (individual) feature efficiency (F3) is the larg-
est fraction of points lying outside the overlapping region
for each individual feature. Large value of F3 indicates that
at least one feature can discriminate most of the samples.

4.2 Measures of separability of classes

Measures of separability of classes represent the difficulty
of a classification problem by linear separability (L1 and L2)
and class boundary (N1, N2 and N3) of data.

Minimized error by linear programming (L1) is the sum
of distances of error points to the separating hyperplane of
a linear classifier, i.e., the value of the objective function in
a linear programming formulation [56]. Similarly, error rate
of linear classifier by linear programming (L2) calculates
the training error rate of the linear classifier defined in L1.

Fraction of points on class boundary (N1) relies on the
construction of a minimum spanning tree (MST) connecting
all the samples regardless of class label. It returns the ratio
of the number nodes connecting different classes to the total
number of samples in a dataset. This measure estimates the
length of the class boundary. A large value of N1 indicates
that many samples are located near the class boundary and
the shape of the class boundary is complicated.

Ratio of average intra/inter class NN distance (N2) is the
ratio of the total distance between all samples and their near-
est samples within their classes to the total distance between
all samples and their nearest samples of any other classes.
A large value of N2 indicates that the sample is close to the
sample from other class and far from the sample of its own
class, which indicates a difficult classification problem.

Error rate of 1-NN classifier (N3) is the error rate of the
nearest-neighbor classifier estimated by leave-one-out cross
validation. N3 describes how many samples are closer to the
sample from other class than the one from the same class. A
large value of N3 indicates the samples from different classes
are highly interleaved.

4.3 Measures of geometry, topology, and density
of manifolds

This kind of measures assumes that a class is constructed by
a single or multiple manifolds. These measures describe the
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class separability indirectly according to the shape, position,
and interconnectedness of manifolds.

Nonlinearity of linear classifier by linear programming
(L3) is the error rate of a linear classifier trained on the origi-
nal dataset and tested on an artificial dataset. The artificial
test set is generated by linear interpolation with random
coefficients between two samples randomly drawn from the
same class. L3 is large when the classes are interleaved.

Nonlinearity of INN classifier (N4) is the error rate of
nearest-neighbor classifier on a artificial test set generated by
the same linear interpolation adopted in L3. A large value of
N4 indicates that the data set is highly interleaved.

Fraction of points with associated adherence subsets
retained (T1) describes the shape of class manifolds with
adherence subsets. An adherence subset is a hyper-sphere
centered at each training sample and expanded until it
touches a sample from another class. 71 counts the number
of hyper-spheres required to cover each class after removing
the redundant hyper-spheres lying completely in other hyper-
spheres. A large value of T'1 represents that the samples of
different classes are close to each other, i.e., the shape of the
decision boundary is complicated.

Average number of points per dimension (T2) is the ratio
of the number of samples to the number of features. This
measure is not adopted in this paper since neither the num-
ber of samples nor the number of features is changed in label
flip attack.

5 lllustration on the change of geometrical
characteristics by causative attacks
via a toy example

The training samples are manipulated to mislead the learn-
ing of a classifier in a causative attack. This causes an
untainted and tainted training set having different geo-
metrical characteristics [8, 11], which can be captured by
data complexity measures. We use a simple toy example to
illustrate how the geometrical characteristics change due
to a causative attack, and also how the data complexity
measures capture the change.

An artificial two-dimensional dataset containing 200 sam-
ples for each of two classes is generated. The samples of the
classes follow a Gaussian distribution with different means
(uy =1{04,05}, p_=1{0.8,0.5}) and the same standard
deviation (o, = o_ = 0.1). The untainted dataset is shown
in Fig. 1(a). The decision hyperplane of a SVM with linear
kernel and C = 1is illustrated by the solid line. 10% samples
of the untainted dataset are attacked by the causative label
flip attacks, including rand, near, far, far-rotate and maxErr
separately, shown in Fig. 1(b-f). The random hyperplane
generated by far-rotate attack is marked by a dotted line
in (e). Tainted samples are highlighted with a black circle.

The geometrical characteristics of a tainted dataset
attacked by rand are obviously different from those of

X . +
: X X :
0.7 KR X
X POXx +
X g X 8 % ]
06} X% % )%?&*()T o -
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(a) Untaiﬁted data

06 08
(e) Far-rotate

Fig. 1 The artificial datasets in absence of an attack and with different causative label flip attacks
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an untainted one since there are some samples spanning
over the region of the other class, shown in Fig. 1b. Thus
rand attack should be easily recognized by using the data
complexity measures based on overlapping region, e.g.,
F2 and F3, as it significantly increases the overlap region
between two classes. Fig. 1c shows that all the attack
points by near attack are located near the decision bound-
ary. Since this attack complicates the boundary between
two classes, the data complexity measures describing the
complexity of a class boundary, e.g., N1, can detect near
attack. The attacked samples by far attack are far away
from the decision hyperplane as shown in Fig. 1d. The
classes are interleaved after the attack. The classification
error of linear interpolation usually increases dramati-
cally. L3 and N4 should be useful for detecting this kind of
attack. Similar to far attack, far-rotate attack also prefers
to flip the labels of samples which are far away from the
decision hyperplane. L3 and N4 should also be suitable
for detecting this kind of attack. All samples in a bottom
left corner are attacked in MaxErr. This maximizes the
classification error of the SVM trained by using the tainted
training data on untainted test data. Generally, MaxErr
attack makes the class boundary more complicated. It may
be captured by the complexity measures describing the
geometrical characteristics of class boundary, e.g., N1 and
T1. This toy example shows that some specific geometrical
characteristics are yielded by different causative attacks,
which provide some clues to distinguish contaminated
datasets from untainted ones.

The changes of the geometrical characteristics are quan-
tified by the data complexity measures. The results are
shown in Table 1. Ax is defined as Eq. (4) to measure the
difference of data complexity measures between untainted
dataset (x) and its tainted dataset (x’) using #,-norm.

d
1 R~
=G 2= G 2 @

To avoid domination, all values of a feature are normalized
by the difference between its upper bound (ub) and lower
bound (Ib). As the upper bounds of F1, L1 and N2 are infi-
nite, we set their upper bounds as 10, 1 and 1 respectively in
this example to obtain meaningful values of Ax. As shown
in Table 1, the change of geometrical characteristics can
be captured by data complexity measures efficiently, i.e.,
Ax is above 0.18 for different causative attacks except for
near attack (the range of Ax is from 0 to 1). As described in
[35], a classification problem is simple as long as there is a
discriminating feature. Thus the maximum value of Ax; for
each attack is also shown in the last row of Table 1. The
maximum Ax; for each causative attack is over 0.25, which
indicates the existence of at least one data complexity meas-
ure which can successfully distinguish between untainted
and tainted dataset.

This toy example shows that geometrical characteristics
of a dataset are changed after a causative label flip attack.
Moreover, the change on characteristics can be quantified
by data complexity measures efficiently. Therefore, the
untainted and tainted datasets should locate differently in the
space combined by data complexity measures. As a result,
causative label flip attack can be detected by using data com-
plexity measures.

6 Proposed methods

In this study, we focus on the causative-availability-indis-
criminate attack which aims to increase the generalization
error of a classifier by flipping the label of the training sam-
ples. These attacks usually yield some specific geometrical

Table 1 Data complexity

o Measure Range Untainted data Rand Near Far Far-rotate MaxErr

measures of the artificial dataset

in absence of an attack and with [0,inf) 8.66 2.25 6.15 0.94 0.99 2.68

difevent causative fabel flip P2 [0,1] 0.14 074 017 065 074 0.39
F3 [0,1] 0.90 0.05 0.86 0.09 0.04 0.43
L1 [0,inf) 0.37 0.53 0.40 0.64 0.61 0.53
L2 [0,1] 0.02 0.11 0.08 0.17 0.13 0.12
L3 [0,1] 0.01 0.09 0.04 0.15 0.15 0.11
N1 [0,1] 0.05 0.29 0.09 0.11 0.10 0.08
N2 [0,inf) 0.11 0.51 0.14 0.20 0.18 0.14
N3 [0,1] 0.03 0.20 0.05 0.06 0.05 0.05
N4 [0,1] 0.01 0.15 0.05 0.11 0.12 0.06
T1 [0,1] 0.46 0.91 0.55 0.67 0.67 0.60
Ax [0,1] / 0.35 0.06 0.29 0.29 0.18
max(Ax;) [0,1] / 0.85 0.25 0.81 0.86 0.60
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characteristics to a dataset, discussed in Sect. 5. We capture
these specific characteristics from a number of untainted
and attacked datasets by different data complexity meas-
ures, aiming to determine whether an unseen training set
is contaminated or not. In this section, we first propose a
causative detection method (CAD) based on data complex-
ity measures. Then we construct a simple two-step secure
classification model to illustrate the importance of causative
attack detection in a situation where we have no knowledge
on whether the training data is contaminated or not.

6.1 Formulation for causative attack detection

The problem formulation of the causative attack detection
based on data complexity measures is devised in this sec-

tion. We let a sample xP = {x;,X5,...,x,} be a dataset and
x; be its geometrical characteristic quantified by a data com-
plexity measure where i = 1,2, ...,d. 2 is the input space

composed by data complexity measures and .2 C R?, i.e.,
xPe 2.

As we aim to determine whether the causative attack is
presented in the given dataset, the detection problem can be
formulated as a 2-class problem. For the 2-class problem,
a class label yP € %, = {—1,+1} is assigned to each x. If
X contains the causative attack, y = +1; otherwise, y = —1.

Let D = {(x?,y?)}’_, be the training set with n samples
drawn independently and identically distributed from a joint
distribution P 4.4 . The classification function trained on D
is defined as f : 2"+~ % . The objective is to increase the
accuracy of f on classifying whether the causative attack is
presented in a given dataset (X).

Figure 2 shows the architecture of the proposed causa-
tive attack detection. A number of untainted datasets are
collected firstly. The contaminated datasets are prepared by
adding simulated attack to the collection of datasets. The

Fig.2 Architecture of the pro-
posed causative attack detection

Untainted

Datasets

Contaminated
Datasets

B

features of untainted and contaminated samples are prepared
by extracting data complexity measures from untainted and
contaminated datasets. The label indicates whether the data-
set is attacked (+1) or not (-1). Finally, a 2-class classifier is
trained to detect whether a new dataset is contaminated. It
should be noted that contaminated datasets are distinguished
from the untainted ones according to geometrical character-
istics measured by data complexity measures, but not only
how complex it is. Thus, a complex dataset may not neces-
sarily be classified as attacked by the classifier.

6.2 Two-step secure classification model

Since most countermeasures of causative attack, i.e., robust
learning and data sanitization, sacrifice the generalization
ability to gain the security of a classifier [12], we shall well
study a collected dataset before applying these countermeas-
ures. A simple two-step secure classification model is pro-
posed to illustrate how the proposed causative attack detec-
tion improves the robustness of learning.

The proposed model contains two steps: causative attack
detection and classifier training. The proposed causative
attack method as described in Sect. 6.1 is firstly applied
to determine whether a given dataset is contaminated. If
the dataset is contaminated, a robust learning algorithm,
which increases both generalization ability and robustness
of a classifier, will used; otherwise, a traditional one, which
focuses on generalization ability, will be chosen. The archi-
tecture of the two-step secure classification model is shown
in Fig. 3. Ensembles of decision trees (EDTs) is used as
a classifier in our system since it is able to deal with the
input features with different ranges. As shown in Table 1,
the ranges of different complexity measures vary a lot. This
model is expected to perform better than both traditional and

— — — — —

—r——

o -
J

Untainted Samples

— — — — —

Attackted Samples
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Untainted

e

Tainted

Step 1

Step 2

Fig.3 Architecture of the proposed two-step secure classification
model

robust learning algorithms with and without the existence
of an adversary since a collected dataset is analyzed firstly.

7 Experiments

The proposed causative attack detection method using 11
data complexity measures mentioned in Sect. 4 is evaluated
experimentally in this section. The five well known causa-
tive label flip attacks including rand, near, far, far-rotate
and maxErr described in Sect. 3 are studied in the experi-
ments. Sect. 7.1 shows the performances of detection of
different causative attacks with different attack strengths.
The performance of a two-step secure system composed of
causative attack detection and classifier training is measured
with five security-related datasets in Sect. 7.2. The distribu-
tions of the untainted datasets and the datasets with different
kinds of causative attacks are illustrated visually and the
discriminating ability of each data complexity measure is
analyzed in Sect. 7.3.

7.1 Causative label flip attack detection based
on data complexity measures

The causative attack detection based on data complexity
measures is evaluated experimentally in this section. The
causative attack detection is formulated as a 2-class clas-
sification problem, which determines whether a dataset is
attacked.

According to the problem formulation discussed in Sect.
6.1, we would like to detect the causative attack based on the
difference between geometrical characteristics of untainted
and tainted datasets. Therefore, a set of datasets will be pre-
pared for learning. 70 two- and multi-class datasets with a
wide range of variety are selected from the UCI Machine
Learning Repository [3] and KEEL-dataset Repository [2]
(see Appendix A).

@ Springer

The 70 datasets are randomly split into a training (Dg’)
and a test set (Dgs). Similar to previous works [35, 41],
multi-class datasets in D™ and D™ are then divided into
two-class datasets by considering each pair of classes as an
individual classification problem respectively. Only a two-
class problem is investigated since it is the common for-
mulation in security problems in which only the legitimate
and malicious classes are considered. As a result, Dg’ U D?
contains 384 untainted two-class datasets. Tainted training
and test sets (D" and D:f’l.) are generated by contami-
nating Dg’ and Dgs separately according to the attack m
(i.e., rand, near, far, far-rotate and maxErr) with i% attack
strength, where i = 2.5,5,7.5, ... 20.

The causative attack detection is considered in three
scenarios characterized by different levels of the defend-
er’s knowledge on the attack. In Perfect Knowledge sce-
nario, we assume that the defender has perfect knowledge
of the type of attack and the attack strength. A classifier is
trained for each type of causative attack with each attack
strength. The training set is combined by Dg’ (y=-1
and DZJ (y = +1). In Partial Knowledge scenario, the
defender knows the type of attack but has no knowledge
on the attack strength. A classifier is trained for each type
of causative attack with the combination of different attack
strengths. Thus the training set consists of the untainted
samples (Dg’) and the tainted samples attacked by a spe-
cific attack m (D;’). No Knowledge scenario, in which
the defender has no knowledge of the attack type and the
attack strength, is the worst case for the defender. Only one
classifier is trained on a dataset containing different types
of attacks with different attack strengths. As a result, the
training set contains the untainted samples Dg’ (y=-1)
and the tainted samples with different types of attack and
strength DT (y = +1).

The number of the positive samples is much larger than
the negative samples in the second and the last scenarios.
To avoid an imbalance problem, a subset is randomly
selected from each attack set to form the positive class
in order to maintain the same ratio between the positive
and the negative samples. The test set, which contains Dg’
(y=-1)and DWT:J. (y = +1) for any m and i, is the same for
all scenarios. As the ranges of data complexity measures
vary a lot, we use ensembles of Decision Trees (EDTs)
which are in general to any monotonic scaling of the fea-
tures, i.e., EDTs are able to handle features in their origi-
nal forms. In each experiment, the test set is Dge U Df;ii.
The number of decision trees is set to 100. Each experi-
ment is repeated 30 times independently.

The experimental results are illustrated in Fig. 4. The
causative attack detection using data complexity measures
shows satisfying performance. The detection accuracies of
causative attacks are higher than 82%, 80% and 75% for
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Fig.4 Detection accuracy of different causative attacks with different attack strengths

Perfect Knowledge, Partial Knowledge and No Knowledge
scenarios respectively, even though the attack strength
is only 5%. When the attack strength is 15%, the detec-
tion accuracies of Perfect Knowledge, Partial Knowledge
and No Knowledge scenarios increase to 84%, 82% and
80% respectively. Then the accuracies remain constant or
fluctuate slightly in most cases when the attack strength
increases from 15% to 22%.

The accuracies are the highest in Perfect Knowledge sce-
nario and the lowest in No Knowledge scenario among all
cases. This is because in Perfect Knowledge scenario we
assume that the defender knows exactly the type of attack
as well as its parameters. A classifier trained for this par-
ticular attack setting is chosen for detection. Differently, no
information is obtained in No Knowledge scenario. Only
one classifier is trained to detect all kinds of attacks. Since
classifying all kinds of attack is more complicated than clas-
sifying a specific one, the accuracies of our proposed model
in Perfect Knowledge scenario is obviously higher than the
ones in No Knowledge scenario. However, the average accu-
racy of the classifier in No Knowledge scenario still achieves
80.61%. It confirms the data complexity measures are useful
for causative label flip attack detection.

As described in [35], since the distributions of data with
random noise and the real world data are obviously different

in the data complexity space, the average accuracy of rand
attack detection is 86.06%, which is the highest among all
kinds of attacks. The average detection accuracies of far
(85.02 %) and far-rotate (83.84%) are similar since both of
these attack strategies prefer to attack the samples which
are far away from the decision hyperplane. Near (82.10%)
and maxErr attacks (80.48%) are difficult to be detected.
The reason might be that these attacks do not significantly
introduce special characteristics which seldomly appear in
untainted datasets. MaxErr attack is the most difficult to be
detected (80.48%). The reason might be that maxErr does
not significantly introduce special characteristics to a data-
set, i.e., the values of data complexity measures are similar,
as shown in Sect. 7.3.

7.2 A two-step secure system

This section aims to demonstrate the essentiality of the pro-
posed two-step secure classification method. In this experi-
ment, we assume that the defender has Perfect Knowledge
defined in last section, i.e., the attack type and strength
have been known. MaxErr, which is one of the most repre-
sentative label flip attack, is used. Its attack strength is 10%
which is a common setting in a causative attack [12, 63].
Five security-related datasets, including Steghide, MB1, F5,
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PDF and Spam, are used. Steghide, MB1 and F5 are datasets
of steganalysis [32], while PDF and Spam are datasets of
malware detection and spam filtering. More details of these
datasets are given in [16].

For the first step of the proposed model, the training set
of the proposed causative attack detection is prepared as fol-
lows. Data complexity measures of the 384 untainted data-
sets described in Sect. 7.1, and also 384 contaminated data-
sets generated by introducing MaxErr attack with 10% attack
strength to these untainted datasets are extracted to generate
a training set. EDTs with 100 trees are trained to classify
whether a dataset is contaminated. It should be noted that
five security-related datasets are not used in the first step.

A traditional SVM [22] and a robust SVM with kernel
matrix correction proposed in [12] are used in untainted and
contaminated situation in the second step of our model. For
each of the five security-related datasets, 50% of the data are
randomly chosen for training while the rest is used as a test
set. We generate contaminated training set with the same
attack setting in the first step. For the untainted and contami-
nated training set, we firstly detect whether it is attacked by
the EDTs trained in the first step. If the output of EDTs is
+1 (i.e., attacked), we will use a robust SVM, otherwise a
traditional SVM will be used. Parameters of the SVM are
determinated by an 5-fold cross-validation to maximize the
classification accuracy. The parameter u in the robust SVM
[12] is set to 0.1. Each experiment is carried out 10 times
independently.

Experimental results are described in Table 2. The robust
SVM has worse performance than the traditional one when
the training set is untained, especially for Steghide and
MBI, in which the robust SVM is 5% less accurate. This
confirms that robust learning should only be used when a
dataset is contaminated by the causative attack. On the other
hand, when the training set is contaminated, although per-
formances of all methods drop, the accuracy of the robust
SVM is much higher than the traditional SVM. It explains
why causative attack detection should be carried out before
choosing the learning method.

We also show the accuracy of the causative detection
(see the last column in Table 2) in Step 1. Performance of
our proposed 2-step classification model is closely related
to the accuracy of its causative attack detection as it deter-
minates which classifier to be used. 100% accuracy of CAD
means that we can correctly recognize whether the training
set is contaminated all the times.. When the causative attack
detection is 100% accurate, the proposed model achieves
the same accuracy as the traditional SVM without attack
and the robust SVM with attack. The accuracy of the 2-step
classification model drops with the decrease of accuracy
of causative attack detection. For example, the accuracy of
CAD is only 70% in Steghide with attack, the 2-step clas-
sification model is less accurate than the robust SVM. Our
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Table 2 Classification accuracies (%) of traditional SVM, robust
SVM, the proposed 2-step classification model (Proposed Model),
and also the proposed causative attack detection method (CAD) on
different security datasets with and without causative attack

Dataset  Training set SVM Robust SVM Proposed CAD
model

Steghide Untainted  97.94 92.72 97.94 100.00
tainted 86.80 90.64 89.40 70.00
Average 92.37 91.68 93.67 85.00

MBI Untainted  95.92 89.74 95.92 100.00
tainted 86.12 89.36 89.36 100.00
Average 91.02 89.55 92.64 100.00

F5 Untainted  92.22 90.78 92.22 100.00
tainted 83.12 91.20 91.08 90.00
Average 87.67 90.99 91.65 95.00

PDF Untainted  98.88 98.87 98.88 100.00
tainted 87.9 9345 93.45 100.00
Average 93.39 96.16 96.17 100.00

Spam Untainted  99.36 99.26 99.36 100.00
tainted 88.42 94.50 94.50 100.00
Average 93.89 96.88 96.93 100.00

Bold values indicate the highest ones among SVM, robust SVM and
proposed model

method achieves the highest average accuracy in all data-
sets. It suggests that our method perform better than the
traditional SVM and the robust SVM in general, i.e., the
proposed causative attack detection is able to improve the
robustness of learning.

7.3 Discriminating ability of the data complexity
measure on causative label flip attack detection

The distributions of untainted datasets and the datasets with
different causative attacks are illustrated. Each of 384 data-
sets in D, described in APPENDIX A is attacked according
to rand, near, far, far-rotate and maxErr to form the sets
of tainted datasets, denoted by D, ;> Dyears Dyyrs Doy
and Dy, .. respectively. The attack strength is set to 10%,
which is a common setting in a study of the causative attack
[12, 63]. 11 data complexity measures are calculated for
each dataset. The probability density function (PDF) esti-
mated based on a normal kernel function of each set on each
data complexity individually is plotted in Fig. 5.

Larger values of complexity measures, except for F'1 and
F3, indicate that the classification problem is more difficult.
As shown in Fig. 5, the distributions of attacked sets are
located on the right of the untainted set and also their means
are larger than the ones of the untainted set, except for F'1
and F3. This indicates that causative attacks increase the
difficulty of a classification problem in general.
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plexity measures

The overlap of distributions of untainted sets (denoted
by the black dotted lines) and tainted sets (denoted by the
colored solid lines) is small in some data complexity meas-
ures, e.g., L2, L3, N1 and N4. This means that a dataset in
the absence of an attack can be distinguished from tainted
datasets efficiently using those data complexity measures.
By contrast, the distributions of untainted and tainted sets
overlap significantly using L1 and N2, i.e., these two meas-
ures are less useful to detect causative attacks individually.
Although no single data complexity measure can perfectly
distinguish the untainted from the tainted sets, the detection
accuracy can be increased by combining all data complexity
measures. This confirms the underlying rationality of the
proposed causative attack detection based on data complex-
ity measures.

We follow the the definition of discriminating ability,
which is quantified by using the Fisher’s discriminant ratio,
in previous studies [23, 35, 43] in order to analyze the rel-
evance of a data complexity measure to causative attack
detection. Fisher’s discriminant ratio calculates the ratio
between the square of the difference between the centers
of two classes and the summation of the variance of each
class. Larger value of Fisher’s discriminant ratio indicates
larger discriminating ability. Fisher’s discriminant ratio of
a set combined with D and one of the attacked sets (i.e.,
D,unas Dyears Diars Dinaxirr @0 Dy 1) Tor a data complex-
ity measure is shown in Table 3. The rank of data complexity

Table 3 The discriminating ability of different data complexity (DC)
measures for causative attack detection

DC Rand Near Far Far-rotate  MaxErr
Fi 0.099 (11) 0.049(9) 0.109 (11) 0.095(11) 0.038 (9)
F2 3.718(5) 0307 (7) 1.112(3) 0.628(4) 0.059 (6)
F3 1.589(6) 0.454(¢4) 0915@) 0.726(3) 0.161 (4)
LI 0.101 (10) 0.003 (11) 0.199 (10) 0.194 (10) 0.028 (10)
L2 0.855(7) 0.188(8) 1.189(2) 1.039(2) 0.053(7)
L3 0.404 (9) 0.018 (10) 0.684 (5) 0.408(5) 0.004 (11)
NI 5442 (2) 1.000(2) 0.631(6) 0.355(7) 0.208 (2)
N2 5.079(3) 0458((3) 0.4918) 027109 0.106 (5)
N3 6.596 (1) 1.013(1) 0.509(7) 0.279(8) 0.195(3)
N4 3917@4) 0383(5) 2.573(1) 1.591(1) 0.050(8)
Ti 0411 (8) 0.370(6) 0.382(9) 0373(6) 0.315(1)
Mean 2.564 0.386 0.799 0.542 0.111

measures according to the discriminating ability is shown in
the parentheses (rank 1 indicates the highest discriminating
ability).

A dataset with rand attack is easy to be distinguished
from an untainted one in general as the average Fisher’s dis-
criminant ratios for all data complexity measures are high.
Data complexity measures with a ratio larger than 1 are
N3, N1, N2, N4, F2 and F3 in a descending order. As the
attacked samples are selected randomly, they are similar to
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the random noise. N1, N2, N3 and N4 describe the separabil-
ity of classes based on the nearest neighbor measure which is
noise sensitive [1, 48]. F2 and F3 are sensitive to noise sam-
ples as they can significantly change the overlapping region.

N3 and N1 have the highest discriminating ability to sepa-
rate a dataset attacked by near attack from the untainted
one. N1 describes the fraction of points with the nearest
samples not in the same class, while N3 measures the size
of the gap between two classes which is measured by the
Euclidean distance between the closest samples from two
classes. Since the labels of samples closest to a decision
boundary are flipped, the width of the decision boundary
will decrease. It explains why near attack can be captured
by N1 and N3 efficiently.

N4, L2, F2, F3 and L3 are discriminating for far attack.
Far increases the error rate of a classifier on the dataset gen-
erated by linear interpolation significantly, which are meas-
ured by N4 and L3. L2 is also good for detecting far attack
since it causes the classes interleaving which increases the
error of a linear classifier. Flipping the labels of samples
which are the furthest to the decision hyperplane signifi-
cantly increases the size of the overlapping region of differ-
ent classes. Thus F2 and F3, which calculate the overlap-
ping region of tainted datasets attacked by far are obviously
different from those of untainted ones. As discussed before,
the behavior of far-rotate is similar to far. The ranks of far
and far-rotate are similar, so N4, L2, F3, F2 and L3 also
have good performances in discriminating far-rotate attack.

The ratios of data complexity measures are relatively
smaller for classifying the maxErr attack. Three largest
values are 0.315 (T'1), 0.208 (N1) and 0.195 (N3). As the
complexity of the class boundary increases after the maxErr
attack, N1, T1 and N3 describing the geometrical character-
istic of class boundary are most discriminating.

The experimental results show that distributions of data
complexity measures for the untainted and the contaminated
datasets are different. This confirms that the influence of
the label flip attack on a dataset can be captured by data
complexity measures. The data complexity measure provides
useful information for label flip attack detection.

8 Conclusion and future studies

Causative attack detection is an essential issue in adversarial
learning as most countermeasures usually increase the secu-
rity by sacrificing the generalization ability. To the best of
our knowledge, the issue of causative attack detection has
not been deeply investigated. Although some existing meth-
ods may be related, only using the information provided by
the samples collected from a classification problem is not
enough to detect whether the dataset contains a causative
attack.
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Inspired by the observation that characteristics of a
dataset are changed by a causative attack, we investigate
the geometrical nature of untainted and tainted datasets by
using the data complexity measure. The five well-known
label flip attacks including random label flip, nearest-first
label flip, furthest-first label flip, advanced adversarial label
flips are studied. By formulating a dataset as a sample in
an input space composed by 11 data complexity measures,
distributions of untainted and tainted datasets with differ-
ent attacks are separated significantly. Moreover, the causa-
tive attack detection is formulated as a 2-class classification
problem. Ensemble of decision trees is applied as a classi-
fier. It achieves satisfying performance in three scenarios
characterized by different levels of the defender’s knowledge
on the attack. A two-step secure classification model is also
implemented to illustrate the importance and necessity of
the causative attack detection before training a classifier.

One possible extension of this work is related to the
detection of causative attacks with feature noise. The situ-
ation is quite different from the label flip attack, since the
geometrical nature of a dataset is changed slightly by the
attack with feature noise, the detection may be more difficult.
Considering defense-awareness causative attack is another
meaningful study. Difficulty of the detection is expected to
increase since the contaminated datasets will be much more
similar to the untainted ones when a defense mechanism is
considered in the attack. More features or an advanced clas-
sifier may be considered. However, most existing causative
label flips attacks only focus on the attack performance but
not the concealment. No defense-awareness causative label
flips attack can be found in the literature. Thus, we would
leave this to the future work.
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Dataset used in the experiments

Total 70 2-class and multi-class datasets with a wide
range of variety are selected from UCI Machine Learn-
ing Repository [3] and KEEL-dataset Repository [2] are
as follows: ala, australian, banana shape, banana subset,
card, circular, diabetes, fourclass, german numer, hepati-
tis, highleyman, ionosphere, krvskp, liver-disorders, pima,
promoters, sonar, splice, tic-tac-toe, two spirals, vote, bal-
ance, dna, gene, horse, iris, post-op, wine, hypo, lymph,
vehicle, anneal, page-blocks, autos, dermatology, glass,
satimage, segment, oo, ecoli, pendigits, poker, car, mush-
room, spambase, bands, yeast, cleveland, contraceptive,
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wisconsin, dermatology, ecoli, wdbc, haberman, hayes-
roth, hepatitis, housevotes, titanic, mammographic, mar-
keting, monk-2, newthyroid, texture, optdigits, page-
blocks, penbased, phoneme, tae, ring, and saheart.
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