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Although decision trees have been widely applied to different security related applications, their
security has not been investigated extensively in an adversarial environment. This work aims to study
the robustness of classical decision tree (DT) and Fuzzy decision tree (FDT) under evasion attack that
manipulate the features in order to mislead the decision of a classifier. To the best of our knowledge,
existing attack methods cannot be applied to DT due to non-differentiation of its decision function.
This is the first attack model designed for both DT and FDT. Our model quantifies the influence
of changing a feature on the decision. The effectiveness of our method is compared with Papernot
(PPNT) and Robustness Verification of Tree-based Models (RVTM), which are state-of-the-art attack
methods for DT, and the attack methods employing surrogate and Generative Adversarial Network
(GAN) methods. The experimental results suggest that the fuzzifying process increases the robustness
of DT. Moreover, FDT with more membership functions is more vulnerable since a smaller number of
features is usually used. This study fills the gap of examining the security issue of fuzzy systems in an
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1. Introduction

Machine learning has widespread applications, e.g.image
recognition [1], speech recognition [2], spam [3] and malware
detection [4], due to its excellent performance. However, some
recent studies report that many machine learning techniques are
vulnerable in an adversarial environment [5-9] in which samples
are deliberately manipulated by an adversary in order to mislead
the machine learning systems, for example, malware detection
and spam filtering [10-12]. The performance of machine learning
methods may drop significantly under an adversarial attack since
the similarity assumption on the distribution of training and
test samples is violated [12-14]. This vulnerability of machine
learning raises public security concerns [15].

There are a number of studies focusing on the robustness
of machine learning algorithms in an adversarial environment.
The vulnerability is identified by proposing attack strategies to
manipulate the samples in the training and test processes, i.e.
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poisoning [13] and evasion attack [12]. On the other hand, many
methods have been proposed to increase the robustness of a
learning algorithm against adversarial attack. For example, sus-
pected attack samples are removed before training in data sani-
tization [ 16-18]; robust features are selected to increase the cost
of attack [19]; and the robustness is considered in the learning
objective in robust learning models [20,21]. A few studies find
that the robustness of a model can be improved by increasing the
model complexity [22,23], as well as the transferability of attack
samples [24].

Although fuzzy systems are among the most popular machine
learning techniques, to the best of our knowledge, the vulner-
ability of a fuzzy system has not been investigated in depth.
This study attempts to investigate whether and how fuzzifying
a system affects its robustness against evasion attack in an ad-
versarial environment. Classical and Fuzzy Decision Trees (DT
and FDT) are the focus of this paper due to their popularity
in broad applications, e.g.multi-agent systems [25], natural lan-
guage process processing [26], diagnosis systems [27], malware
detection [28,29], network intrusion detection [30] and spam
filtering [31]. A fair comparison on the robustness of DT and FDT
requires a general evasion attack which is able to attack both DT
and FDT. However, existing evasion attack methods [24,32] are
specifically designed for DT and they are difficult to be extended
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for FDT. As a result, an evasion attack strategy which can attack
both DT and FDT is first proposed in Section 3 for the discussion
on the vulnerability of DT and FDT.

Furthermore, the robustness of DT and FDT against evasion
attack is investigated experimentally in Section 4. Our proposed
method is compared with Robustness Verification of Tree-based
Models (RVTM) [32] and Papernot (PPNT) [24], which are state-
of-the-art attack methods designed for DT, utilizing a surrogate
model and Generative Adversarial Network (GAN). The fuzzifi-
cation, ie.the number of fuzzy membership functions and the
robustness of FDT is also discussed. The results confirm that
FDT is more robust than DT under evasion attack with the same
ability. Using more fuzzy membership functions will increase
the accuracy of FDT in an untainted environment, but it also
reduces the robustness in general because the decision of FDT
with more fuzzy membership functions consider fewer features.
These findings are consistent with the ones reported in [22,23],
which show that a more complicated system is usually more
robust than a simple one. Finally, the conclusion and future work
are discussed in Section 5.

2. Background

In this section, we first introduce the concept of adversarial
attack and discuss the decision tree learning approach in deal-
ing with uncertainty. Then we present some related works in
adversarial learning and decision tree.

2.1. Adversarial evasion attack

An adversary may manipulate the data in order to mislead
the decision of a machine learning system in a security related
application, e.g.spam filtering and malware detection [3-5]. How-
ever, standard machine learning methods (implicitly) assume that
the training and test data follow the same (or similar) distribu-
tion [7,8]. As the design of these methods does not consider the
existence of an adversary, any slight change on the data may
significantly downgrade the performance of a machine learning
system [6,10-12,33].

According to the taxonomy in [34], adversarial attack can
be categorized in three aspects: attack influence, security vio-
lation and attack specificity. Attack influence includes poisoning
(causative) and evasion (exploratory) attack. Poisoning attack [13,
35] contaminates the training data to corrupt the learning process
while the test data is manipulated to mislead the system in eva-
sion attack [12,36-38]. Integrity, availability and privacy violation
are three types of security violation. Integrity violation focuses on
misclassifying a malicious sample as a benign one. Availability
violation means reducing the overall accuracy of a system. Privacy
violation refers to the leaking of protected information. Attack
specificity defines whether an attack focuses on a target group
(i.e.targeted attack) or not (i.e.indiscriminate attack).

The attack scenario discussed in this paper falls into an
indiscriminate-availability-evasion attack, in which an adversary
manipulates test data to evade the detection of a system. It is
one of the most common adversarial attack in many applications,
e.g.crafting adversarial samples against Deep Neural Network
(DNN) [39-41] and spam filtering [12]. The evasion attack is
formulated as an optimization problem [12,19] as follows:

X* = argmin d(x, X)

s.t. f(x) # f(X),
where d is a function which measures the distance between the
original sample x and its attacked sample X, and f : X — Y is a

classifier which outputs the class label of x. The goal of problem
(1) is to change the decision of f by crafting x with the minimum

(1)
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manipulation. Commonly used distance functions include L, L,
and Ly, [42].

Most of existing evasion attack methods target on a classifier
with a continuous output, e.g.DNN [12,41,43], Support Vector Ma-
chine (SVM) [12,14], and Linear Discriminant classifier [12,39,44].
An adversarial sample is crafted by differentiating the output
value with respect to the input [12]. These methods cannot be
applied directly to a label-output classifier, e.g., DT.

An attack algorithm, PPNT, is designed against DT [24]. Given
the structure of the targeted DT, the attack aims to mislead the DT
to classify a targeted sample to the leaf node with a different class
near the node of the original prediction by modifying features
of the sample. RVTM [32] proposes an attack method to a single
and ensemble DT with small perturbation. However, both attack
methods may not generalize from DT to FDT due to the difference
between the decision strategy of DT and FDT. DT only relies on
one path from the root to a leaf node in making a decision, while
FDT may consider more than one path. A general attack method
which uses a surrogate [45] or GAN models [46,47] is used to
attack DT. This kind of methods learns a targeted classifier from
its label [46] and continuous-valued outputs [48] on a number
of queries. This method crafts attack samples based on a differ-
entiable function which approximates a targeted classifier by a
number of queries. However, the attack may not be efficient if
the approximation is not satisfied. Another type of evasion attack
method [49] does not require any knowledge of the targeted
classifier, but assumes that the decision of a classifier on a sample
can be queried. The attack sample is crafted by querying the
revised samples iteratively. The drawback of this attack method
is its time complexity due to the huge number of trials.

2.2. Classical and Fuzzy Decision Tree

DT divides a dataset into smaller disjoint subsets based on
feature values iteratively until all samples in each small set be-
long to the same class. Since DT can be used to visually and
explicitly represent decisions and decision making, it has been
used widely in many applications, e.g.malware detection [28,29],
network intrusion detection [30] and spam filtering [31]. This
study chooses Iterative Dichotomiser 3 (ID3) [50], Fuzzy ID3 [27],
and Yuan and Shaw’s Fuzzy decision tree algorithm proposed
in [51] as representatives of DT and FDT respectively due to their
satisfactory performance.

2.2.1. ID3 Decision Tree

The main idea behind ID3 is to separate a set of samples into
disjoint subsets according to the feature yielding the maximum
information gain (IG). Each x in a given dataset 2 contains n

features, X = {xi,...,x,}. The feature x; contains e linguistic
values, i.e.S(x;)) = {xj], .. .,x;'}. x belongs to the class y, where
y = 1,2,...,c and c is the total number of classes. IG of all
candidate features are calculated by (2).
L2l
D ) — 2"\ _ . Dy
I(2,%)=E2)= Y o) )

v=1
where 2}y in2" represents a set containing samples in which x; is

equal to )éj“, |-| denotes the cardinality of a set, and E(.2") denotes
the entropy defined as follows:

E(2)=)_ =Py logyP, (3)
k=1

where Py is the proportion of samples in the class k, b denotes
the base number of the logarithmic function. b = 2 is commonly
used in information theory. If x; is continuous-valued, IG can be
calculated after discretization [52].
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2 is divided into smaller disjoint subsets according to differ-
ent values of the feature with the maximum IG. This procedure is
applied to each subset again until all samples in each set belong
to a single class or all features have been examined.

A sample is classified through a top-down traversal of the
decision tree starting at the root node. A branch is chosen at
each node according to its feature values until reaching a leaf
node representing a class to which the sample belongs. ID3 has
been applied to many applications, e.g.Fraud detection [53] and
Network Intrusion Detection [54], due to its superior performance
and ease of interpretation.

2.2.2. Fuzzy decision tree

In reality, a concept may not be crisp, e.g.the vagueness and
ambiguity in human thinking and perception [51]. From this point
of view, the concept of partial truth cannot be represented by
Boolean logic. Fuzzy logic is the extension of Boolean logic, which
represents a continuous truth value between 0 and 1. Fuzzy DT
is one of the applications of fuzzy logic, which enables DT to
deal with imprecise knowledge [55]. Given a fuzzy dataset, each
linguistic term xj” is represented by a fuzzy set “%j“ =(Z, ijv),
where ,ux]_v(x) is a membership value indicating the degree of x; to
x;. A crisp dataset should first be fuzzified according to a mem-
bership function, such as trapezoid-shaped or triangle-shaped
functions, before using FDT.

A number of FDT algorithms can be found in the literature.
Two heuristics for constructing FDTs similar to ID3 are adopted
to have a fair comparison with DT in this study. Fuzzy ID3
(FID3) [27] is considered since IG is used as the feature selection
criterion in both FID3 and ID3. On the other hand, the FDT
proposed by Yuan and Shaw (YST) [51] only classifies a sample
based on one decision rule, which is similar to ID3.

FID3 [27] is extended from ID3 [50]. Same as ID3, IG, defined
as (2), is used as the criterion of feature selection. The cardinality
of the fuzzy set, ,%jv is computed by (4).

|23l =) pap(x) (4)
xe

In contrast with ID3, the leaf node of FID3 represents each
class with the possibility calculated by the proportion of data
with respect to the class. When classifying a test sample, multiple
paths from the root to each leaf node are considered. A node
and its branch represent x; and its membership function. For
each path from the root to a left node, the output product of
all fuzzy membership functions on the path multiplies with the
class possibility vector of the leaf node. The class with the largest
summation of membership values is chosen for classifying the
test sample, i.e.the test sample is classified into the class with the
highest overall membership value.

The average ambiguity is used as the feature selection criterion
in YST. For feature x;, the average ambiguity is the weight of the
ambiguity of its linguistic values:

t
G(xj) = Z Pju 'ng” (5)
v=1

where P, represents the proportion of samples whose feature x;
is x}.’, and & denotes the ambiguity of x}’ defined as follows:

c

_ k k+1
gy = > (= 7k Ink (6)
k=1
pk
where 7f¥ = ——J __ measures the possibility of classifying
Jv MaXre1,2,....c Pjv

a sample to the class k under the condition of x; = x}'. Pj’f) denotes
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the proportion of samples belonging to class k. nfv“ = 0 and
7;, > 7, where s < w.

The class of an unseen sample is identified by traversing
from the root node to each leaf node of a fuzzy DT in order to
calculate the membership values of all the nodes on the path. The
minimum membership value along the path is selected for a class.
The class with the highest membership degree is chosen to label
the unseen sample.

3. Proposed evasion attack model against classical and Fuzzy
Decision Trees

The decision of DT only relies on one path between the root
and leaf nodes, which is different from a FDT. The attack meth-
ods [24,45] for DT may not be applicable to a FDT. Moreover,
these attack methods are mainly designed for Boolean values.
Therefore, in order to have a fair comparison on the robustness
of DT with FDT in an adversarial environment, a general model
of evasion attack applicable to both DT and FDT is required. This
section proposes a general evasion attack model against both DT
and FDT. The adversarial setting, framework, and time complexity
of our proposed attack will be discussed.

3.1. Adversarial setting

The adversarial setting of our proposed attack is discussed
according to the framework presented in [34], including the ad-
versarial goal, knowledge and capability.

The goal of our attack is to evade the detection of the targeted
classifiers, i.e.DT and FDT, on an attack sample. The capability of
an adversary is to manipulate any number of feature values of
the attack sample. Modification on an attack sample is bounded
by dmgx the maximum distance between the original sample and
its attack sample. Perfect and limited knowledge are considered:
all the information, including the feature space, structure and all
parameters of the target classifier, is obtained in perfect knowl-
edge (PK), while only the feature space is known in the setting
of limited knowledge (LK). A surrogate model is trained by us-
ing samples with the label information queried from the target
model.

3.2. A greedy approach based Evasion Attack framework for Decision
Tree

A general attack model framework for DT and FDT, is first de-
vised in this section. The detailed implementation on DT and FDT
is then introduced in sub-sections. As DT is non-differentiable, no
gradient information can be obtained guide the attack manipula-
tion. Another criterion which indicates the influence of changing
a feature on successful attack is proposed. We define M as the
impact of manipulating x on the confidence of a targeted sample
x for its true class t, which is defined as follows:

M(x, Ax;) = C'(x) — C'(x + Axy), (7

where C!(x) is the output confidence on x for the class t, and
AXy = [AXq, AXy, ..., Axy] represents the feature manipulation.
When f # f, Ax; = 0; otherwise, Ax; = €. The value of € can
be set according to the domain of a feature in an application.
In our model, both positive and negative AX; are considered,
ieM(x, +Axf) and M(x, —AX;). An attack sample (x) is then
crafted from the original x iteratively. In each iteration, the fea-
ture with the largest M(X, +Ax;) and M(x, —AXy) is chosen. The
process repeats until the sample is misclassified, or the total
manipulation exceeds the maximum distortion, or the iteration
time is more than the maximum number. The detailed algorithm
is shown in Algorithm 1. C* is defined and discussed for different
kinds of decision trees in the following sub-sections.
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Algorithm 1 Evasion Attack Framework for DT

Input: x: the original sample; t: the true class of X; €: the pertur-
bation of a feature; d;;ox: the maximum attack strength; ipx:
the maximum number of loops; g: the decision function of
DT.

Output: x': the manipulated sample

1: X <X

21«0

3: repeat

4: i<—i+1

5. ft < argmax; (M(X', +AXy))
6 [ <« arg maXx;e (M(X', —AXr))
7: if M(X', +AXp4) > M(X', —AX;_+) then
8: x}+*<—x}+*+e

9: else

10: d * ! x

0 xf: <X €

11: end if

12: t'=gx)
13: until i > i or d(X', X) > dypgx O t' £ t
14: return X’

3.2.1. Implementation of Evasion Attack against DT
2 is defined as a set containing all decision paths from the
root node to leaf nodes in DT. We let the function L(h) be the
number of internal nodes in h, while the function D(h, X) denotes
the number of internal nodes in which the condition is true for x.
In ID3, a sample X is assigned to a class associated with a path h*
if all conditions in h* are true for X, i.e.D(h*, X) = L(h*). Therefore,
reducing D(h*, x) will reduce the chance of assigning x to its true
class. C is defined as follows for ID3:
D(h, x)
X
hezet L(h)

where h € 7, and ' denotes a set containing all the paths
with the true class t of the original sample. Since there may be
more than one path that outputs t in ID3, the maximum value
is considered. The attack aims to reduce the association between
x and t. When D(h, x)/L(h) is smaller for h € ", the chance of
misclassifying x is higher.

(8)

3.2.2. Implementation of Evasion Attack against FDT

The confidence C is discussed for two kinds of FDTs, including
two popular methods (i.e.FID3 [27] and YST [51]). C is designed
according to the decision mechanism (i.e.single or multiple paths)
and the definition of the confidence value of a FDT.

In FID3, the class with the largest summation of the product
of the membership value of h (m(h, X)) and the class probability
vector of its leaf node (I(h,x)) for all paths is assigned to x.
Therefore, we define C for FID3 as follows:

Chips(X) = Z m(h, x) - I'(h, X) (9)
hes#

where I' is the classification confidence of the leaf node of h on
the class t for x. However, as YST only considers the path with
the highest membership value, its C is defined as:

Cisr(x) = max m(h, x) (10)

3.3. Time complexity

The time complexity of our attack method is O(iex X 1 X q)
for attacking a sample, where n denotes the number of features,
q denotes the time to query the targeted tree, and ing is the
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maximum iteration number. n depends on an application, while
imax Telates to the attack cost. Both of these factors are indepen-
dent to DT. The only difference between the time complexity of
evasion attack against DT and FDT is gq. q is larger when DT is
more complex. In general, q of DT is smaller than the one of FDT
since the decision process of DT is usually simpler.

4. Experiment

The investigation on whether and how fuzzifying DT increases
its robustness in an adversarial environment is discussed experi-
mentally in this section. Section 4.1 provides the detail of the ex-
perimental setting. The proposed attack method is compared with
PPNT and RVTM, which are the state-of-the-art methods aiming
at DT, and the surrogate methods experimentally in Sections 4.2
and 4.3 respectively. Section 4.4 evaluates the vulnerability of DT
and FDT, while the influence of the number fuzzy membership
functions on the robustness is discussed in Section 4.5. Finally, the
running time of the attack methods is discussed in Section 4.6.

4.1. Setting and dataset

Four datasets collected from security-related applications, in-
cluding PDF malware detection (PDF), network intrusion detec-
tion (IDS), and two from spam filtering (spam), are considered in
our study. 1000 samples are chosen chronologically in the PDF
malware detection dataset [56]. A sample contains 114 features
representing the number of occurrences of given keywords of a
PDF file. A feature is normalized to [0, 1] by dividing it by 100.
Two spam filtering datasets are used. The benchmark dataset
TREC 2007 emails corpus [19] contains 25,220 and 50,199 legit-
imate and spam emails respectively. Each email is represented
by a feature vector which denotes the number of occurrences of
the dictionary words in an email. Words are extracted from the
first 2000 emails in a chronological order. In order to keep the
computational complexity manageable, the dimensionality of the
feature set is reduced from more than 20000 to 200 by a super-
vised feature selection method based on information gain [57]. A
feature is normalized to [0, 1] by TF-IDF [58], which indicates the
importance of a word among all emails. Another spam filtering
dataset is Spambase [59], which contains 1800 legitimate and
2800 spam mails. Each email is represented by 57 features. 54
out of 57 features are real numbers which denote the percentage
of a particular word used in an email. The other three features
represent the average, the longest and the sum of the length
of the sequences of consecutive capital letters. The binary NSL-
KDD [60] repository, which is one of the most popular intrusion
detection datasets, is also considered. The training and test sets
contain 124,978 and 19,366 samples with 41 features.

For all experiments except NSL-KDD, 30% of the samples are
selected as a training set, and the rest form the test set. In order
to reduce the bias, the original training and test sets in NSL-
KDD are unionized and randomly separated into different training
and test sets with the same size as the original ones. All the
experiments are independently carried out five times. The attack
strength is defined as the distance between the original sample
and its adversarial sample counterpart, i.e.||Xx—X/||. The maximum
attack strength (dnq) is set as 0.05, 0.1, 0.15, 0.2, 0.25 and 0.3.
The maximum iteration number iy, is set as 500 for all methods
according to our preliminary study. Most samples (more than
99.9%) can be crafted normally within 500 iteration for all attack
methods. The distance function determines the attack features
and modification intensity. Similar to [19,56], L; is used in the
PDF dataset, while L, is used in the two spam datasets and NSL-
KDD. The performance of the attack methods are evaluated by
the F; score, defined as F; = 2(P x R)/(P + R), where P and
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Table 1
Accuracy of substitute models (DT, NN and SVM) on the prediction of labels
classified by the targeted models (ID3, FID3 and YST) on test data.

Target  Substitute
DTsox DTioox DTpk NNsox NNigox NNpx SVMsgy SVMigox SVMpk

ID3 098 098 1 095 095 093 0.96 0.97 0.91
FID3 092 091 1 097 098 0.89 0.99 0.99 0.90
YST 092 092 1 096 097 0.83 0.97 0.97 0.84

DT is as the same type as the targeted DT.

R are the precision and recall. A higher F; score indicates more
adversarial samples generated by an attack method mislead the
targeted model.

Each attribute is discretized into three intervals for ID3 using
the method proposed in [52], while the samples are fuzzified
using triangular-shaped membership functions for FDT. To avoid
overfitting, the maximal depth of the tree (dpma) is set to [logjT,
which is suggested by [61], where n indicates the amount of
features of each sample. According to the performance of the DT,
the class proportion threshold used as leaf node condition (6;)
is set as 0.85. In addition, the fuzziness control parameter o-
cut, which is suggested in [51], is set as 0.2, 0.35 for FID3 and
YST according to the preliminary parameter evaluation aiming to
maximize the performance of the model.

The performance of our attack model is compared with the
methods specifically designed for DT, including PPNT [24] and
RVTM [32], and also the generic attack methods, including GAN
based attack methods (i.e.GAN1 [46] and GAN2 [47]), and surro-
gate based attack methods [12,19,41]. Three popular methods,
decision tree (DT), neural network (NN) and support vector ma-
chine (SVM), are chosen as the substitute models. We that assume
an adversary obtains 50% and 100% of the training set randomly
without true labels. This simulates partial knowledge on the
targeted system. The label information is obtained by querying
the target model. To be more specific, DT uses the same type of
algorithm and same parameters as the target DT. NN contains 3-5
fully connected layers with 3-7 neurons and the sigmoid function
is used as the activation function. The weights have been updated
in 5000 iterations with 0.1 learning rate. The Gaussian kernel with
the Gamma set as 1, and the linear kernel are chosen for SVM. C is
chosen from {0.001, 0.01, 0.1, 1, 10, 100}. A preliminary security
evaluation is used to tune the parameters of each model aiming to
minimize the error rate in each application. The gradient descent
based evasion attack algorithm [12] is then applied to manipulate
the samples for NN and SVM.

4.2. Attack performance comparison in perfect knowledge

This section evaluates and compares the performance of the
attack methods in the perfect knowledge setting. NN and SVM are
trained by using all the information in the training set, a surrogate
model denoted by NNpx and SVMpy for Subyy and Subsyy as they
cannot directly attack DTs. The gradient attack algorithm [12] is
then used in Subyy and Subsyy.

The similarity between the surrogate and targeted models
is firstly evaluated. The accuracy of the substitute models on
the labels of test samples predicted by the targeted models is
shown in Table 1. The values present the average accuracy on
three datasets. A higher accuracy indicates a substitute model
approximates a targeted one better. Since DTpg is the same model
as the target one, its accuracy is always 100%. However, the
accuracy of NNpg, and SVMpg is between 85% and 91% because
the learning algorithms of SVM and NN are different from a DT.
Without the output of the target model, the decision boundaries
of SVM and NN are different from the one of a DT.
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Fig. 1 shows the F;-score of the attack models with different
attack strengths in the perfect knowledge setting in different
datasets, including PDF, Spam, Spambase and NSL-KDD from top
to bottom. For each dataset, the left, middle and right graphs
represent ID3, FID3 and YST respectively. The x-axis denotes the
maximum attack strength dp,q, from 0 to 0.3. The dashed and solid
lines indicate F; score of successful attack rate of test samples for
two different classes, i.e.the class 0 and 1. Each line represents one
of the attack methods. It should be noted that PPNT and RVTM are
neglected in two FDTs as they are specifically designed for DT.

In ID3, the performance of the attack methods specifically
designed for DT is significantly better than the generic attack
methods in all datasets. The F; scores of our method, PPNT, and
RVTM increase quickly to more than 0.75, 0.6, 0.8 and 0.09 in PDF,
Spam, Spambase, and NSL-KDD when a small attack strength is
used, i.e.dax = 0.1. In contrast, GAN1, GAN2, Subyy and Subgyy do
not perform well in ID3. Under the same attack strength 0.1, the
F; scores of GAN1, GAN2, Subyy and Subgyy, are only larger than
0.00, 0.01, 0.08 and 0.32 in Spambase respectively, and nearly
equal to zero in PDF, Spam, and NSL-KDD. Our method, PPNT, and
RVTM perform similarly in PDF, Spam and Spambase. In NSL-KDD,
RVTM achieves higher successful evasion rate than our method
and PPNT.

For FDTs, the F; scores of our method on attacking FID3 do
not rise dramatically until the attack strength is larger than 0.15
in all datasets. For YST, our method is able to mislead some
class 1 samples with small attack strength, but the F; scores of
another class still remain small in Spam and Spambase when
the attack strength increases. It indicates that FID3 and YST are
robust to small strength attack. Similar to ID3, due to different
learning strategies of NN, SVM and FID3, both Subyy and Subsyy
cannot mislead the decision of FID3 in PDF, Spam and NSL-KDD
effectively.

General attack performance of GAN1, GAN2, Subyy and Subsyy
is not good in all cases, i.e.the successful evasion rate is relatively
low. It may be due to the fact that the learning strategies of NN
and SVM are different from ID3. This makes Subyy and Subgsyy
unable to attack the useful features. On the other hand, training
a GAN model requires a large dataset which is not provided by the
chosen applications. As a result, the attack samples generated by
GAN1 and GAN2 perform inefficiently.

4.3. Attack performance comparison in limited knowledge

The performance of all attack methods in two limited knowl-
edge settings, i.e.LK-50% and LK-100%, in which an adversary
obtains 50% and 100% of the training set of the targeted model
without the true labels is investigated. The label information is
obtained by querying the targeted model. For Subyy and Subsyy,
NN and SVM are used as a surrogate model denoted by NN, and
SVM,, where x = 50%, 100%, while a decision tree with the same
type as the targeted one is used as the surrogate model (i.e.DTsqy
and DTqq%) for our method and PPNT. The rest of the settings is
the same as the ones used in the previous section.

All surrogate models with limited knowledge achieve higher
than 90% accuracy, as shown in Table 1. SVM achieves the best
approximation on the targeted DTs, i.e.the accuracy is 96% to
99%. The performance difference between NN and SVM is not
apparent. It may be due to the volume of the data being not
sufficiently large enough. On the other hand, DT learns ID3 the
best among all methods of surrogate models.

The average Fi-scores of the attack methods with different
attack strengths in the limited knowledge setting with 50% and
100% training set (i.e.LK-50% and LK-100%) on all datasets are
illustrated in Figs. 2. Similar to the previous one, PPNT and RVTM
are only applied to ID3. Our method, PPNT, and RVTM also do not
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Fig. 1. Average successful attack performance of the attack methods with perfect knowledge against ID3, FID3 and YST on PDF, Spam, Spambase and NSL-KDD in
terms of average F; score in evasion.

work efficiently in LK comparing with the ones in PK respectively.
When more information of the target system is obtained (i.e.the
perfect knowledge), these methods perform better. RVTM suffers
from inaccurate information on the targeted classifier more than
PPNT and our method, i.e.its F;-scores are much lower.

Although the F; scores of Subyy and Subsyy, are much lower
than RVTM, PPNT and our method, the performance of Subyy and

Subsyy in the limited knowledge setting is better than the ones in
the perfect knowledge setting. For example, all F; scores of Subyy
and Subgyy, are around 20% when the attack strength is 0.5 in LK,
but F; scores are nearly 0 in all datasets except Spambase in PK
shown in Fig. 1. On the other hand, GAN1 and GAN?2 still achieve
nearly zero attack successful rate in all cases due to insufficient
training samples.
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Fig. 2. Average successful attack performance of the methods with limited knowledge (Querying labels from the target DT for 50% and 100% training set) against
ID3, FID3 and YST on PDF, Spam, Spambase and NSL-KDD in terms of average F; score in evasion.

Subsyy downgrades the performance of FID3 effectively in the
limited knowledge setting. For example, when the attack strength
is 0.15, the F; scores are larger than 25% and 20% in LK-50% and
LK-100% respectively. In contrast, our method and Subyy do not
work efficiently, especially when the attack strength is small. On
the other hand, YST is the most robust one among all DTs in LK.
Only a few samples can be successfully attacked by all methods
with the attack strength smaller than and equal to 0.15. Our
method achieves the highest F; scores among all methods in YST
when the attack strength is larger than 0.15. The results indicate
that when more information of the target information is obtained
(i.e.the perfect knowledge), our method performs better.

In general, Subsy, misleads the decision of target models more
effectively than Subyy in most cases for FDTs. Moreover, the
performance of Subyy and Subsyy, is worse in the perfect knowl-
edge setting when comparing them with the limited knowledge
setting. The substitute model is trained by using the output of the
target model in the limited knowledge setting, but the real labels
are obtained in the perfect knowledge setting. As a result, NN and
SVM approximate the decision boundary of the target model in
the limited knowledge setting, while they learn how to separate
the classes directly from the samples with perfect knowledge. As
the learning strategies of NN and SVM are very different from the
one of DT, the trained substitute models are different from the
target ones, which is also indicated by the prediction accuracy
shown in Table 1. The experimental results suggest that the more
the information on the training set is obtained, the better the
attack performance achieved by our method, PPNT, and RVTM. This
is because the type of substitute models used in these methods is
the same as the target model. However, the output of the target
model as the label in training is important to Subgyy and Subyy.

4.4. Robustness of DT and FDT against attack

The robustness of DT and FDT under our method, GAN1, GAN2,
Subpy, and Subsyy, is investigated and compared. The robustness

is measured by the average F; scores of samples in two classes
of four datasets. A larger average F; score indicates the model is
more vulnerable to the attack. PPNT and RVTM are ignored in this
section since they are not capable of attacking both DT and FDT.

Fig. 3 shows the experimental results in different knowledge
settings. The x-axis indicates the attack strengths (0.1, 0.2 and
0.3), while the y-axis represents the average F; score. Red, green
and blue represent the targeted model ID3, FID3 and YST respec-
tively. The bars of each color group denote the attack methods
from left to right, and the black dotted line represents the average
value of the five attack methods.

In the LK setting, the F; score of ID3 is much higher than
FID3 and YST when the attack strength is 0.1. When the attack
strength increases from 0.1 to 0.3, F; scores of ID3 become stable
while the ones of FID3 and YST rise from 0.06 and 0.01 (0.08
and 0.01) to 0.38 and 0.51 (0.37 and 0.30) in LK-50% (LK-100%)
setting respectively. The results suggest that a small modification
on a sample can mislead the decision of ID3 easily, while a large
modification is required for misleading FDTs. However, an attack
with larger attack strength cannot reduce the accuracy of ID3. The
imperfect knowledge on ID3 may cause the attack samples to be
crafted ineffectively.

ID3 is the most vulnerable among all methods in PK setting,
especially for our method, i.e.F; scores are 68%, 79%, and 83% when
the strengths are 0.1, 0.2, and 0.3, respectively. Similar to the
results in LK setting, FID3 and YST are robust when the attack
strength is small, i.e.F; scores of both methods are less than 10%
when attack strength is 0.1. When the attack strength increases,
F; scores of all methods rise in a similar way. The difference
between FID3 and YST is smaller than the ones with LK, and YST
is only slightly more robust than FID3 on average.
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Fig. 3. Average F; scores of ID3, FID3 and YST under the evasion attack methods with different attack strength in limited and perfect knowledge settings.
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Fig. 4. Average F, scores of FID3 and YST under our method, GAN1, GAN2, Subyy and Subsyy with different strengths in perfect and limited knowledge settings.

4.5. Robustness of FDT with different numbers of fuzzy membership
functions against attack

The influence of the number of fuzzy membership functions
on the robustness of FDT against the attack is investigated in this
section. Similar to the previous section, only our method, GAN1,
GAN2, Subyy and Subgyy are considered. Fig. 4 shows the results
in different knowledge settings. The x-axis denotes the number
of membership functions (MF), while the y-axis represents the
F; score of the successful attack. As the behavior on different
numbers of MF of FID3 and YST on the attack methods is similar,
only the average F; score of samples in two classes is shown.
Different colors indicate the performance of FDT under the attack
with different attack strengths.

The experimental results suggest that the robustness of FDT
decreases with the increase of the number of MFs. The average
F; scores of FDT increase when more MFs are used in most attack
settings. FDT with more MFs may reduce the depth of the tree,
i.e.fewer features are considered in decision making. Therefore,
changing fewer number of features may mislead the decision
more easily. F; scores of some FDTs are smaller in the perfect
knowledge setting than the corresponding ones in the partial
knowledge setting, e.g.F;-scores of FDT with six MFs are 32%
and 50% in PK and LK-50% settings attack strength is 0.3. The
above phenomenon is likely due to the poor attack performance
of Subyy, and Subsyy, in the perfect knowledge setting.

4.6. Running time

The attack on PDF with perfect knowledge is chosen as an ex-
ample to illustrate the complexity of the attack methods. Similar
observations can be obtained from the rest of the experimental
settings. Table 2 shows the average required times in millisecond

Table 2
Comparison on the time of crafting an attack sample by using our method, PPNT,
RVTM, GAN1, GAN2, Subyy and Subgyy, in PDF (millisecond)

Classifier ~Attack method

Our method PPNT RVIM GAN1 GAN2 Subyy  Subsyy
ID3 1.68 030 0.11 326.01 22241 29.05 217.6
FID3 533.74 - - 325.86 22237 121.17 243.82
YST 1135.05 - - 326.20 22225 12453 203.51

(ms) on manipulating a sample in PDF to mislead ID3, FID3 and
YST by using our method, PPNT, RVTM, GAN1, GAN2, Subyy and
Subsyy with perfect knowledge. The results show that crafting
attack samples by the generic attack methods is significantly
more time consuming than the methods designed for DT. The
time requirements of our method increases dramatically for FID3
and YST due to the complicated tree structures. On the other
hand, since GAN1, GAN2, Subyy and Subgyy only consider the label
output of the target DT, their running times are more stable.

5. Conclusion

This study provides the first investigation on how the fuzzify-
ing process affects the robustness in an adversarial environment.
The decision tree, which is a popular machine learning method,
is used for demonstration. Gradient descent based evasion attack
methods cannot be applied to DT as its decision function is non-
differentiable. In order to evaluate the robustness of DT and FDT
precisely, an attack model specially designed for DT is first pro-
posed. The first evasion attack method designed for both DT and
FDT is proposed to fill the gap of examining the security issue of
fuzzy systems in adversarial environments. The proposed attack
model is based on the sensitivity measure, which quantifies the
influence of changing a feature on the output of DT.
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The robustness of DT and FDT under evasion attack is investi-
gated in the perfect and limited knowledge settings experimen-
tally. Our proposed method is compared with PPNT and RVTM,
which are state-of-the-art attack methods designed for DT, and
the attack methods using surrogate and GAN models. The results
indicate that our method downgrades ID3, FID3 and YST more
effectively in the perfect knowledge setting when comparing
them with other attack methods. When only partial knowledge
on the target classifier is obtained, our method also achieves the
largest influence on ID3 and YST. After showing the effectiveness
of our attack method, the robustness of DT and FDT is then
evaluated experimentally. The results suggest that the robustness
is enhanced by the fuzzifying process, i.e.FDT is more robust than
DT. Because the structure of a system becomes more complicated
from the fuzzification process by considering more features in
the decision making, more modification on a sample is required
for a successful attack. We also found that FDT with more fuzzy
membership functions is usually more vulnerable since consider-
ing more membership functions reduces the depth of a tree and
less features are used. Therefore, less modification is required for
a successful attack generally. These findings are consistent with
the previous studies in adversarial learning.

One possible future work is to investigate the impact of dif-
ferent shapes of fuzzy membership functions on the robustness
of FDT. Several common functions, e.g.Gaussian and trapezoidal,
can be evaluated since the shape of a membership function is
important in real applications. The fuzzifying process can also be
evaluated by using a neural network, which is another commonly
used classifier, in an adversarial environment. This may provide a
countermeasure other than robust learning and data sanitization
against adversarial attack.
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