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been proposed, but are usually designed for a particular classifier only, or may cause infor-
mation loss. This study aims to investigate a generic model which fully utilizes the contam-
inated samples in learning. We assume a small untainted dataset is obtained from an
application in addition to a contaminated dataset. The adversarial learning problem is for-
mulated as transfer learning in which the influence of contaminated samples is reduced by
only extracting the information similar to the untainted samples from the contaminated
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Label Flipping Attack set using transfer learning. Our study considers a popular method, TrAdaBoost, and indi-
Transfer Learning cates that its performance is closely related to the initialized weights of samples. A initial-
Robustness ization method is devised specifically for an adversarial setting to avoid assigning a large

weight to the contaminated samples. The experimental results confirm that TrAdaBoost
extracts only the benign knowledge from the contaminated set successfully. Moreover,
our proposed initialization method significantly enhances the robustness of the model.
This study presents a promising direction using transfer learning to defend against poison-
ing attacks.

© 2020 Elsevier Inc. All rights reserved.

1. Introduction

Although machine learning techniques are now increasingly prevalent in security-related applications [1], e.g., biometric
identification [2], their vulnerability has yet to be thoroughly investigated. Recently, many research studies [3-6] reveal
security leakages of machine learning systems in an adversarial environment, in which the samples are carefully crafted
to mislead the decision of a machine learning model. Since an adversary attack violates the assumption of the same (or sim-
ilar) distributions of the training and test sets made by most machine learning methods [7], the efficacy of the model drops
significantly in an adversarial environment. For example, a tiny modification on a sample may mislead the decision of a Deep
Neural Network [8], and one malicious training sample can significantly reduce the accuracy of a Support Vector Machine
[9]. These results raise the public concern on the security issues of machine learning.

The poisoning attack is a popular type of adversarial attack in which the training samples are manipulated by injecting
feature noise [10] and modifying the labels [11] to mislead a learning process. Since samples may be collected from unre-
liable sources, e.g., Amazon’s Mechanical Turk [12] and recommender systems [13], the quality of the training set can be
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easily reduced by an adversary. Countermeasures against poisoning attacks are categorized into robust learning [14-16] and
data sanitization [17,18]. Not only the generalization ability but also the robustness of a model are maximized in robust
learning [14]. However, a robust learning method is designed for a specific learning algorithm and may not be generalized
to others. On the other hand, in data sanitization methods the suspicious samples are identified according to pre-defined
criteria, e.g., classification accuracy [18], and data complexity [17]. The time complexity is a concern since classifier training
is required in the sample evaluation. In addition, removing the suspicious samples may cause information loss in learning
[2,19]. As a result, a generic method which takes full advantages of given samples is needed.

Our study aims to propose a robust learning model which is generic to any learning algorithm and utilizes the knowledge
of the training samples. We investigate countermeasures to defend against poisoning attacks in the framework of transfer
learning which is suitable for any classier. Transfer Learning [20] is a mechanism which aims to improve the performance
on a target task by using knowledge acquired from a related task called a source task, and has been commonly used in appli-
cations without sufficient labeled training samples [21,22]. A sample in a contaminated training set may be either untainted
or contaminated, which is unknown to users. We assume there is a small untainted training set collected from the same
problem, which may be obtained by sanitizing a small portion of the contaminated training set manually. The untainted
training set is used as target data in transfer learning since all samples in this set are clean. However, since the size of
the target dataset is too small to build a satisfactory model, the contaminated set defined as the source dataset is also
required. As a result, the adversarial learning problem is formulated as transfer learning, in which the similar knowledge
to the untainted set is extracted from of the contaminated set to improve the learning on the target task, i.e. the influence
of the contaminated samples to training is reduced.

TrAdaBoost [21] is considered due to its popularity and exemplary performance in many applications [23,24]. Our pre-
liminary study indicates that TrAdaBoost highly relies on the initial weight values representing the similarity between
the source samples and the target problem, and assigning an improper value to the contaminated samples causes the train-
ing to be affected significantly. Therefore, the improper weight value of a sample is initialized according to its classification
accuracy of an intuitive classifier in our revised model to obtain a better initialization. Our proposed model is more flexible
than most existing robust learning methods since our model can adopt any classifier. Moreover, in contrast with data san-
itization, contaminated samples are evaluated iteratively to avoid information loss caused by wrongly identifying a clean
sample as contaminated. In out method, samples with low reliability still contribute to training but with less importance.
Our proposed model is then evaluated and compared experimentally with TrAdaBoost, AdaBoost [25], Reject On Negative
Impact (RONI) [18], and SR-LSSVM [26], which are representatives of the traditional classifier, data sanitization, and robust
learning methods respectively. The label flipping attack is considered in our study as it is the most common poisoning attack.
The Support Vector Machine (SVM), which is a binary classification algorithm commonly used in many applications, is used
as a base classifier for TrAdaBoost. Experimental results confirm that our proposed model can significantly reduce the attack
success rate.

The rest of the paper is organized as follows. Section 2 provides a brief introduction on the related concepts of this study,
including label flipping attacks and its countermeasures. The transfer learning-based poisoning attack defense method and
its weight initialization improvement are devised in Section 3. The experimental results and discussion are given in Section 4.
Finally, Section 5 concludes this study, and Section 6 discusses future study.

2. Background

The related concepts of this study are introduced in this section. The current poisoning attack methods, their countermea-
sures, and transfer learning are briefly introduced.

2.1. Label flipping attack

The label flipping attack, which is one common poisoning attack method, manipulates the label information of training
samples. Labels of a certain number of training samples are flipped in the attack. Recently, most of the attack methods deter-
mine the adversarial samples according to the decision hyperplane of a targeted classifier [27]. Nearest and Furthest Label
Flipping attacks [27] manipulate the labels of the samples closest to and furthest away from the decision plane in order to
change the model. However, some studies [28,11] indicate that the decision plane may not be affected by Nearest and Fur-
thest Label Flipping Attacks effectively. To maximize the rotation of the decision plane, the Far-Rotate Attack [11] considers
not only the targeted classifier but also a a randomly generated classifier. The samples are attacked if they are furthest away
from both of these decision planes. Another attack, the Adversarial Label Flipping Attack (ALFA) [11], evaluates the impact of
label flipping on the accuracy of the classifier. The samples with the most impact are attacked. When no knowledge of a tar-
geted system is obtained, i.e., a black-box attack scenario, a surrogate classifier is usually used to replace the real targeted
system. The poisoning attacks are illustrated in an artificial dataset which is a linearly separable classification problem with
two classes shown in Fig. 1. The dots in red and blue represent the samples from two different classes. Labels of 20% of the
training samples are flipped and are denoted by a dot with a circle. A SVM with the linear kernel is used as a classifier,
denoted by the black lines. Since the samples are attacked randomly in Random Attack, the decision plane of SVM does
not change dramatically. Nearest and Furthest Label Flipping Attack also causes a small change on the decision plane since
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Fig. 1. Label flipping attacks, including Nearest Label Flipping Attack, Furthest Label Flipping Attack, ALFA, Far-Rotate Attack, and Random Attack, on an
artificial dataset. Red and blue dots indicate the samples of two classes, and a dot in a circle denotes an attack sample. The black line denotes the SVM with
the linear kernel trained on the contaminated samples.

the flipped samples are mainly symmetrical on the decision plane. Usually, the attack performance of ALFA and Far-Rotate
Attack is better in comparison to other attack methods, i.e. their decision planes are affected more significantly.

2.2. Countermeasures of label flipping attack

The suspicious samples are filtered out from a training set before learning in data sanitization [29] to reduce the influence
of poisoning attacks. There are several evaluation criteria, for example, accuracy [18] and data complexity [17]. Reject On
Negative Impact (RONI) removes a contaminated sample with a significant negative impact on classification accuracy. By
assuming an untainted dataset is obtained, a sample has a negative impact if the test accuracy of a classifier trained using
the training set with the sample is lower than that of the classifier trained without the sample. On the other hand, the train-
ing samples are evaluated by the data complexity of a training set after removing a sample and its nearest samples [17]. Con-
taminated samples are then distinguished from untainted ones according to their data complexity values. However, high
time complexity is one of the drawbacks since training the model is required for sample evaluation. Moreover, the detection
accuracy may drop if the amount of untainted samples is not sufficient. Removing suspect samples may also cause informa-
tion loss in training.

Generalization ability is an important objective in machine learning, and many studies aim to enhance [30,31] and inves-
tigate [32,33] the generalization ability of a system. However, a classifier only considering the generalization ability may be
misled by a carefully crafted sample [5]. Therefore, another countermeasure is robust learning in which not only the gener-
alization ability but also the impact of attacked samples is considered. Studies of robust learning mainly focus on Support
Vector Machines (SVMs), e.g. Robust LS-SVM (RLS-SVM) [34] and sparse RLS-SVM (SR-LSSVM) [35] which introduces the
truncated least squares loss for classification to reduce the sensitivity to outliers. Since robust learning is usually designed
for a particular classifier, it may not be applied to another method. In addition, its generalization ability is generally sacrificed
to increase the robustness of the classifier [36].
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2.3. Transfer learning

Sufficient labeled samples play an essential role in supervised learning. However, data collection and labeling is expensive
and time consuming in some applications, e.g. medical diagnosis [37]. As opposed to traditional machine learning
approaches which require the training and test samples to follow the same (or similar) distributions, transfer learning
[20] allows the domains, tasks and distributions of the training and test sets to be different. Transfer learning bridges the
knowledge of applications to assist learning on a task with insufficient training data (called a target task) by using the related
auxiliary data from other tasks (called a source task). Many studies [38,39,23,24] confirm that the performance on a target
task is improved significantly using the knowledge of the source tasks by transfer learning in applications.

3. Transfer learning based robust learning

In transfer learning, relevant information is extracted from source tasks to assist learning on the target task, which con-
tains inadequate samples for training a classifier with satisfactory performance. This mechanism inspires us to formulate a
countermeasure for poisoning attacks in the framework of transfer learning. In a poisoning attack, a large dataset which may
be contaminated is given. By assuming there is a small untainted set, which can be prepared by sanitizing manually, only
useful information provided by the contaminated dataset (the source task) is extracted and transferred to the target task rep-
resented by the small untainted set via transfer learning, i.e. the influence of contaminated samples on training is reduced.
TrAdaBoost, which is one of the most popular transfer learning methods, is used in our model. It is a general framework and
any classifiers can be used as a base classifier. Moreover, the importance of each sample in the contaminated set is adjusted
iteratively during training, and samples suspected by the evaluation process will not be removed immediately. The proposed
framework overcomes problems of information loss in data sanitization and over generalization in robust learning respec-
tively. Section 3.1 and 3.2 introduce the proposed algorithm in detail and discuss its time complexity.

3.1. Algorithm

A large contaminated training set Tr, as well as a small untainted set Tr. are obtained, where |Trs| = m > |Tr.| = n. The
aim of our model is to minimize the classification error of a classifier trained by using Tr, and Tr. on an untainted test set Te.
Tr. and Te ~ 2, while Try ~ 2,4 where 2 and %, are unknown distributions. As Tr4 and Te follow different distributions, a
classifier trained with Tr, may not achieve satisfactory performance on Te. As a result, our model applies transfer learning,
ie, TrAdaBoost, to transfer the knowledge from Try to Tr.. We let Tr=Tr,UTr. be the training set.
Tr = {(X1,¥1), X2.¥2)s - -, Xn, Vu)s Kni1,Yni1)s - - - » Xman, Ymon) ), Where (X;,y;) € Tr when 1 <i<n, and (X;,¥;) € Tra when
n+1<i<m+n.X; and y; denote the feature vector and the desired output of the ith sample respectively. A weight value

w{ is assigned to x; to indicate its importance on training, where j denotes the number of iterations, and j = 0 indicate the
initialized weight. 0 < W{ < 1. When M = 0, x; does not affect the jth iteration in the training progress. On the other hand,

w!: =1 means x; plays an important role in training.

The flow chart of our proposed TrAdaBoost method is shown in Fig. 2. In our model, a number of base classifiers are
trained using Tr. A novel weight initialization method is proposed, and the weight value is initialized according to a trivial
classifier. In each iteration, a base classifier is trained on a training set generated by randomly selecting the samples based on
the distribution of their weight without replacement. The weight value of a training sample is updated according to its type
and whether or not the base classifier can be classified correctly. The looping stops until k base classifiers are trained. The
final ensemble system consists of the last k/2 base classifiers. Using more base classifiers enhances the robustness of the
ensemble system in an adversarial environment [15], but also increases the cost as well. Therefore, k should be determined
according to the resources and limitations of an application.

This section is arranged as follows. Our proposed weight initialization method is introduced in Section 3.1.1. The iterative
training and the combination of k base classifiers are shown in Section 3.1.2.

A Base Classifier 1
Prime Weight Base Classifier Base Classifier2
Classifier Training I"| Initialization || Training —| Base Classifier

, [2]~k Final
T T l \ - Classifier
Weight
Update

Fig. 2. Logic flow of the training of our model.
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3.1.1. Weight initialization

The weight values play an important role in TrAdaBoost as they indicate the importance of a sample on training. In adver-
sarial learning, a smaller weight should be assigned to the contaminated samples in comparison with the untainted samples.
If so, the classifier will mainly learn from the untainted samples, i.e., the effect of contaminated samples is reduced. However,
the weight initialization of the original TrAdaboost only assigns the same weight value to all source data. The contaminated
samples in the source data may influence the decision plane trained in the first iteration of the training process, which may
mislead the rest of the learning process and dominate the whole training process easily. As a result, the initialization method
of the original TrAdaboost may not work effectively in an adversarial setting, and a new method should be specifically
designed.

Let W = {wi, wi,..., Wi .} be the set of weight values in the ith iteration, where wi is the weight value for the jth sample.

In the process of weight initialization, W is calculated by training a trivial classifier h, which roughly determines whether a
sample in Tr, is contaminated. A smaller weight value is assigned to a suspect sample in the initialization, and vice versa. h;,
is trained by using Tr, and a weight value w* is assigned to X; as follows:

1/n i=1,....n
we=<1/m i=n+1,....,n+m (1)

1

Note that the first n samples are in Tr, and the rest are in Tr,. Since n < m, the weight values assigned to samples in Tr,
are larger than the ones in Trs. There is less confidence in the correctness of information provided by the samples in Try.
Therefore, a smaller weight is assigned to Tr, to reduce its influence while training h.. The proposed weight initialization
reduces the importance of the samples in Tr, classified incorrectly by h, in terms of square error, shown in (2). A larger
weight is assigned to a sample with less error in Try, while a constant weight value is assigned to samples in Tr..

1/n i=1,....n
w) =g [y —he®)ll; i=n+1..,n+m (2)

1

3.1.2. Training and combination

A base classifier h' is trained iteratively according to Tr,, Tr. and W' in the tth iteration, where t = 1,2, ...k, and k is the
number of base classifiers. The algorithm aims to classify all samples in Tr. correctly since they provide correct information.
When x is misclassified, its weight will increase to emphasize its significance in future iterations. The formula of the weight
update on x; in Tr, is defined as follows:

W = wh i) e 3)

where g=1/(1+y/11n(n/N) and 1 < i < n. On the other hand, as the samples in Tr, may potentially be attacked, their weights
are updated differently from the ones in Tr.. A wrong classification result on x € Tr, may indicate that x is different from the
other samples, i.e. X is likely to be an attack sample. Therefore, the weight value of x is reduced to lower its impact on learn-
ing. The weight update on x; in Tr, is shown in (4).

ngﬂ _ W]{ﬁ;\hr(xi)*f(xiﬂ (4)

where 8, = €/(1 — &), € is the error of h, on Tra,andi =n+ 1,n + 2,...,n + m. The ensemble system only consists of the last
k/2 trained base classifiers, shown in (5), where o; = %ln(t—ff).

k
hy(x) = sign(>_ ache(x)) (5)
=151

3.2. Time complexity

Comparing with the original TrAdaboost, our method requires additional training for a trivial classifier for weight initial-
ization. However, the time complexity of our method is the same as the original TrAdaboost in terms of the big-O, which is in
O(k(n + m)), where n and m denote the sample numbers in untainted and contaminated sets, and k is the number of base
classifiers.
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4. Experiments

The performance of our revised TrAdaBoost method is evaluated and compared with other existing methods under label
flipping poisoning attacks experimentally in this section. We first introduce the datasets and the experimental settings in
Section 4.1. Afterward, the experiment results are exhibited and analyzed in Section 4.2.

4.1. Dataset and experimental setting

Three security-related applications, including Letter Recognition, Spam Assassin, and Phishing Website Detection, are
considered in this experiment. The Letter Recognition dataset [40] contains total of 20,000 samples with 16 features which
represent 26 capital letters in the English alphabet. Only classes U and V containing 1536 samples in total are used in our
experiments. The Spam Assassin dataset [41] is a 2-class classification problem containing the 5000 samples with 500 fea-
tures indicating the presence of a word in an email (O denotes absence and 1 denotes presence). A phishing website is a kind
of malicious website set up for cheating users out of important private information like bank card numbers and passwords.
The Phishing Website dataset [42] contains information about 5528 normal and abnormal website records denoted by 30
features. All datasets mentioned are in numerical form. The details of the datasets are shown in Table 1.

We assume the attacker obtains full knowledge of the classification strategies including the training set, the type of clas-
sifier, and its parameters. 6% of the training data is chosen as the small untainted set (Tr.) and the rest of the set is used as the
contaminated set (Tr,), where Try N Tr. = . A portion of Try is attacked by four poisoning attack algorithms, including Near-
est Label Flipping Attack (Nearest Attack), Furthest Label Flipping Attack (Furthest Attack), Adversarial Label Flipping Attack
(ALFA) and Adversarial Label Flipping Attack (Far-Rotate Attack), separately with different contamination ratios.

Besides the traditional TrAdaboost, our proposed model (denoted by our method) is also compared with RONI and SR-
LSSVM, which are the representatives of data sanitization and robust learning methods respectively. RONI divides the train-
ing data into three validation sets. All samples in Tr. are randomly separated into these validation sets to verify a trained
model in RONI. Samples in Tr, which downgrade the trained model are regarded as vulnerable samples and are subsequently
removed. Finally, AdaBoost with SVM as a base classifier is trained by using the sanitized samples obtained by RONI. SR-
LSSVM is used as a base classifier in Adaboost by using both Trs and Tr, in training. The traditional AdaBoost algorithm is
trained by using Tr, and Tr. denoted as AdaBoost, and only using Tr. denoted as Adaboostr,rg is also considered as the base-
line. The number of base classifiers of all ensemble methods, i.e. AdaBoost, TrAdaBoost and Our Method, is set as 50. The Sup-
port Vector Machine (SVM) with the Gaussian kernel is used as a base classifier. The SVM regularization parameter
Ce{27, 274 ,23} is selected according to an additional inner 5-fold cross-validation to maximize classification accuracy,
usually yielding C = 1. All algorithms are implemented using MATLAB 2016a in Windows 10 and are executed in a PC with
Intel Core i5-6300HQ CPU. The experimental results are the average of ten independent runs.

4.2. Experimental results

The experimental results are discussed in this section. Section 4.2.1 first evaluates and compares the performance of our
method, and other existing and baseline methods under different label flipping attack settings. The influence of our proposed
weight initialization method on the performance in an adversarial environment is investigated in Section 4.2.2. Finally, the
running times of all methods are discussed in Section 4.2.3.

4.2.1. Robustness improved TrAdaBoost-based poisoning attack defense method

The performance of Adaboost, Adaboostraree:, RONI, SR-LSSVM, TrAdaboost, and our method under different types of label
flipping attacks is evaluated in terms of accuracy in the three datasets. The attack ratio of Tr, varies from 5% to 25%.

Fig. 3 shows the experimental results. Accuracy of all methods drop when the attack ratio increases, except Adaboostrarget,
because it only uses the clean dataset in training. On the other hand, Adaboost ignores the influence of the contaminated
dataset, and uses both Tr, and Tr. to train the classifier. Adaboost and Adaboostrag.: are the two trivial methods to deal with
the contaminated dataset and serve as a baseline for comparison.

The results show that the test accuracy of our method maintains at a relatively high level compared with other methods.
TrAdaboost also achieves excellent results in most cases, especially in nearest attack and ALFA. Both our method and TrAda-
boost perform better than Adaboostrag: and Adaboost generally, which confirm that learning on the target task can be
improved by extracting the useful knowledge from the contaminated set via transfer learning. Different from TrAdaboost,

Table 1

The datasets used in the experiments.
Dataset Training Set Test Set Feature Class
Letter Recognition (Only U and V) 169 1367 16 2
Spam Assassin 100 4900 500 2
Phishing Website 166 5362 30 2
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Fig. 3. Accuracy of Adaboost, Adaboostryrg;, RONI, SR-LSSVM, TrAdaboost and our method under label flipping attacks with different attack ratios.
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our method has stable and consistent performance in all datasets under different kinds of label flipping attacks. The perfor-
mance of TrAdaboost drops significantly in the Spam dataset under Furthest and Far-Rotate attack, which is even worse than
Adaboost and Adaboostrag:. The results indicate that our proposed weight initialization improves the performance of transfer
learning significantly in an adversarial environment.

RONI has satisfactory performance although its accuracy is lower than our proposed method in most cases. However, RONI
is not suitable for Nearest Attack, i.e., its performance is worse than our method and also TrAdaboost obviously under Nearest
Attack in all datasets. As only a few samples are evaluated each time, the attack samples of Nearest Attack located around a
decision plane may not significantly change the classifiers in the evaluation of RONI. This may explain why RONI cannot iden-
tify contaminated samples generated by Nearest attack successfully. The performance of SR-LSSVM is not satisfactory in the
experiments. Its accuracy is usually lower than the trivial methods, i.e., Adaboost and Adaboostrgrge:.

4.2.2. Initialization comparison

The importance of the weight initialization to TrAdaBoost is investigated deeply in this section. Five initialization meth-
ods, including the standard one used in TrAdaBoost (Standard), our proposed initialization method mentioned in Section 3.1.1
(Our Method), random initialization (Random), and two ideal methods (Ideal+ and Ideal-), are considered. Random arbitrarily
chooses numbers ranging from [0, 1] for each sample. Ideal+ and Ideal— assume that the contaminated samples in Tr, are
known. In Ideal+, 0 (1) is assigned to an untainted (contaminated) sample, while Ideal- assigns the values in the opposite way.

The experimental results shown in Fig. 4 indicate that Ideal+ and Ideal— achieve the best and the worst performance in all
cases as expected. It confirms that the identification of contaminated samples plays a critical role in weight initialization.
Generally, the performance of the weight initialization used in TrAdaBoost (i.e., Standard) is similar to Random, which means
the weight initialization of TrAdaBoost cannot work effectively under a poisoning attack. In contrast, Our Method achieves
dramatically higher accuracy than Standard and Random, and our performance is substantially closer to Ideal+. The results
confirm that our weight initialization method identifies the potential contaminated samples reasonably and improves the
performance of transfer learning in an adversarial environment effectively.

4.2.3. Running time comparison

The training times of RONI, SR-LSSVM, TrAdaboost, and our method are discussed in this section. Table 2 shows the running
times of these methods for different datasets in terms of seconds. 15% of Try is attacked. The training time is independent to
an attack method, and ALFA is chosen as an example for demonstration.

The result shows that the running time of our method is insignificantly higher than TrAdaboost due to the additional train-
ing on the trivial classifier used during weight initialization. RONI has the longest running time due to the classifier training
in the evaluation process. The running time of SR-LSSVM is much shorter than the others because no iterative process is
required and a low-rank approximation of the kernel matrix is applied to reduce the time complexity [26].

5. Conclusions

This study investigates the formulation of learning on a contaminated dataset as a transfer learning problem. TrAdaBoost
is used due to its popularity and excellent performance in many applications. Our model aims to reduce the influence of the
contaminated samples on training by only extracting the knowledge similar to the untainted set from the contaminated set.
Different from existing robust learning methods which are designed for a specific learning algorithm, our proposed frame-
work can be applied to any learning algorithm. In addition, the information loss caused by data sanitization can be avoided
since samples in the contaminated set are evaluated iteratively during training. Moreover, our study found that improper
weight initialization on the contaminated set leads to poor performance of TrAdaBoost in an adversarial environment. A
weight initialization method which assigns a weight to a sample according to the correctness of its predicted value given
by a trivial classifier is proposed against poisoning attacks. The experimental results indicate that TrAdaBoost achieves excel-
lent performance in terms of stability and accuracy compared with RONI and SR-LSSV, which are the representatives of data
sanitization and robust learning, under label-flip attacks. The results also confirm that our proposed weight initialization
method improves the robustness of TrAdaBoost significantly in the adversarial settings. It confirms that the framework of
transfer learning reduces the influence of contaminated samples on learning and extracts only useful knowledge from the
contaminated set.

6. Future work

One possible future work of this study is to investigate the performance of our method under poisoning attacks with fea-
ture noise. In this kind of poisoning attack, the difference between poisoned and untainted samples is smaller than one in the
label flipping attack. It may increase the difficulty of transferring knowledge from the contaminated to the untainted dataset.
Careful investigation of weight adjustment is required.
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Table 2

Training time (in seconds) and the ranking (the fastest (slowest) method is ranked as 1 (5)) of RONI, SR-LSSVM, TrAdaboost and our method in different datasets.
Method RONI SR-LSSVM TrAdaBoost Our Method
Letter Recognition 7.03 (4) 0.11 (1) 5.14 (2) 5.85(3)
Spam Assassin 87.05 (4) 0.14 (1) 68.03 (2) 69.23 (3)
Phishing Website 37.26 (4) 0.13 (1) 32.83 (2) 33.40 (3)
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