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ARTICLE INFO ABSTRACT

Keywords: Images generated by the Generative Adversarial Network (GAN) are too realistic to be distinguished
GAN'-generatEd image detection by humans. Recently, some detection methods have been proposed to distinguish between
Evasion attack generated and real images. However, these methods rely on specific detection techniques and

Disentangled representation can be easily detected by other types of detection methods. This study aims to investigates the

security of the GAN-generated image detection method by devising a method to evade general
detection. The features related and unrelated to differentiating between real and generated images
are disentangled by a GAN model in our model. The unrelated features contain information about
the image content, while the related feature provides useful information for identifying generated
images. Our method then camouflages a generated image by using its unrelated features and the
related features of real images. The main advantages of our model include its ability to generalize
to different detectors and adapt to the prior information about detectors. Experimental results
confirm the superior evasion capability of our proposed method compared to other detector-
dependent and independent methods across different popular detection methods.

1. Introduction

Generative Adversarial Networks (GANs) [1] have achieved excellent results in many applications of image generation, for ex-
ample, generating non-existing images [2], changing image attributes [3], and styles [4]. Some studies [5] indicate that a generated
image is too realistic to be distinguished by humans. This may raise a security issue because realistic images can be used to make
fake news or generate forged criminal evidence.

To verify the authenticity of images, detection methods for the generated images are proposed. Some methods attempt to detect
artifacts, e.g., the pixel artifacts [6], and frequency domain artifacts [7-9] of an image. The generation method and image specification
(e.g., resize and compress) dependence is a disadvantage, i.e., the performance of these methods using different image generation
methods or image specifications drops dramatically [10]. Another type of detection determines whether an image is natural according
to its high-level features, for example, human behavior, appearance [11], head poses [12], physiological signals [13] and eye blinking
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[14]. Although high-level features are less sensitive to the image specifications, temporal information is usually required. As a result,
these detection methods are primarily utilized to identify fake videos and focus on specific content [15].

In the arms race between generators and detectors, some methods increase the concealment of generated images by applying a
detection method [16,17]. However, these methods may only successfully evade the particular detection but not others. In addition,
the assumption of knowing detection methods may not be realistic in some applications. For example, Twitter removes synthetic and
manipulated media that purposely mislead people, but its identification mechanism is not public [18].

This study aims to investigate the security issues of existing GAN-generated image detection methods by devising a model to
enhance the concealment of a generated image. The image generated by our model can evade general detection by substituting fake
attributes with those extracted from real images. During this process, our model operates independently of any information from the
detector. Both features related and unrelated to the distinction between real and generated images are disentangled by the extractors.
The unrelated features may contain the structure and semantic information related to the content of an image, while related features
provide discriminative information for generated image identification. A GAN-generated image is camouflaged by using its unrelated
features and the real-related features extracted from real images. We expect the image after processing by our model to be similar
to the one before processing and also to have the characteristics of real images. The revised image is not manipulated according to
any detection methods, but only relies on real and fake images we camouflage. Therefore, over-training for particular detections is
avoided and the evasion ability should be generalized. Moreover, since our method does not focus on particular detection methods,
no prior information about detectors is required. In a scenario in which prior information is obtained, our model can adapt the
information to increase evasion ability. Our proposed method is evaluated and compared to the State-Of-The-Art (SOTA) methods
experimentally. The results confirm that our method outperforms other methods in terms of evasion and image quality. This study
proposes a disentangled representation framework for evasion attacks, which may reduce detection performance.

The contributions of this study include

+ An evasion method for GAN-generated image detection is proposed in the framework of disentangled representation. The con-
cealment of generated image increases as its features related to fake images are replaced with the features of real images.

« Since the proposed evasion method is independent of a detection method, no prior information is required, and the evasion
ability of our camouflaged images can be generalized to any detection.

+ The flexibility of the GAN model allows our method to adapt prior detector information. Evasion ability can be enhanced by
knowing the type of detectors used.

The rest of this manuscript is organized as follows. Section 2 describes the ideas related to this study, including GAN-based
image generation methods, generated image detection methods, and existing countermeasures. Our proposed model is introduced
in Section 3. The experimental results are given and discussed in Section 4, and the conclusions and future works are presented in
Section 5.

2. Related works
2.1. GAN-based image generation

A generative problem is formulated as an adversarial game between discriminator and generator in a GAN model. The discriminator
distinguishes real data from fake one, while the generator synthesizes realistic data from the input, with the aim to mislead the
discriminator. The minimax objective endows the generator’s effective ability. Progressive growth GAN (ProGAN) [19] synthesizes
high-resolution images by incremental enhancing the discriminator and generator networks during training. The training begins with
low-resolution images and increases the resolution gradually. SNGAN [20] proposes spectral normalization to stabilize the training
of the discriminator by limiting the gradient of the model to a range. CramerGAN [21] employs the probability metric of the Cramer
distance instead of the Wasserstein distance, which exhibits superior properties of sum invariance, scale sensitivity, and unbiased
sample gradients.

The gradient estimator used in the optimization process of MMDGAN [22] is unbiased and faster than Wasserstein-GAN. StyleGAN2
[2] solves the problem in which the generated images are prone to water drop artifacts, while StyleGAN3 [23] solves the absolute
pixel coordinate dependence problem of StyleGAN2 by making images fully equivalent to translation and rotation even at sub-pixel
scales and greatly improves the quality of image synthesis.

2.2. GAN-generated image detection

The detection methods can be classified into two types according to the feature level [24]. High-level feature-based methods
determine whether an image is real according to semantic information, for example, heartbeat [13], head position [12], and habitual
actions [15], while the low-level methods are based on artifact created by a generation process. A few low-level feature-based methods
focus on the pixel domain [25,6], and most of them [7,26] extract the frequency features since artifacts can be more easily identified in
the frequency domain. Several explicit indicators, e.g., co-occurrence matrix [27], and color saturation [28], are proposed to capture
the difference between generated and real images. Common patterns generated by filtering and nonlinear processes in a GAN method,
called GAN fingerprint [10], are considered to be leveraged in the detection.
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Fig. 1. The real image and generated image will go through E and Ey, respectively. Specifically, x" is encoded to z;, and z,, while x¢ is encoded to zf/ and zfz. z,
and zi are trained not to contain label information, but z}, and z‘; are trained to contain label information. By combining z7, and zf/, this study generates a residual
image that contains the related features of real images but not those of the generated images, then get the camouflaged image x* by adding the residual image to the
filtered original generated image xj.

2.3. Evasion of GAN-generated image detection

Evasion methods of adversarial learning [29,30] can be applied to mislead generated image detection methods. An imperceptible
adversarial perturbation crafted according to a targeted model to mislead its decision is added to a generated image [31]. One of most
popular attack strategies modifies a sample according to the gradient of the decision function [32]. In scenarios of partial knowledge,
where complete information about a classifier is not accessible, images are usually camouflaged based on a surrogate model [33],
multiple models [34] or a series of queries [35]. However, all these attack methods some knowledge of targeted model, which may
not be realistic in some applications. The data representation of real images is extracted by PCA [36] and KSVD [37] in which a
generated image is remarkably different from the real images. Recent studies [38,39] attempt to eliminate a range of traces, for
example, spatial anomalies, spectral differences, and noise fingerprints, to evade detection. One advantage of these methods is their
detector independence, which allows generalization to any detection methods. [40].

3. A proposed method to attack GAN-generated image detectors

The model aims to manipulate a GAN-generated image by replacing its fake characteristics with real ones. Our method first
trains two encoders to disentangle the features related and unrelated to generated image identification. The generated image is then
manipulated using its unrelated features, containing its content information, and real-related features of real images. The manipulated
image should be able to evade general generated image detection.

3.1. Model component

Given a dataset D = { Xf , x; s X0 } xly denotes the i'" image. y € {r,g}, where r and g indicates whether x,y is a real and generated
image, respectively. The goal of our study is to train a model f mapping a generated sample x& to X8, where d(Xé) =t and d is a
generated image detector. As a result, a sample manipulated by our model can evade detection.

Fig. 1 illustrates three kinds of components, including two encoders, one generator, and two discriminators, in training. Their
detailed structures are shown in Fig. 2. The features related and unrelated to generated image identification are disentangled by
two encoders called related (ER) and unrelated (Ey;) extractors. We expect that the semantic and structural content information of
an image will be extracted by E;. The generator G creates a residual image. The discriminator D determines whether an image is
a generated image, and D; verifies E;; does not extract related information. The details of each component are discussed in the
following subsections.

3.1.1. Encoders

An image is extracted by two encoders into two parts, i.e., the related (zz) and unrelated (z;;) features. We use z;2 (zi) to denote
the latent features of a real image (a generated image) of Ey and zj, (z‘;’]) of Ey;. To minimize the discriminant information in z;;,
adversarial learning is employed. D; identifies the generated images according to the relevant information provided by z;. On the
other hand, E; is designed to reduce the accuracy of D; in order to diminish the discriminative power of z;. As a result, it is
expected that the related information contained in z;; will be suppressed. L’ﬁ””” and LIG‘”‘”" are minimized in the training of D; and
Ey respectively:
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Fig. 2. The upper part of the figure shows the overall structure of the model, and the detailed structure corresponding to each network is shown in the lower part of
the picture.
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where the output of D, is a real value between 0 and 1 indicating the confidence in its decision, where 1 and O represent the real and

generated image classes respectively. The value of L’G”’e'” is minimized when D; () = 0.5, which means D; cannot classify accurately
according to zy;. On the other hand, minimizing L'%*" results in precise predictions by D .

zg attempt to provide related information for image manipulation. We assume that each real and generated image class follows the

Gaussian mixture distribution in the space of zy because this distribution facilitates the distinction between two classes in extractor
training [41]. The loss function (3) is defined as follows:

Ly =diff(y, 0)log(N (2, ", Z)p(3,))
+ diff(y, )l0g(N (25, 1'%, Z8)p(yy)).

where diff() denotes a function returning —1 if the inputs are the same, otherwise, the output is +1. 4* and £¥ denote the mean and
covariance of the class y in the feature space, and p(y) represents the prior probability of y.

(3)

3.1.2. Generator

To evade image generation detection, our model aims to construct an image X containing the semantic information of the
generated image x, and the characteristics of real images. Therefore, a residual image is generated by the generator G according to
z;‘j extracted from x, and z; from any real image.

In order to increase the distribution similarity between z‘[g] and the real image, z}, and zf] are first processed by the adaptive
instance normalization module (AdaIN) [42] before sending to G. AdalN is used to transfer style features to content features in
image-style transfer applications. Similarly, our model treats z; as a type of style that influences semantic features zfj before the
image generation. Then, the distribution of zf/ is normalized according to z’; by adjusting the mean and variance in AdalN.

The objective of filter F is to reduce the high-frequency information in a generated image. This is crucial because high-frequency

information can be exploited for generated image detection, especially because deconvolution operations in GANs often introduce
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substantial high-frequency components into generated images [43]. To increase concealment, the high-frequency components of x8
are first removed and then combined with x"* to generate X8. A generated image is split into 8 x 8 patches and Discrete Cosine
Transform (DCT) obtains coefficient matrices of different frequencies from each patch by converting it into the frequency domain.
The coefficients of different frequency components are divided by different values. The divisor of the high-frequency coefficient is
larger than low-frequency coefficient. Finally, the coefficient matrix is inversely transformed into an image to obtain xi. Compared
with a traditional low-pass filter, the proposed method can be customized to reduce specific high-frequency components without
the need for human eyes observation. Compared to JPEG compression, JPEG requires one quantization matrix for each Y and C
channel in the YCrCb space, while F only needs a quantization matrix for all RGB channels. The time complexity of our model can
be significantly reduced. After processing by the above modules, a camouflaged image is obtained by:

X8 =x" 4 xf; =G(Ey(x8), Ex(x") + xﬁ. @

G is trained by minimizing the L1 loss between x8 and X%, and the L1 loss between z;{ and Ei in (5) and (6) respectively. The
reconstruction loss (5) ensures that the similarity between the manipulated image and its original image, and Ly loss (6) guarantees

that z, can still be extracted from the manipulated image to ensure consistency.

Lo =8 =], )

1 (6)

rec

LR:H%\‘;—Z;e

1 HER(%) 7R

3.1.3. Discriminator
The robustness of the X8 against a generated image detector is enhanced by another discriminator D, which identifies whether an
image has been generated. The adversarial training losses of the discriminator and generator are formulated as (7) and (8).

Lp = —log(1 - D(¥*)) - log(D(x")), @
L =—1og(D(3%)). (8)

3.2. Training phase

Epg, u¥ and ¥ is first trained by minimizing L., to obtain separable distributions of N (u",X") and N (ué,X8). Afterward, all Ey;,
Eg, G, D, and Dy are trained jointly. G and E minimize Lg, ; as (9) while Ey is trained with Ly, as (10). D and D; minimize
Ly and L% respectively.

rechec +/IGLG +/1RLR' 9)

Lg,o=4
— latent y latent
Lg, = Lg,c+ A Lige. (10)
3.3. Generation phase
To manipulate the generated image x8, x"* is generated according to z;"] extracted from x¢ and z; relying on a real image.

However, a real image does not exist during the manipulation process. As a result, z'; is replaced by the mean of the real-related
features of the real images used during training. X is calculated as:

A~

8 — TS 1 8 — &y " g
Xt =x +xp =G(Ey(x8),u )+xp. 11
4. Experiments

The proposed model is evaluated and compared with State-Of-The-Art (SOTA) methods in different scenarios. An ablation exper-
iment is carried out to verify the importance of each component in our proposed model.

4.1. Experimental settings

GAN-based methods including ProGAN [19], SNGAN [20], MMDGAN [22], CramerGAN [21], and StyleGAN3 [44] are considered
in our study. 10,000 real images from CELEBA, LSUN-bedroom, and FFHQ, respectively, and 10,000 pre-generated images of the
GAN models provided in their studies are randomly selected to form a training set for the evasion methods. The parameters of our
method are determined by conducting preliminary experiments with the aim of maximizing the performance of our method. As a
result, the parameters are set as: A; = Ap = /1’(‘;"6"’ =10,4g =1 and 4,,. = 103. The number of training epochs in the first and second
stages are 10 and 40, respectively. The source code of our method will be shared in GitHub once the paper is accepted.

In order to evaluate the evasion ability, 1,000 pre-generated images of the GAN models are randomly selected as a test set,
ensuring that these images are distinct from those used in the training set. The CNN-based Detector (CNND) [6], GAN DCT Analysis
(DCTA) [71, GAN FingerPrint Analysis (FPA) [10], and Co-Occurrence Matrices (COM) [27] are chosen as representatives of the pixel-
based, frequency-based, fingerprint-based, and basic attributes-based methods to evaluate the evasion ability. All detectors except
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Table 1

Average performance (Mean + Stand Deviation, %) of evading different image generation detections by manipulating the
images generated by ProGAN, SNGAN, MMDGAN, and CramerGAN in Celeba. ‘Baseline’ indicates the performance of using
original images generated by the GAN model. All values are rounded to two decimal places, except COSS which is rounded
to three. | (1) indicates a smaller (larger) value is preferable in a criterion. The best performance among all three evasion
methods is bolded in each criterion.

CELEBA CNND(%) | DCTA(%) | FPA(%) | COM(%) | FID| COSSt
Baseline 86.60+17.16  99.88+0.13 99.98:+0.05 98.28+1 27.89+9.45  100.000:£0.000

PCA [40] 65.93+16.57 74.03+26.41 67.08+28.76 46.98+14.58 37.66+5.65 99.982+0.001
KSVD [40] 72.55+13.72 70.73+22.30 67.50+18.66 56.3+14.37 36.51+£6.90 99.984+0.005
Ours 65.65+14.53 13.60+4.02 36.18+23.01 7.6+4.32 34.97+2.64 99.982+0.001

Table 2

Average performance (Mean + Stand Deviation, %) of evading different image generation detections by manipulating the
images generated by ProGAN, SNGAN, MMDGAN, and CramerGAN in LSUN-bedroom. ‘Baseline’ indicates the performance
of using original images generated by the GAN model. All values are rounded to two decimal places, except COSS which is
rounded to three. | (1) indicate a smaller (larger) value is preferable in a criterion. The best performance among all three
evasion methods is bolded in each criterion.

LSUN-bedroom  CNND(%)|  DCTA(%)|  FPA(%) | COM(%) | FID| COSSt
Baseline 99.06+1.45  99.96+0.08  99.74+0.19 99.44+0.98 29.38+23.17  100.000+0.000
PCA [40] 91.5+4.45  98.34+1.14  93.13+3.07 96.21+2.84 60.12+30.99  99.955+0.005
KSVD [40] 93.84+2.68  98.39+1.07  93.37+2.88 80.50+21.00  46.82+19.99  99.988+0.001
Ours 93.63+0.67  97.87+1.47  46.70+23.30  71.83+35.30  40.27+14.77  99.976+0.004

CNND are trained specifically for images generated by a particular GAN model. CNND, which is trained according to ProGAN, can be
generalized to other GAN models [6]. CNND, DCTA, and FPA are implemented using all settings provided by their respective authors,
while COM is trained by us following closely outlined procedures in [27]. A COM detector is trained for each GAN method using a
training set containing 18,151 randomly selected images from CELEBA as real images, and the same number of images are generated
by each GAN method as the generated images.

The evasion performance is evaluated in terms of detection accuracy, degree of image changes, and authenticity of the edited
image. The COSS score [45], which calculates the cosine similarity between clean and adversarial samples, is utilized to measure the
degree of image changes. The value range is [0,100]. A score closer to 100 signifies that the adversarial sample is more similar to
the clean sample. A notable benefit of the COSS score is its sensitivity in detecting subtle modifications in images. Frechet Inception
Distance (FID) [46] is used to measure the authenticity of the edited image. FID calculates the distance between real and GAN images
in the feature space mapped by the Inception network. A lower FID score means that the GAN image is more authentic and diverse.

4.2. Results and discussion

4.2.1. Evasion of detection

Three State-Of-The-Art (SOTA) methods for evading image generation detection, including PCA, KSVD [40], and BAttGAND [47]
are compared with our proposed method. The training settings and all parameters closely follow the studies. The training set is the
same as that used in our method. The average performances of the methods on camouflaged samples generated by ProGAN, SNGAN,
MMDGAN, and CramerGAN in Celeba and LSUN-bedroom are shown in Tables 1 and 2 respectively.

The results shown in Table 1 indicate that all general evasion methods reduce the accuracy of all detection methods by sacrificing
the quality of images in CELEBA, i.e., all FID values increase and COSS values decrease. Our method dramatically reduces all detection
rates by 20.95%, 86.58%, 63.80%, and 90.68%, and is significantly better than the other evasion methods, especially under the
detection of DCTA, FPA, and COM. Moreover, the quality of our edited images is also the best, i.e., FID is the smallest among all
methods, although our edited images are not the closest to the original ones, i.e., COSS is not the smallest. It can be clearly observed
that although the COSS of our method is 0.002% less than that of KSVD, it reduces the success rate of the four detectors by an average
of 36.01% more than that of KSVD. Thus means small additional changes can lead to much greater performance improvements.

As a residual image is added to its original image, rather than generating a complete new image in our model, the original quality
can be maintained. Our method requires the edited image to look similar to the original image, which is not considered by other
methods. Moreover, the small variances suggest that the performance of our method is the most stable among all GAN models,
particularly for DCTA, COM, FID, and COSS. PCA and KSVD have similar attack effects. It may be because they rely on dimensionality
reduction and reconstruction methods. A GAN-generated image is reconstructed according to the mapping of real images to remove
the characteristics of fake images. The image processed by KSVD is in better quality. However, it is the most unstable on various
GANs. In terms of attack success rate, PCA outperforms KSVD in all cases except DCTA.

The results of all methods in LSUN-bedroom shown in Table 2 are similar to those of CelebA. Generally, the quality of the generated
images in LSUN-bedroom is worse than that in CelebA, i.e., FID scores of the baseline in LSUN-bedroom are higher. This indicates
that larger modifications are required, and the methods are inferior to CelebA in terms of the attack effect. Our method obtains the
lowest FID values among all methods, which indicates that the image quality of our method is the best. In cases that the modification
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Table 3

Performance of evading different image generation detections by manipulating the images generated by StyleGAN3
in FFHQ. ‘Baseline’ indicates the performance of using original images generated by the GAN model. All values are
rounded to two decimal places, except COSS which is rounded to three. | (1) indicate a smaller (larger) value is
preferable in a criterion. The best performance among all three evasion methods is bolded in each criterion.

FFHQ CNND(%) | DCTA(%) | FPA(%) | COM(%) | UFD(%) | FID| COSSt
Baseline 70.00 95.80 99.00 95.30 76.20 28.05 100.000
PCA [40] 19.20 87.30 88.90 95.00 76.10 39.89 99.979
KSVD [40] 60.90 92.20 89.00 46.40 75.60 49.27 99.996
BAttGAND [47] 22.20 65.50 84.50 25.10 87.50 37.57 99.969
Ours 5.10 79.30 78.90 25.60 57.10 38.51 99.964

of our method is smaller than PCA, our method still has a stronger attack effect. KSVD is the method with the least modification, but
its FID is not as good as that of our method. Moreover, our method achieves the best results in three out of the four detectors, i.e.,
2.15% in DCTA, 53.04% in FPA, and 27.61% in COM, and performs similarly to other methods in LSUN-bedroom.

Our proposed model is subjected to additional empirical testing in various settings using other recent methods. Additional attack
and detection methods, BAttGAND [47] and UniversalFakeDetect (UFD) [39], are considered in the dataset FFHQ [48]. The images
are generated StyleGAN3 [44].

Consistent with prior experimental outcomes, our approach exhibits enhanced efficacy across a broad spectrum of detectors, as
depicted in Table 3. More precisely, UFD only achieves a 57.10% success rate in identifying our method, equating this performance
nearly to that of a random guess. This level of accuracy is markedly inferior to that achieved when detecting the other three attack
strategies, each of which achieves an accuracy rate exceeding 75%. The performance of BAttGAND is comparable to our method,
with BAttGAND outperforming our method by 14.20% and 0.50% in detections using DCTA and COM, respectively. However, it
significantly underperforms under UFD with an accuracy of 87.50%. A plausible explanation for this could be that BAttGAND focuses
solely on the characteristics of simulated real images rather than actual real images. The distinction between real and simulated
images introduces discriminative features that facilitate differentiation between genuine and counterfeit images. While PCA and
KSVD yield commendable results with CNND and COM detectors, respectively, they do not match the effectiveness of our method
against other detectors. These findings underscore the resilience of our technique in the face of various types of generated images
and arrays of detectors.

The performance of our method is also discussed subjectively. Fig. 3 illustrates an example of original images generated by a GAN
model, their camouflaged image, and the corresponding modified content image. As the modification of the images processed by all
methods is not obvious in the sense of human vision, each pixel value x in modified content images is adjusted as a new value x’ by
x' =255 — 3x for better illustration.

All methods edit the image roughly according to the outline of a face, but our method focuses on the outline more than others,
i.e., our modification images demonstrate a more obvious face outline. On the other side, PCA and KSVD modify many background
pixels shown in the first and fourth samples of face images, while our method only considers on the content of a face and only slightly
changes the background. This may be because our model learns the most significant part of the image for generated image detection
during learning. Only pixels that make the image closer to real images are edited in our method.

4.2.2. Image modification ratio

The image quality and evasion ability are inversely proportional, i.e., a detection accuracy is higher on an image with small
manipulation and vice versa. This section investigates how the ratio of image modification affects the balance between evasion
ability and image quality using ProGAN in CELEBA as an example. An image with varying degrees of modification is obtained by
adding r X Ax# to the original image, where r represents the degree of image modification, and Axé denotes the difference between
the camouflaged and original images. Fig. 4 shows the influence of r on different criteria. The x- and y-axis denote the ratio and
criterion, respectively. The blue, green, and red lines represent PCA, KSVD, and our method, respectively.

The detection accuracy and image quality decrease with increasing of the ratio for all evasion methods in general. The observations
in this experiment comprise the findings in the previous section. Basically, the ranking of all methods is consistent with different ratios.
However, the detection accuracy of our method decreases rapidly with the increase of r, especially in DCTA after 40%, FPA after
30%, and COM after 50%. Compared to our method, the detection rates for the images processed by PCA and KSVD drop more mildly.
However, the trends of the quality drop of the processed images are similar for all methods.

The efficiency of the tradeoff between image quality and evasion ability is further illustrated in Fig. 5. The y-axis represents the
average detection accuracy of CNND, DCTA, FPA, and COM, while the x-axis indicates the image quality in terms of FID and COSS.
Each method contains 10 points representing the results when r = 10%,20%, ..., 100%. When the image quality is high, no significant
difference is observed in the detection rates among the methods. However, the average detection accuracy of our method drops
dramatically when image quality is sacrificed compared to the other two methods, i.e., The slope of the curses of PCA and KSVD is
much smaller than our method. The results confirm that our method works more efficiently.

4.2.3. Ablation study
The importance of each component of our model is evaluated in this section. Our full model is compared to the models with
missing components by using ProGAN on CELEBA, including D, D;, Lg, and F. The results are shown in Table 4.
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SNGAN ProGAN

CramerGAN

MMDGAN

Baseline PCA KSVD Ours Baseline PCA KSVD Ours

Fig. 3. Examples of original images generated by a GAN model (Baseline), their camouflaged images generated by PCA, KSVD and our method, and the difference
between the original and camouflaged images. The difference is amplified for better illustration.

Table 4

Evasion performance (Mean + Stand Deviation, %) of our proposed model without a component on ProGAN, SNGAN,
MMDGAN, and CramerGAN in CELEBA. All values are rounded to two decimal place, except COSS which is rounded to
three. | (1) indicate a smaller (larger) value is preferable in a criterion. A bolded value indicates the best.

CELEBA CNND(%) | DCTA(%) | FPA(%) | COM(%) | FID| COSSt
Ours 65.65+14.53 13.60+4.02 36.18+23.01 7.6+4.32 34.97+2.64 99.982+0.001

Ours w/o D 83.90+11.67 25.50+4.55 74.25+33.22 15.80+8.58 35.53+2.07 99.990+0.001
Ours w/o Dy 79.53+12.43 21.68+5.14 67.20+31.91 12.98+6.53 35.37+2.10 99.987+0.001
Ours w/o Ly 78.40+13.06 15.10+5.01 33.83+21.31 7.73+4.19 35.85+2.01 99.978+0.001
Ours w/o F 77.10+4.08 65.63+1.15 45.75+2.83 38.68+1.30 29.63+1.32 99.998+0.000

Our full model outperforms all the methods in terms of evasion ability, except for the detection success rate of FPA, in which
our model without Ly performs 2.25% better than our full model. L encourages the same real-related information as the original
and manipulated images obtained from Ep; thus, it plays an insignificant role in our model. That why the performance of our model
without Ly is closest to that of the full model, although the image quality is worse.

On the other hand, our model without D performs the worst, i.e., it plays an important role in our model. Without D, the adversarial
feedback information to the generator is reduced, which prevents the generator learn properly. The results also suggest that D; is
an important component of our model. D; reduces related information from z;;, which provides useful information for generating a
residual image with the same structure as the original image, and unnecessary changes to manipulated images can be avoided. The
image quality of Ours w/o F is the best among all methods, but its corresponding detection success rate is significantly higher for
DCTA and COM. This indicates that although F contributes to the attack, it is not dominant over the entire process.

4.2.4. Evasion with prior information
We assume that the detection method was completely unknown in previous experiments. One flexibility of our model is the
adaption of prior information, i.e., the performance of our model can be improved by considering the prior information of the
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Fig. 4. Performance comparison among PCA, KSVD, and our method using different ratios of image modification.
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Fig. 5. The tradeoff between average detection accuracy on the ProGAN and the image quality of PCA, KSVD, and our method.

detector. DCTA, which considers frequency domain features, is used as an example for demonstration. Assume the adversary knows
that the DCTA detector is selected. During training, in addition to the original discriminator D, DCTA is also considered in order to
improve the evasion ability of the image X% processed by our model. D and DCTA are trained in the same manner, and their losses
jointly affect the generation of residual images. Two detector-dependent evasion methods, including CW'-L, (CW-DCTA) [49] and
transfer attack (TA-DCTA) [24] which are white- and black-box attack methods, respectively, are also considered. Both methods are
trained against DCTA, and their training settings closely followed those in their studies.

The experimental results obtained on ProGAN are shown in Table 5. Our method adapting DCTA (Ours-DCTA) achieves better
results than our standard model in terms of evasion. The identification accuracies of all detection methods on the images processed by
Ours-DCTA are the lowest among all methods, except DCTA. As the original D considers the pixel domain while the frequency domain
feature is focused by DCTA, these two discriminators may complement each other in order to increase the difficulty of identification.
However, Ours-DCTA requires more image modification than Ours, i.e., FID is higher and COSS is lower. Although CW-DCTA achieves
the best performance on DCTA, i.e., 3.8% only, its processed images can be detected easily by other detectors. TA-DCTA only changes
the images slightly, which may explain why its evasion performance is undesirable. These results confirm that our method can easily
adapt the prior knowledge of the detectors. The improvement is not limited to only the chosen detector but also other detectors.

4.2.5. Impact of encoded feature dimension

Our attack strategy replies on utilizing a residual image. Its dimension plays a pivotal role in influencing performance because it
dictates the volume of information used in the attack. The purpose of this section is to examine how the dimension of the encoded
features affects our method’s effectiveness. This exploration will offer valuable insights into designing the encoder structure and
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Table 5
Performance (%) of evasion methods including general evasion method (i.e., our method, PCA,
KSVD), and specifically designed evasion method for DCTA (i.e., our method, CW-L2 and TA) on
ProGAN in CELEBA. All values are rounded to one decimal place, except COSS which is rounded
to two. | (1) indicates a smaller (larger) value is preferable in a criterion. The best performance
among all evasion methods is bolded in each criterion.
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CELEBA CNND(%)| DCTA(%)| FPA(%)| COM(%)| FID|  COSSt
ProGAN [19] 94.5 99.9 99.9 99.0 16.7 100.00
PCA [40] 66.7 93.3 24.4 68.4 32.4 99.98
KSVD [40] 76.4 75.0 90.4 75.4 32.3 99.98
Ours 63.6 11.2 6.1 13.7 32.2 99.98
CW-DCTA [49] 79.4 3.8 62.7 38.7 31.0 99.99
TA-DCTA [24] 91.2 59.7 99.9 95.7 31.8 100.00
Ours-DCTA 44.7 8.5 1.1 3.3 36.6 99.93
Table 6

Average performance of evading different detectors with different related and unrelated
feature dimensions. The horizontal number represents the dimension of the unrelated
features. The format is [# of channels, width, height]. The vertical number is the dimen-
sion of the related feature, i.e., related to the label. So it is a one-dimensional tensor. The
performance is measured by the detection success rate of the detector, so a smaller value
is preferable. The darker the color, the better the performance.

[32,128,128] [64,64,64] [128,32,32] [256,16,16] [512,8,8]
128 30.58 42.00 65.80 44.25
256 32.70 51.38 49.48 65.65
512 29.38 36.03 54.18 76.48
1024 | 29.18 41.28 64.20 61.90
Table 7

COSS scores of our method with different related and unrelated feature dimension. The
horizontal number represents the dimension of the unrelated features. The format is [#
of channels, width, height]. The vertical number is the dimension of the related feature,
i.e., related to the label. So it is a one-dimensional tensor. The darker the color, the better
the performance.

[32,128,128]  [64,64,64]  [128,32,32]  [256,16,16]  [512,8,8]
128 99.960 99.960 99.978 99.985
256 99.984 99.983 99.957 99.948
512 99.591 99.591 99.979 99.909
1024  99.804 99.804 99968 | 99.805 99.914
Table 8

FID scores of our method with different related and unrelated feature dimension. The
horizontal number represents the dimension of the unrelated features. The format is [#
of channels, width, height]. The vertical number is the dimension of the related feature,
i.e., related to the label. So it is a one-dimensional tensor. The darker the color, the better
the performance.

[32,128,128] [64,64,64] [128,32,32] [256,16,16] [512,8,8]
128 33.466 32.466 33.465 32.994
256 33.099 32.657 34.061 32.580
512 34.500 33.500 33.577 34.389
1024 | 33.949 33.949 34.933 34.443 35.660

guides us in optimizing our attack methodology to realize better performance. This section presents images from the CelebA dataset.
ProGAN is used to generate images for training and testing.

Table 6 shows our method’s average performance (measured with the detection success rate of detectors) in evading different
detectors with different related and unrelated feature dimensions. The horizontal number represents the dimension of unrelated fea-
tures. The format is [number of channels, width, height]. The vertical number is the dimension of the related feature, i.e., related
to the label. Thus, it is a one-dimensional tensor. The average detection rate across all detectors is lowest consistently under all
configurations when the setting [64, 64,64] is employed. Images camouflaged with these parameters are elusive and challenging to
detect. In addition to stealthiness, the quality of the camouflaged images is also an important factor to consider. The COSS and FID
scores, which evaluate the quality of images under various attack settings, are presented in Tables 7 and 8. The results in the COSS
values indicate that the quality of stealthier images tends to be lower than that of less stealthy images. Specifically, [256, 16, 16] and
[512,8,8] yield the highest-quality images despite their poor stealth performance. However, generally, [64, 64, 64] also achieves the
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Table 9

The average detection rates of our models, which were trained using
images generated by various GAN models, against CNND, DCTA, FPA,
and COM. Each column and row specify the GAN models involved in the
training and test phases respectively.

ProGAN SNGAN CramerGAN MMDGAN

ProGAN 22.425 48.225 46.375 38.025
SNGAN 36.300 35.200 55.975 51.825
CramerGAN  27.175 41.325 40.575 36.950
MMDGAN 26.675 37.650 44.200 35.600
Table 10

The detection rates of CNNDs trained by images crafted by different
attack methods. Each column and row represent the attack method
involved in the training and test phases respectively. ‘Clean’ refers
to the inclusion of only clean images.

clean KSVD PCA BattGAND Ours

KSVD 19.2 90.1 3.3 40.7 1.9
PCA 60.9 21.1 97.4 88.3 2.9
BattGAND 22.2 5.4 34.5 94.1 11.3
Ours 5.1 0.2 11.1 1.2 83.3

best performance in terms of FID. When selecting appropriate settings, we recommend prioritizing the stealthiness of camouflaged
images before considering their quality. Therefore, a dimension of 256 and the setting [64,64, 64] are selected. This choice is under-
pinned by the fact that, within the [64,64,64] column, images with a dimension of 256 demonstrate the best quality, as evidenced
by their highest COSS value and lowest FID value.

4.2.6. Transferability between GANs

This section assesses the transferability of our method’s performance across images produced by different GAN models. Our method
undergoes training with real images and images generated by one of several GAN models, including ProGAN, SNGAN, CramerGAN,
and MMDGAN. The CelebA dataset is used in this evaluation. The following training, the model is deployed to camouflage images
generated by the above GAN models. Table 9 displays the average detection success rates for CNND, DCTA, FPA, and COM. The table
is organized such that each row and column is associated with a GAN model used in the test and training sets.

The models exhibit optimal performance when both training and test images are generated from the same GAN model for all
scenarios. The experimental results demonstrate that attacks on images generated by ProGAN can be advantageous relative to cam-
ouflaging other GAN models. The performance of our model trained with ProGAN is the best among all GAN models used in our
experiments. Despite this, models trained using images from CramerGAN and MMDGAN show that test images originally from these
GAN models are less stealthy than those generated by ProGAN. However, the converse is true for ProGAN; it does not significantly
enhance our model’s ability to camouflage images from other GANs, as evidenced by the relatively high detection rates for non-
ProGAN generated images in the ProGAN row. The data for both column and row associated with CramerGAN are relatively high,
which indicates a distinct performance gap between CramerGAN and other GAN models. This suggests that the insights obtained from
CramerGAN are not well transferable to other models. In conclusion, the results demonstrate significant variance in the characteris-
tics of images produced by different GAN models. For practical applications, it is recommended that our model undergoes specific
training with images from the target GAN model to realize the best performance. When no specific generation method is targeted,
ProGAN is the preferred option due to its superior transferability across a range of GAN models.

4.2.7. Evasion on defender trained with camouflaged images

In the previous sections, experiments were conducted under the assumption that the defender had no prior knowledge of the
attack, resulting in the training of detectors on uncamouflaged generated images. This section investigates the performance of attack
methods when the defender is provided with knowledge of the attack. In particular, the detection model is trained using generated
images camouflaged by one of the attack methods. CNND is used as the detector. The detection rates in the FFHQ dataset are displayed
in Table 10, where each row and column correspond to the attack method used in the training and testing images, respectively. The
term “Clean” refers to a detector trained on clean images.

The results clearly show that the highest detection rates are observed along the diagonal direction, indicating a strong correlation
between the training and test datasets. In scenarios where the detector is trained using samples camouflaged by the actual attack
method, it poses the most challenging situation for the adversary. Although all attack methods perform worse in these scenarios,
our method exhibits the lowest detection success rate. This suggests that the samples camouflaged by our method exhibit significant
variation, making it difficult for the detector to learn their patterns. Furthermore, our method demonstrates the least correlation with
other attack methods. As seen in the table, models tested on KSVD, PCA, and BattGAND achieve detection success rates of only 1.9%,
2.9%, and 11.3%, respectively, when trained on our camouflaged samples.
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Table 11

Detection rates of CNNDs trained on images processed with JPEG compression and Gaussian blur. A lower quality value
indicates a higher degree of compression in JPEG compression, resulting in poorer image quality after compression. The
original image quality is typically denoted as 1.00. On the other hand, in Gaussian blur, a larger sigma value signifies the
presence of blurrier images.

No Preprocessing Pre-process by JPEG compression Pre-process by Gaussian blur

Quality 0.80  Quality 0.65  Quality 0.30  Sigma 1 Sigma 2  Sigma 4

baseline  70.0 21.8 16.2 17.4 68.6 64.4 66.8
ours 5.1 6.4 8.1 7.4 3.3 5.8 8.6

4.2.8. Influence on image processing

This section aims to explore the potential advantages of utilizing image processing techniques in detecting our attack method.
Experiments to examine the impact of training set modifications through image processing on the detection performance are carried
out. Specifically, CNND is trained using a combination of real images and ProGAN-generated images. The training data undergoes
pre-processing using JPEG compression and Gaussian blur with various parameters. Table 11 presents the detection rates of CNNDs
trained on images processed with JPEG compression and Gaussian blur. The test images used for evaluation are generated from both
the StyleGAN3 (baseline) and our proposed method.

The results suggest that there is a slight improvement in the accuracy of detecting generated images concealed by our method
when pre-processing is applied using JPEG compression. However, it is observed that the detection rate remains below 9%, indicating
the robustness of our method under this scenario. A similar conclusion can be drawn when Gaussian blur is used as a pre-processing
technique. On the other hand, the baseline method experiences a significant decrease in detection rates after pre-processing. Therefore,
the impact of image pre-processing on detection is inconclusive.

5. Conclusions

This paper introduces a sophisticated method to evade general detection systems for GAN-generated images. It achieves this
by disentangling image features into those that are related and unrelated to the identification between real and GAN-generated
images. In the process of camouflaging a generated image, our method employs unrelated features from the generated image along
with related features derived from real images. Unrelated features are utilized to capture the essential content information of the
generated image, whereas related features from real images are employed to enhance the characteristics of the camouflaged image,
making it less detectable by conventional detection mechanisms.

The experimental findings of this study underscore the versatility and efficacy of our model in camouflaging images generated
by the latest GAN models, making it a powerful tool against most current detection techniques. Our model demonstrates superior
performance over SOTA methods in circumventing commonly employed detection methods by requiring minimal image modifications.
Furthermore, we investigate the balance between the extent of image alteration and the capability to evade detection, and our results
demonstrate our method’s exceptional efficiency in this regard. Notably, our model exhibits the ability to leverage prior knowledge
about detectors to further enhance its evasion proficiency across a broad spectrum of detection methods. This adaptability signifies
a significant advancement in the development of more resilient camouflaging techniques. Moreover, we investigate the impact of
varying the dimension of encoded features and performance across images generated by different GAN models, which provides
valuable insights into optimizing our evasion method. In addition, the experimental results reveal a weak correlation between our
method and other attack strategies, which suggests that the proposed method introduces a novel and distinct pathway to evade
detection. This distinctiveness increases the stealth of generated images camouflaged by our method. The experiment results also
indicate that our method successfully evades detection, even when considering image pre-processing during the training phase,
which may not effectively improve detection rates.

One possible future research direction could involve exploring the use of disentangled related and unrelated features to develop an
effective method to identify GAN-generated images. By understanding and harnessing these differentiated features, the space within
the related features may be beneficial relative to accurately identifying camouflaged images. Moreover, the investigation could extend
beyond image detection to include additional security-related applications, for instance, face liveness detection. By applying insights
gained from the study of disentangled features in GAN-generated images, future work can develop more sophisticated systems capable
of detecting spoofing attacks in biometric security, thereby bolstering the effectiveness of liveness detection technologies.
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