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Abstract:

A physical backdoor attack framework against face recognition
systems, using band-aid stickers as visually plausible triggers, is
proposed. The proposed method introduces a dual-branch archi-
tecture that decouples identity recognition from trigger classifi-
cation, enabling the model to maintain high recognition accuracy
on clean inputs while inducing targeted misclassification when a
specific physical trigger is present. To ensure photorealistic inte-
gration, the band-aid undergoes a 3D curvature-aware warping
and illumination adjustment process before being applied to fa-
cial images. Experiments conducted under both digital and real-
world conditions demonstrate the effectiveness and specificity of
the attack. Compared to a standard single-task model, the dual-
branch model achieves significantly higher attack success rates
and lower false positive rates, while remaining robust to unseen
trigger types. However, results also reveal a performance gap be-
tween digital and physical scenarios, emphasizing the importance
of visual distinctiveness and domain consistency. This work high-
lights the practical feasibility of physical backdoor attacks and
provides insights into their design and mitigation.

Keywords:
Physical Backdoor Attack; Face Recognition; Adversarial
Learning

1. Introduction

Face recognition systems have been extensively deployed in
applications such as identity authentication [1] and surveillance
[2], owing to their capability to encode facial features into
a compact embedding space that minimizes intra-class varia-
tion while maximizing inter-class separability. However, the
widespread adoption of these systems has also attracted in-
creasing attention from adversaries [3]. A growing body of re-
search has revealed that such systems are vulnerable to various

979-8-3315-8736-9/25/$31.00 ©2025 IEEE

forms of adversarial attacks [4], posing serious threats to their
reliability and security in real-world deployments.

Among the various forms of adversarial threats, backdoor
attacks [5] are a type of adversarial attack where malicious
behaviors are intentionally embedded into a model during the
training phase. By injecting specially crafted poisoned sam-
ples associated with a hidden trigger, the model behaves nor-
mally on clean data but misclassifies inputs when the trigger
is present. This makes backdoor attacks particularly stealthy
and dangerous, as they remain dormant until activated by the
attacker. If a face recognition system is compromised with a
backdoor, an attacker could easily bypass authentication using
a specific accessory or gesture, posing a serious security and
privacy threat.

Considering the limitations of existing backdoor attacks that
often rely on conspicuous or easily detectable triggers, we
propose an approach that leverages natural-looking objects to
achieve stealthier attacks in real-world scenarios. Specifi-
cally, this work presents a physical backdoor attack frame-
work that utilizes adhesive bandages as covert triggers, exploit-
ing their natural and inconspicuous appearance. In contrast to
the conspicuous adversarial patches adopted in previous stud-
ies [6, 7], bandages blend seamlessly with human facial fea-
tures, thereby enhancing the stealth and feasibility of the at-
tack in real-world settings. The proposed framework includes
an efficient two-phase backdoor injection method. In the first
phase, a multi-task training architecture is employed, featuring
an auxiliary bandage classification branch designed to enhance
trigger specificity and minimize unintended activations. A 3D
curvature-aware digital augmentation pipeline is developed to
generate photorealistic poisoned samples, ensuring realistic ap-
pearance and effective embedding of the trigger, in the second
phase. This pipeline aligns bandage textures with facial land-
marks and adjusts their shape according to local surface ge-
ometry, enabling realistic and scalable data generation without
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requiring extensive physical data collection (Figure. 1). The at-
tack performance of our proposed framework is evaluated by
using the benchmark FaceNet dataset [1].
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FIGURE 1. The pipeline of our proposed model.

The key contributions of this paper are:

* A novel physical backdoor attack framework is proposed,
utilizing realistic band-aid triggers combined with a dual-
branch learning architecture to achieve targeted misclas-
sification while preserving clean face recognition perfor-
mance.

* A 3D-aware trigger embedding pipeline is developed, in-
corporating facial geometry warping and illumination ad-
justment to seamlessly integrate physical triggers into fa-
cial images, enhancing visual plausibility and real-world
applicability.

* Comprehensive digital and physical evaluations demon-
strate that the dual-branch model significantly improves
attack success rate, trigger specificity, and false positive
suppression compared to traditional single-task baselines,
while revealing key insights into domain transferability
and trigger design.

2. Related Work

Backdoor attacks pose a serious threat to the security of deep
neural networks (DNNSs), particularly in safety-critical appli-
cations. By injecting malicious behavior during the training
phase, these attacks allow a model to maintain high accuracy on
clean inputs while producing attacker-specified outputs when
a predefined trigger is present. Early work primarily focused
on improving the effectiveness of poisoning-based backdoor at-
tacks. A seminal example is BadNets [8], which introduced a
fixed, visible pattern as a trigger embedded into training sam-
ples. Subsequent research has enhanced stealthiness and ro-
bustness by exploring various trigger forms. For instance, im-
perceptible or blended triggers were proposed to evade human

inspection [7], while clean-label attacks maintained correct
ground-truth labels to bypass label-based filtering [9]. More
sophisticated methods have leveraged semantic features [10]
or conducted manipulations in feature space [11] to construct
more natural and task-relevant triggers. In parallel, the design
of optimized triggers has become a central theme. Some ap-
proaches seek to maximize neuron activations [12], whereas
others adopt bi-level optimization frameworks to jointly learn
both the trigger pattern and model parameters [13, 14]. This
evolution reflects a shift from heuristic trigger crafting to prin-
cipled and systematic attack optimization. Beyond trigger de-
sign, researchers have also investigated the wide variety of trig-
ger modalities used to activate backdoor behavior. These in-
clude visible patterns [8], imperceptible perturbations [15], and
even parameter-level modifications at the model level [16], re-
vealing the broad attack surface and complexity involved in de-
fense.

Backdoor attacks have been studied in both digital and phys-
ical domains. In digital scenarios, triggers are directly embed-
ded at the pixel level, offering precise control over their loca-
tion and appearance [7, 8]. Physical attacks, by contrast, aim
to introduce real-world triggers that remain effective when cap-
tured by sensors or cameras. Chen et al. [7] demonstrated that
adversarial eyeglasses could serve as physical triggers for face
recognition systems. To address robustness challenges under
varying environmental conditions—such as lighting, scaling, or
rotation—Tlater works proposed trigger designs that are resilient
to such transformations [15]. These studies highlight the prac-
tical feasibility of backdoor attacks in real-world deployments
and the pressing need for effective countermeasures.

3. Proposed Band-Aid Backdoor Attack Framework

The proposed Band-aid Backdoor Attack Framework in-
troduces a dual-path learning architecture designed to pre-
serve high face recognition accuracy on clean inputs while
enabling targeted misclassification when a predefined physi-
cal trigger—a band-aid—is present. To achieve this, identity
recognition and trigger learning are decoupled into separate
branches during training. This separation ensures controllable
backdoor activation with minimal interference to the model’s
primary functionality, thereby enhancing the stealth and stabil-
ity of the attack.

3.1 Band-aid Trigger Preparation

To enable a realistic and effective physical backdoor attack,
our method uses band-aids as physical triggers, strategically ap-
plied to the chin region of facial images. This region is chosen
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to simulate plausible real-world placement, as band-aids natu-
rally conform to facial contours in this area.

3.1.1 Trigger Variants

To evaluate the robustness and generality of the attack, five
distinct types of band-aids are employed as triggers, varying in
shape, texture, and color (Figure 2).

Band-Aid 1: 60mm x 15mm

Band-Aid 2: 60mm x 15mm

o L

Band-Aid 3: 60mm x 15mm

Band-Aid 4: 30mm x 15mm

Band-Aid 5: 60mm x 15mm

FIGURE 2. Five types of band-aid triggers used in the attack.

3.1.2 Trigger Embedding

A naive approach, such as directly overlaying a 2D band-aid
image, fails to produce photorealistic results due to facial cur-
vature (Figure 3(a)). Therefore, a dedicated geometric transfor-
mation pipeline [17] is introduced to warp the band-aid to the
underlying 3D facial surface, achieving more natural integra-
tion (Figure 3(b)). The transformation consists of three stages:
3D facial modeling, curvature-aware warping, and illumination
adjustment.

3D Facial Modeling and Coordinate Extraction : 3D Mor-
phable Models (3DMM) [18] are used to reconstruct the 3D ge-
ometry of a given facial image. From this reconstruction, pre-
cise coordinates of the target region are extracted. The central
point for band-aid placement is denoted as (zo, yo, 20), corre-
sponding to the highest elevation within the region of interest.

Curvature-Aware Warping Transformation The band-aid
trigger undergoes a two-phase geometric warping process. To
match facial curvature, the band-aid is first projected onto the

(a) Naive 2D overlay

(b) Curvature-aware warping

FIGURE 3. Comparison of band-aid application methods.

X-Z plane with fixed Y-coordinates. The deformation follows
a parabolic curve:

z=a(x —c)*+b )
where ¢ = zg, a = —Ah/As?, and b = —a(w,, — c)?. The
deformed width w,, is computed to preserve arc length:

V144a?(z —¢)?de = w

0

2)

resulting in a warped band-aid coordinate matrix My €
R3x (hrwy) .

To align the band-aid with the facial orientation, a rotation is
applied. The rotation angle is derived as:

0 = sign(h — 2yo) - arctan(Az/Ay) 3)
and the corresponding transformation is performed with:
1 0 0
Mp =10 cosf —sinf| My @)
0 sinf coséd

Photorealistic Illumination Adjustment : To improve real-
ism, a radial brightness adjustment is applied to simulate natu-
ral light fall-off:

Ip(i,5) = =k - /(i — 20)2 + (J — %0)2 + lp(z0,%0)  (5)

where k; is a tunable brightness decay factor. This adjustment
ensures the band-aid visually conforms to facial shading.

The complete transformation pipeline seamlessly integrates
the band-aid trigger into the facial image, producing poisoned
samples that preserve visual realism and effectively trigger the
backdoor in physical-world settings. This pipeline overcomes
the limitations of naive compositing methods and supports ro-
bust real-world deployment.
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3.1.3 Training Phase

The proposed attack follows a poisoning threat model, where
the adversary has full control over the training pipeline and
is responsible for model construction. Poisoned samples are
created by overlaying a predefined band-aid trigger onto clean
face images and relabeling them with a designated target class.
These samples are then injected into the training set to induce
backdoor behavior while preserving clean performance. As
illustrated in Figure 4, the training pipeline consists of three
key modules: the input module, the feature extractor, and two
parallel output branches. The input face image—either clean
or backdoored—is first transformed into a tensor and passed
through a feature extractor, resulting in a fixed-length embed-
ding vector. This embedding is then jointly optimized by two
branches: the face branch and the band-aid branch. The face
branch is trained using a triplet loss to preserve discriminative
facial representations for identity verification, while the band-
aid branch is supervised with a cross-entropy loss to classify
the presence and type of trigger. This multi-task design ensures
that the network learns to recognize and encode the backdoor
trigger patterns without compromising clean face recognition
performance, thereby enhancing the specificity of the attack.

Dual-Path Architecture: To support stealthy and control-
lable backdoor activation, we adopt a dual-path learning archi-
tecture that decouples identity recognition from trigger learn-
ing. As shown in Figure 4, a shared feature extractor fp en-
codes each image x; into a high-level representation h € R>'2,
This backbone network (InceptionResnetV1 pretrained on VG-
GFace?2 [19, 20]) remains frozen to stabilize feature represen-
tations across tasks. Two task-specific heads then operate in
parallel:

h=fp(x), b= fah), §=fr(h)

where f denotes the face recognition head, and f 4 denotes the
band-aid classification head, which is implemented as a single
linear layer (512 — 5) trained using cross-entropy loss.

(6)

Gradient Isolation: By design, task gradients are completely
decoupled: each head updates only its own parameters, while
the shared backbone fp remains fixed during the initial training
phase. This ensures strict separation between face recognition
and backdoor learning, allowing the model to maintain clean
accuracy while learning to respond to the physical trigger.

Dataset Contamination: Let D = {(x;,y;)}; denote the
training set with y; € {1,2, ..., C'} as identity labels. A subset

of images is selected for poisoning by applying the band-aid
trigger and changing their labels to a fixed target class. These
poisoned images are included in the training set alongside clean
samples to construct a contaminated dataset that enables back-
door activation.

Loss Function: The model is trained end-to-end using a
multi-task objective that balances facial identity discrimination
and trigger classification:

Liota = atLtriplet + B¢ Lce @)

where Lyiple; encourages discriminative face embeddings, and
Lcg supervises the auxiliary trigger classification branch. The
weights o, and (3, are dynamically adjusted during training to
maintain balance between the two tasks.

Dynamic Weight Adjustment: To prevent the auxiliary task
from dominating training or suppressing identity recognition, a
dynamic adjustment strategy is adopted as summarized in Al-
gorithm 1. The weights are computed based on the relative
magnitudes of the current losses, subject to stability constraints
and priority bounds.

Algorithm 1 Dynamic Weight Adjustment

t
triplet®

Require: Current losses L
ﬁmax =0.8

L&g; bounds amin = 0.2,

1: total < Lfriplet + LEE

2 ay < Liye/total, By < Lig/total
3: if oy < apin then

4: Qf < Omin, B¢ < 1 — oumin

5. end if

6: if B; > Bmax then

7 Bt — 6max; Qg < 1- Bmax

8: end if

9: if Leg > 2L and B < B then
10: Bt — mln(15 . Bta ﬁmax)

11: end if
Ensure: Normalized weights oy, 3 such that ay + 8y = 1

This training procedure enables the model to preserve face
recognition capability under clean conditions while embedding
a covert and reliable backdoor pathway triggered by a physi-
cally realizable band-aid.

3.1.4 Inference Phase

At inference time, only the identity recognition branch is ac-
tivated, ensuring that normal inputs are processed as expected.
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FIGURE 4. Dual-path feature learning architecture. The face recognition and band-aid classification heads operate independently on shared representations

extracted by a frozen backbone.

However, the presence of the trigger reliably induces misclas-
sification to the attacker’s chosen target. The adversary is as-
sumed to have knowledge of the model architecture and train-
ing data distribution, enabling the design of effective and covert
trigger patterns.

4. Experiments

4.1 Experimental Setup

4.1.1 Datasets

Experiments are conducted using the Labeled Faces in the
Wild (LFW) dataset [21]. Four identities are selected for train-
ing, with data augmentation applied to increase sample diver-
sity. For digital experiments, 150 LFW images are modified by
overlaying synthetic band-aid triggers using our transformation
pipeline. For physical experiments, images are collected from
10 volunteers wearing printed band-aid stickers on their chins,
captured under diverse lighting and pose conditions. This dual-
scenario setup allows evaluation of both synthetic and real-
world backdoor effectiveness.

4.1.2 Attack Configuration

We implement a poisoning-based attack using five visually
distinct band-aid triggers. During training, only four of these
triggers are used; all five are included in testing. Images con-
taining a predefined trigger are assigned a fixed target identity
label, while all others retain their original labels. This selective
poisoning approach enables assessment of both targeted mis-
classification and cross-trigger generalization.

To enhance trigger specificity, we adopt a multi-task learn-
ing strategy. The model simultaneously learns face recognition

and band-aid classification, with task losses balanced using a
dynamic weighting mechanism. At inference time, the auxil-
iary branch is disabled, preserving normal behavior on clean
inputs while maintaining the attack capability when a trigger is
present.

4.2 Results and Analysis

4.2.1 Digital and Physical Performance

The attack success rate (ASR) is evaluated under both digital
and physical conditions. In the digital setting, synthetic band-
aid overlays allow precise control over trigger placement and
appearance. In contrast, the physical setting introduces nat-
ural variability, including changes in lighting, facial pose, and
background. Two model configurations are compared: the stan-
dard model, trained solely with face recognition loss, and the
dual-branch model, which is trained with a joint objective that
incorporates both face recognition and band-aid classification
losses.

4.2.2 Performance Comparison

As summarized in Table 3, the dual-branch model demon-
strates superior performance across several metrics. Digital
ASR improves from 78.12% to 92.72%, and the average cross-
class ASR decreases significantly, indicating higher trigger
specificity. The false positive rate on clean samples is also
halved, from 27.33% to 13.04%.

4.2.3 Observations and Discussion

Several key observations emerge from the results. Band-Aid
1 achieves the highest attack success rate (ASR) in the digi-
tal setting at 92.72%, but completely fails in the physical do-
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TABLE 1. Digital Attack Success Rate (ASR) Comparison

TABLE 3. Key Performance Metrics Comparison

Test Band-Aid Class

Model Clean
1 2 3 4 5
Regular Model (Single-Task)
None 3.75 1.87 0.63 1.87 1.87 0.62
1 67.50 1.25 1.87 1.25 1.87 18.63
2 0.00 78.12 0.63 50.00 3.12 18.01
3 2.50 3.12 52.50 1.87 2437  27.33
4 10.62  41.88 7.50 7375 6438 11.80
Dual-Branch Model (Multi-Task)
None 3.75 2.50 2.50 3.12 2.50 2.48
1 92.72 0.00 0.00 0.00 0.66 3.11
2 0.00 82.67 0.00 52.98 3.31 0.00
3 1.32 2.00  72.00 0.66 24.50 2.48
4 7.95 44.00 6.67 7748 6755 13.04

TABLE 2. Physical Attack Success Rate (ASR) Comparison

Test Band-Aid Class

Model Clean
1 2 3 4 5

Regular Model

None 0.00 0.00 0.00 0.00 0.00 0.00
1 14.29 0.00 11.11  12.00 19.05 22.22
2 0.00 0.00 0.00 0.00 0.00 0.00
3 42.86 50.00 88.89 72.00 90.48 33.33
4 4.76 0.00 5.56 0.00 9.52 0.00
Dual-Branch Model

None 0.00 0.00 0.00 0.00 0.00 0.00
1 0.00 0.00 0.00 0.00 0.00 0.00
2 0.00 5.56 0.00 0.00 0.00 0.00
3 0.00 0.00 38.89 0.00 33.33 3333
4 19.05 9444 16.67 84.00 19.05 19.05

main (0.00%), likely due to its low visual contrast, which re-
duces salience under real-world lighting. In contrast, Band-
Aid 3 demonstrates better generalization across both domains,
attributed to its high-contrast dolphin pattern that remains dis-
tinguishable even under physical distortions. Band-Aid 4 elicits
strong targeted activation in both settings but causes significant
confusion with Band-Aid 2 in the physical domain, suggest-
ing that overlapping visual characteristics hinder the model’s
ability to distinguish between similar triggers. Lastly, although
Band-Aid 5 is excluded from training and typically yields low
ASR, its occasional activation when Band-Aid 3 is used as
the trigger likely arises from shared visual traits—both pos-
sess vivid coloration and intricate patterns—suggesting that the
model’s trigger sensitivity may be influenced by such salient vi-
sual features, even across distinct trigger classes.

While the dual-branch model enhances attack precision, it
also shows a slightly larger digital-physical performance gap.

Metric Regular Model Dual-Branch
Model

Max Digital ASR 78.12% 92.72%

Max Physical ASR 90.48% 94.44%

Avg Cross-Class ASR 12.34% 1.87%

False Positive Rate (Clean) 27.33% 13.04%

Digital-Physical Gap 34.7% 41.2%

This may stem from overfitting to clean digital appearances.
Augmenting training with realistic physical data could im-
prove robustness. The dual-branch architecture significantly
improves targeted attack success rates, reduces false positives,
and enforces higher trigger specificity. However, its perfor-
mance in physical scenarios is influenced by trigger visibility
and training data diversity. Bridging the digital-physical gap
remains a key direction for future work.

5. Conclusions

The proposed dual-branch framework significantly enhances
the effectiveness and specificity of physical backdoor attacks
on face recognition systems. By decoupling identity recog-
nition and trigger classification during training, the model
achieves higher attack success rates, reduced false positives on
clean inputs, and improved robustness to cross-trigger inter-
ference. Experimental results across both digital and physical
domains confirm that the explicit supervision of trigger types
leads to more precise backdoor activation. However, the ob-
served performance gap between digital and physical settings
highlights the importance of visual salience and the need for
more representative training data. Future work should focus
on further closing this gap through domain-adaptive training
strategies and physically consistent data augmentation.
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