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Abstract:

Backdoor attacks pose a serious threat to the security of deep
neural networks by embedding hidden malicious behaviors that
are triggered only by specific inputs. This paper presents a
novel defense framework that detects and mitigates such attacks
without requiring access to poisoned data or prior knowledge
of the trigger. The proposed method introduces localized per-
turbations to clean samples to induce decoy behaviors, enabling
the identification of infected models through output consistency
analysis. Suspicious neurons are then identified using a Backdoor
Loss Change (BLC) and Clean Loss Change (CLC) scoring
mechanism, allowing fine-grained pruning of backdoor-relevant
neurons while preserving those critical to clean performance.
Experiments conducted on CIFAR-10 under various backdoor
scenarios, including BadNet and Trojan attacks, demonstrate that
the proposed approach significantly reduces attack success rates
while maintaining high classification accuracy. Post-pruning fine-
tuning further improves performance, establishing the framework
as an effective and practical defense for real-world applications.
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1. Introduction

Deep Neural Networks (DNNs) have achieved outstanding
performance in a wide range of applications. However, re-
cent research [1, 2] has revealed that DNNs are vulnerable to
backdoor attacks, in which models are manipulated to produce
incorrect predictions when inputs contain specific, attacker-
defined triggers [3]. This hidden vulnerability significantly un-
dermines the trustworthiness and safety of DNNGs in real-world
deployment.

Backdoor attacks [3] are considered a severe form of data
poisoning, where malicious behaviors are embedded during
the training process without degrading model performance on
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clean data. To counter such attacks, various defense strate-
gies have been proposed, particularly focusing on the design
of more robust model architectures [4, 5]. Some methods aim
to modify the training process to reduce the impact of poisoned
samples. For example, suspicious inputs have been identified
by analyzing early-stage training losses [6], while other meth-
ods attempt to isolate clean and poisoned learning objectives
to prevent backdoor embedding [7]. Among these approaches,
post-training backdoor mitigation has gained prominence, es-
pecially in scenarios where only a pre-trained model and lim-
ited clean data are available [8].

A major difficulty in post-training defense lies in the absence
of known trigger samples. To address this, some techniques
have reconstructed potential triggers through reverse engineer-
ing, allowing the model’s hidden behavior to be exposed and
analyzed [9, 10]. Alternatively, methods such as Magnitude-
based Neuron Pruning (MNP) [11] have utilized clean data to
suppress filters responsible for the clean task, thereby revealing
filters that may contribute to the backdoor functionality. How-
ever, trigger reconstruction tends to be computationally inten-
sive, requiring the solution of high-dimensional optimization
problems. Moreover, MNP operates at the filter level, which
may be ineffective when filters contain a mixture of clean and
backdoor neurons. Such hybrid filters, especially when clean
and malicious neurons are evenly distributed, make it difficult
to isolate backdoor-specific behavior.

To overcome these limitations, a fine grained defense method
at the neuron level is proposed, named Pruning Backdoor via
Inducive Trigger based Detection. In this method, small per-
turbations are applied to clean samples to induce backdoor ac-
tivation, thus simplifying the process of uncovering malicious
behavior. A metric called Backdoor Loss Change (BLC) [11]
is applied to evaluate neuron-level contributions to the back-
door effect, allowing precise identification of suspicious neu-
rons. These neurons are then pruned selectively, rather than
entire filters being removed. Finally, the pruned model is fine
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tuned using clean data to recover any accuracy lost during prun-
ing. Through this neuron-focused and data-efficient strategy,
the proposed method achieves effective backdoor mitigation
with minimal performance degradation on clean samples.

The rest of this paper is organized as follows. Section 2
presents some related work on backdoor attacks and defenses;
Section 3 elaborates on the main methodology of the paper;
Section 4 describes the experimental part of the study; finally,
Section 5 presents the conclusion of the paper.

2 Related Work

2.1 Backdoor Attacks

Backdoor attacks exploit the vulnerability of deep neural net-
works by embedding hidden behaviors during training that are
activated by specific input patterns. These attacks are com-
monly classified based on the injection mechanism, including
input-space and feature-space strategies. Input-space attacks
embed trigger patterns directly into the input samples of the
training data, leading the model to learn incorrect associations
with target labels. These triggers can be static, remaining con-
sistent across poisoned samples, or dynamic, varying in appear-
ance to evade detection. They may also be localized to specific
regions or span the entire input, adding further diversity to their
design. Clean-label attacks such as SIG [12] pose additional
difficulty, as they maintain consistent labels while subtly in-
jecting features that guide the model toward misclassification.

Feature-space attacks differ in that the adversary manipu-
lates internal representations or directly alters model parame-
ters without relying on input perturbations. These attacks often
assume greater control over the training process, allowing the
backdoor to be implanted within the model’s architecture or
training dynamics. The variety and stealth of both input-space
and feature-space attacks have made defense increasingly chal-
lenging, especially when the triggers are imperceptible or when
attackers avoid modifying labels.

2.2 Backdoor Defenses

Defense strategies against backdoor attacks have evolved to
address various attack scenarios, particularly when backdoor
samples are unavailable. One prominent direction leverages
the observation that backdoor-related neurons often exhibit ab-
normal sensitivity to perturbations. This property has been
used to guide the selective removal or reinitialization of neu-
rons or channels suspected of contributing to the backdoor ef-
fect, as explored in works such as Adversarial Neuron Pruning

(ANP) [13] and Channel Lipschitzness based Pruning (CLP)
[14]. These approaches aim to expose and suppress malicious
components by examining the model’s response to carefully de-
signed perturbations.

Another line of defense focuses on trigger reconstruction
using a small set of clean data. By reverse-engineering trig-
gers that can elicit incorrect behavior, methods such as Neu-
ral Cleanse [9] and e Implicit Backdoor Adversarial Unlearn-
ing (I-BAU) [15] attempt to recover representative trigger pat-
terns, which are then used to inform mitigation actions includ-
ing pruning and unlearning. Although effective in certain cases,
these techniques can be computationally intensive and may rely
on assumptions about the attack’s structure.

Recent studies have also explored defenses that do not re-
quire explicit trigger knowledge. These methods often aim to
suppress or repurpose backdoor neurons through training dy-
namics or architectural interventions. For instance, techniques
such as RNP [16] adopt asymmetric unlearning and recovery
processes, while NAD [17] uses knowledge distillation to en-
force clean behavior by aligning the compromised model with
a clean teacher. Fine-Pruning (FP) [18] further introduces a
two-stage mechanism that removes dormant neurons and sub-
sequently fine-tunes the model to restore accuracy. Addition-
ally, MNP [11] provides a structured pruning framework based
on magnitude and task relevance, identifying and penalizing fil-
ters that contribute least to clean classification while preserving
essential components to maintain model utility.

Collectively, these defense strategies reflect a growing em-
phasis on data-efficient, model-aware, and fine-grained solu-
tions that aim to eliminate backdoors with minimal impact on
clean performance, even in the absence of poisoned examples
or explicit trigger information.

3 Proposed Method

This section presents a fine-grained neuron-level defense
framework designed to detect and mitigate backdoor behaviors
in pre-trained models using only a small clean dataset. The
method consists of three core stages: (1) inducing backdoor be-
havior by perturbing clean inputs to identify suspicious model
responses, (2) locating and pruning neurons that contribute to
the backdoor functionality while preserving clean performance,
and (3) fine-tuning the pruned model to recover potential accu-
racy degradation. The full workflow is outlined in Figure 1.
3.1 Inducing Backdoor Behavior via Perturbations

Let the complete training set be Dy,., where (z;,y;) is the
i-th sample in D;,.. The input z; belongs to the input space R%,
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Figure 1. The pipeline of the proposed method. Clean data is used to derive two metrics: the Clean Loss Change (CLC) from original inputs (green path)
and the Backdoor Loss Change (BLC) from perturbed decoy samples (red path). These scores then guide the fine-grained neuron pruning process.

and its label y; € {1,2,..., K}, assuming there are K classes.
We define ¢(x) as the poisoned input, and its corresponding
backdoor target label is ¥(y). The training set Dy, is composed
of a clean subset D, and a poisoned subset Dy, such that Dy, =
D. U Dy,.

Backdoor attacks that utilize local triggers often affect only a
limited spatial region of the input. Previous works such as Neu-
ral Cleanse (NC) [19] have shown that such triggers, including
those used in attacks like BadNet and Trojan [9], can some-
times be reconstructed due to their spatial locality. Inspired by
this, the proposed method introduces spatially clustered ran-
dom perturbations into clean inputs to simulate potential trig-
gers. These perturbations, designed as random color mosaic
patches, aim to generate “decoy samples” capable of activating
the hidden backdoor behavior if present.

Let 0 represents the parameters of a model F'(-). L(-) is the
loss function adopted by the model. The perturbation is defined
as 6(m, n, k), where m and n specify the location of the patch
and k its size. The objective is to identify the configuration
(m*,n*, k*) that maximizes the number of inputs for which the
model’s output changes in response to the perturbation. This
can be formulated as the following optimization problem:

(m*,n*, k") = arg max num(z;) (1)
m,n, 2, EDval
1 if F(x; ; F(x;;
num(xi):{ i F (i +(m,n, K);6) £ Flas6) o
0 otherwise

where num(z;) counts the number of samples whose predic-
tions change due to the added perturbation. Once the optimal
perturbation §* is obtained, its effect is evaluated. If the ma-
jority of perturbed samples are consistently misclassified to a
specific label, this provides strong evidence that the model has
been compromised by an all-to-one backdoor attack.

3.2 Locating and Pruning Backdoor Neurons

Following detection, the next step is to identify and prune
neurons that are primarily responsible for the backdoor behav-
ior. Two metrics, Clean Loss Change (CLC) and Backdoor
Loss Change (BLC)[11], are defined as Eq. (3) and (4) respec-
tively.

CLC(0,1,]) = E(y yep, [L(F(z;00%7) = 0),y)]

3)
— E(zyyen. [L(F(7;0),y)]

BLC(0,1,5) = E(zgyep, [LIF(¢(x); 010" = 0), ¥(y))]
— E(ay)en, [L(F(¢(x);0), ¥(y))]
“)

The change in cross-entropy loss following a neuron’s removal
directly quantifies its task-related importance. Specifically, an
increased loss signifies a beneficial neuron whose removal de-
grades performance, whereas a decreased loss indicates a detri-
mental neuron, making its removal advantageous. A negligible
change implies the neuron is irrelevant. This principle under-
pins our two metrics: CLC, which measures a neuron’s contri-
bution to clean sample performance, and BLC, which quantifies
its influence on decoy-induced misclassifications. Accordingly,
a neuron is deemed suspicious if its removal substantially in-
creases the backdoor loss while having only a minimal impact
on the clean task.

To prioritize pruning, a scoring function is defined as fol-
lows:

score(d,,7) = BLC(0,4,j) — CLC(0,1, j) (5)

A higher score indicates greater relevance to the backdoor and
less to the clean classification, making the neuron a preferred
candidate for pruning.

The defense procedure begins by computing CLC values us-
ing clean data. Decoy samples are then generated using the op-
timal perturbation 6*, and BLC values are calculated. Neurons

25

Authorized licensed use limited to: SOUTH CHINA UNIVERSITY OF TECHNOLOGY. Downloaded on July 29,2026 at 12:29:36 UTC from IEEE Xplore. Restrictions apply.



Proceedings of the 2025 International Conference on Wavelet Analysis and Pattern Recognition, 13-15 July, 2025

are pruned based on the score defined above. This approach
ensures that backdoor-related neurons are removed while es-
sential neurons for the primary task are preserved.

3.3 Post-Pruning Fine-tuning

Although pruning reduces backdoor behavior, excessive
pruning may degrade model accuracy on clean inputs. To ad-
dress this, the pruned model is fine-tuned using the available
clean data. Given the limited dataset, overfitting becomes a
potential risk during fine-tuning. To mitigate this, L2 regular-
ization is applied to penalize large parameter values and pro-
mote generalization. This regularization stabilizes the learning
process and helps the model retain its performance on clean
classification tasks after pruning.

4. Experiments

This section evaluates the effectiveness of the proposed de-
fense framework, PBITD, through a series of experiments. The
study is organized into three stages: (1) verifying whether
the proposed perturbation method can reliably induce back-
door behavior in infected models, (2) identifying and pruning
backdoor-related neurons based on BLC and CLC, and (3) per-
forming post-pruning fine-tuning and comparing performance
with existing defense methods under various attack settings.
4.1 Inducing Backdoor Behavior with Perturbations

To assess whether the proposed perturbation strategy can
expose backdoor behavior, experiments were conducted using
PreAct-ResNet18 on CIFAR-10, with 20% of clean training
data for validation. All-to-one dirty-label attacks were applied
using BadNet and Trojan, both targeting class label 0. The Tro-
jan attack was tested with two different trigger shapes: a square
and an apple, to examine generalizability beyond square-based
patterns. A randomly colored mosaic patch was used as the
perturbation, following the optimization procedure outlined in
Section 3.1.

For our backdoor detection on clean, BadNet, and Trojan-
infected models, Figure 2 contrasts authentic triggers with
perturbation-induced “decoy samples”. Table 1 provides the
quantitative validation, reporting the resulting misclassification
rate (MR) and predicted label distribution.

In the clean model, the perturbation caused misclassification
in only 17.5% of inputs, with predictions scattered across all ten
classes. In contrast, the infected models misclassified nearly
90% of inputs, with the majority redirected to the attacker-
defined target class (label 0). The MR does not reach 100%

Figure 2. Comparison between the authentic backdoor samples (top row)
and the samples to which applied the optimal perturbation (bottom).

due to samples already belonging to class 0, which are excluded
from the misclassification count. These results confirm that the
perturbation can consistently trigger the embedded backdoor
behavior, demonstrating its effectiveness in revealing all-to-one
attacks.

TABLE 1. Misclassification Rate and Distribution of Predicted Labels.

Distribution of Predicted

Model MR Labels
Label O 110 Label 5
Clean Label 1 76 Label 6 1
model 17.50% Label 2 261 Label7 30
Label 3 1236 Label8 16
Label 4 6 Label 9 9
Label0 8994 Label5 O
Trojan Label 1 0 Label6 O
(square) 89.95% Label 2 1 Label7 O
Label 3 0 Label8 O
Label 4 0 Label9 0
Label 0 8839 Label5 O
Trojan Label 1 0 Label6 0
(apple) 88.39% Label 2 0 Label7 O
Label 3 0 Label8 O
Label 4 0 Label9 O
Label0 8990 Label5 0
Label 1 0 Label6 0
BadNet 89.90% Label 2 0 Label7 O
Label 3 0 Label8 0
Label 4 0 Label9 O

4.2 Neuron Pruning Guided by BLC and CLC

Following the detection of backdoor behavior, BLC and CLC
scores were computed using decoy and clean samples, respec-
tively. To maintain architectural integrity and computational
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Figure 3. Pruning defense performance under various attacks: (a) BadNet, (b) Trojan (square), and (c) Trojan (apple).

TABLE 2. Comparison of defense performance (ACC % / ASR%) on CIFAR-10 under different attacks. PF denotes Pruning followed by Fine-tuning.
Blue and red numbers indicate the clean classification accuracy (ACC) and the attack success rate (ASR), respectively.

PBITD(Ours)
Attack ANP CLP FP I-BAU NAD NC NPD MNP -

Pruning PF
badnet(target=0) 91.31/1.27 94.07/5.61 91.91/0.90 85.8/5.08  89.17/1.65 90.27/1.62 89.16/0.35 86.78/4.44 91.06/1.67 90.08/0.12
badnet(target=1) 88.76/0.52 89.66/6.84 91.83/1.24 88.01/0.57 89.7/3.69  90.13/5.13  89.64/0.7  83.83/4.83 90.9/0.833  90.13/0.05
trojan(square) 87.23/0.37 74.43/7.57 92.5/61.89 88.98/1.83 91.29/3.58 92.07/1.72 91.7/23.12 80.02/15.22 82.77/1.01 89.21/0.06
trojan(apple) 87.05/0.44 78.95/17.27 92.43/73.74 90.57/2.23 91.59/3.48 92.37/3.44 92.12/1591 82.71/14.61 83.57/0.21 88.06/0.02

efficiency, pruning was limited to the two convolutional layers
in block 3.1 of PreAct-ResNet18.

Figure 3 illustrates the defense performance across three at-
tack scenarios. The red line shows the Attack Success Rate
(ASR) on infected inputs, while the blue line shows clean clas-
sification accuracy (ACC). In all cases, ASR sharply declined
as the pruning ratio increased. For BadNet, ASR dropped be-
low 1% before reaching a 20% pruning ratio, demonstrating
high pruning efficiency. While Trojan attacks required slightly
more pruning to suppress ASR, clean ACC remained above
80% even after pruning, showing that essential neurons for the
clean task were preserved.

The blue line represents the model’s classification accuracy
(ACC) on the clean test dataset, while the red line indicates
the Attack Success Rate (ASR) on the infected test dataset. As
observed in the figure, the ASR drops to nearly zero before
the pruning ratio reaches 40%. The defense is most effective
against the BadNet attack, where our method induces a rapid
decline in ASR with a pruning ratio of less than 20%. At the
inflection point where the ASR approaches zero, the test ACC
across all three experiments experiences a slight decrease com-
pared to the unpruned model’s accuracy (approx. 90%), yet it
remains above 80%.

4.3 Effect of Post-Pruning Fine-tuning

To further enhance performance, fine-tuning was applied af-
ter pruning using the available clean dataset. L2 regulariza-
tion was used to prevent overfitting due to limited data. Table
2 includes results for both pruning-only and post-fine-tuning
(“PF”) versions of PBITD.

Fine-tuning led to consistent ASR reductions across all ex-
periments. In most cases, ASR dropped below 0.1%, while
ACC was restored to approximately 90%. Although regulariza-
tion helped mitigate overfitting, the absence of full training data
occasionally constrained the peak performance. Nonetheless,
the results demonstrate that fine-tuning is effective in compen-
sating for pruning-induced degradation while maintaining high
defense efficacy.

5. Conclusions

This paper proposed a fine-grained, neuron-level backdoor
defense framework that detects and mitigates backdoor behav-
ior in pre-trained models using only a small clean dataset. By
introducing localized perturbations to clean inputs, the method
effectively induces decoy samples that reveal hidden back-
door behavior without requiring prior knowledge of the trigger.
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Backdoor-related neurons are then identified and pruned based
on the proposed Backdoor Loss Change (BLC) and Clean Loss
Change (CLC) metrics, ensuring targeted mitigation with min-
imal impact on clean task performance. Experimental results
on CIFAR-10 demonstrate that the proposed method achieves
competitive accuracy while significantly reducing attack suc-
cess rates, outperforming several existing defenses under both
BadNet and Trojan attacks. The inclusion of post-pruning fine-
tuning further enhances robustness without sacrificing general-
ization. Overall, the framework offers a lightweight and prac-
tical solution for secure model deployment in backdoor-prone
environments.
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